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1. Abstract

The timely detection of clandestine nuclear facilities is one of the greatest challenges faced
by the International Atomic Energy Agency’s (IAEA). Idaho National Laboratory is currently
applying machine learning (ML) to existing satellite imagery (SI) datasets to find facilities within
the nuclear fuel life cycle, with primary focus placed on identifying critical predecessor (i.e., fuel
fabrication and fuel enrichment) and successor (i.e., nuclear power plants) facilities. This could
provide a satellite image methodology that the IAEA could leverage to discover clandestine
facilities. The work presented in this paper describes the evolution of a workflow developed by this
team for object detection related to critical infrastructure by expanding that workflow for the
purpose of identifying nuclear fuel cycle components and automating dependency assessments. This
will be done using two methods housed within a single pipeline. The first method involves
implementing a DenseNet161 convolutional neural network to classify the images and explain the
results using Local Interpretable Model-Agnostic Explanations (LIME). The second method
implements You Only Look Once version 5 (YoloV5), to detect objects within images, provide a
probability for the detection, and provide a bounding box that corresponds to the object of interest.
The results of this work are anticipated to provide a clear picture of this portion of the nuclear fuel
cycle and perform as a stand-alone tool for image assessment that can be expanded to additional
fuel cycle components and implemented in international safeguards and national security domains.
This capability addresses the IAEA’s need to detect undeclared nuclear materials and activities
within a state while encompassing the entire nuclear fuel cycle.

2. Introduction

Machine learning (ML) continues to advance its available algorithms and their effectiveness,
facilitating increasing model accuracy, trustworthiness, explainability, and efficiency. The
combination of ML with satellite imagery (SI) is advantageous to the International Atomic Energy
Agency’s (IAEA’s) because it can be applied as a cost-efficient tool for facility detection and
change detection. These technologies allow areas of interest to be monitored remotely and thus
allow the agency to reallocate the resources required for boots on the ground or human-centric
image assessments. This is triggered by the Department of Safeguards Operational Division’s
requests, based on their annual implementation plan for each state. In these plans, applications for
the detection of undeclared nuclear facilities have not been emphasized. This is a deficiency that we
believe can be addressed through implementation of ML algorithms, demonstrated by the work
presented here.
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3. Background Work & Related Work

Object detection in SI is an extensively investigated field. Traditionally these investigations
have been limited to specific types of objects, such as ships [1] or airports [2]-[4]. The motivations
behind these detection efforts varies from infrastructure expansion to shipping and military
movement detection [1], [5]. The various methods currently utilized by research vary in both
framework and hyperparameters utilized. The majority of research efforts do fall into the Regional-
based Convolutional Neural Network (R-CNN ) family of architectures [1], [2], [6], [7]. In the
nonproliferation domain SI has been utilized to detect proliferation activities. This includes
detection of increased enrichment activities near Iran’s Natanz Enrichment Plant in 2001 and
detection of Iraq’s clandestine construction of the Tuwaitha nuclear research facility in the early
1990s. These discoveries were manual in nature requiring a human to look at physical images to
detect potential proliferation activities [8]. Recent work in change detection has posited that
additional development is needed for current algorithms to be widely applicable in the
nonproliferation space [9]. Similar work has noted the difficulty of constructing a modeling
capability based on subject matter expertise, reliable data, and an adaptable modeling framework
[10]. To date, there is no published work that details a methodology for the nonproliferation domain
capable of identifying facilities coupled with dependency analysis nor is a framework for
automatically generating synthetic data within this context for disparate datasets. The work
presented in the following methods offers a novel and efficient approach to automating the process
of change detection and dependency analysis for nuclear reactors.

4. Methodology

4.1. Data Generation

The team is currently utilizing Maxar’s DigitalGlobe data in model testing and training
efforts. Open-source methods were used to obtain and collected latitude and longitude data for all
known reactor facilities. A total of 330 sites were identified. Given the co-location of certain reactor
facilities, we expect the final imagery count will be less than the initial site estimation. Data pulls
are being conducted for each point collected. This process is still ongoing, current summary
statistics by reactor types and status can be viewed in Figure 1. The team is utilizing visible
spectrum imagery data from three Maxar satellites GeoEye-1, WorldView-2, and WorldView-3
(Figure 2). All three sensors produce high resolution imagery varying in resolution between 1.8 to
0.41 meters [11]-[13]. Imagery from 19 sites could not be collected. These sites were either
obstructed by clouds, or there was a lack of imagery for the targeted satellites, or reactors were co-
located within the same image.
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Figure 1. Chart depicting the operational status of the 10 reactor types of interest. BWR — Boiling
Water Reactor, FBR — Fast Breeder Reactor, GCR — Gas-cooled Reactor, HTGR — High-
temperature Gas Reactor, HWGCR — Heavy-water Gas-cooled Reactor, HWLWR — Heavy-water
Light-water Reactor, LWGR — Light-water Graphite Reactor, PHWR — Pressurized-heavy-water
Reactor, PWP — Pressurized-water Reactor, X — X-Energy

Figure 2. Comanche Peak Nuclear Power Plant in Texas. An example of WorldView-2 imagery
(Imagery © 2022 Maxar).

4.2. Synthetic Data

Detecting nuclear power plants from SI datasets is heavily unbalanced (i.e., there are only a
handful of facilities in the world). The ability to generate synthetic images, from our original data
set, using different modalities of learning (e.g., varying resolution, camera height, and obstacles
covering images), provides a more robust training data set for the deep-learning models to learn
from. End-to-end deep-learning models designed for fast-object detection like YOLOVS, rely on
several factors for performance, but most importantly, models rely on data. Since our model learns
to predict bounding boxes from data, it struggles to generalize to objects in new or unusual aspect
ratios, configurations, or other surface criteria that can change the data.
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By generating synthetic data, we can combat these inconsistencies and limited data. To
accomplish that, researchers use generative adversarial networks (GANs), a generative architecture
originally proposed in 2014, by lan Goodfellow et al. [14]. GANSs typically consist of two models: a
generative model that captures data distribution and a discriminative model that estimates the
probability that a sample came from the training data as opposed to the generator [14]. Since the
inception of the GAN architecture by Goodfellow et al., GANs have seen a rapid improvement in
resolution and quality of image generation [14]-[17]. However, the synthesis process of GANs
depends on absolute pixel coordinates, causing detail in an image to be glued to a coordinate, as
opposed to surfaces of intended objects [18]. This poses as a potential dataset issue when using
typical GANSs. For this reason, Tero Karras et al. proposes alias-free GANs, a novel solution that
traces the root cause to careless signal processing that causes aliasing in the generator [17]. Karras
achieves this by interpreting all the signals in the network as continuous and applying small
architectural changes to the GAN model to guarantee that unwanted information does not leak into
the synthesis process [18]. To ensure that our synthetic image data is optimized for YOLOVS5,
plentiful for our dataset, and capable of generating unexpected or unrealistic image scenarios
(improving classification during training), we are utilizing an alias-free GAN.

Figure 3. Atucha Nuclear Power Plant in Argentina, Lima, Buenos Aires. Image used in synthetic
generation efforts. (Imagery © 2022 Maxar).
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Figure 4. Completely Synthetic Nuclear Power Plants. A derivative product of WorldView-2
imagery (Imagery © 2022 Maxar).

4.3 DenseNet-161 Model

A preliminary assessment of the DenseNet-161 architecture resulted in an average accuracy
of 86%, and the model has not yet been hyperparameter tuned or amended with synthetic data.
Based on those initial results, we will proceed to implement the architecture for the final model. The
DenseNet architecture [19] implements a densely connected convolutional neural network (CNN),
where each node is fully connected to every other node in a series. This method is computationally
expensive but performs well on complex data, such as the imagery datasets with diverse background
pixels, as seen in nuclear domain datasets [19]. The literature supports that this architectural style is
less prone to overfitting than alternatives, such as ResNet, and requires fewer parameters for model
development [19].

4.4 Explainability

The team is currently utilizing LIME as an explainability framework. LIME is a model-
agnostic framework that when applied to an image classification model is able to determine which
portion of the image was utilized by the model to determine the classification class [20]. LIME
accomplishes this task by dividing a given image into superpixels, defined regions within an image.
These regions are then tested through linear regression to determine the importance of the region to
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correct classification of an image. The results of the regression model highlight areas of importance
in an image with a higher weight while areas of less importance are denoted with a lower weight.
An example of this can be seen in Figure 3 where blue indicates an area of great importance while
red indicates an area of less importance in the image’s classification.

Figure 5. Explainability analysis of a nuclear generation plant in Minnesota. Red areas indicate
negative correlation, and blue areas indicate areas of positive correlation. (Imagery © 2022 Maxar)

4.5 YoloV5 Model

The You Only Look Once (YOLO) modeling family is based on the premise that an object
detection task can be accomplished by dividing a single image into a number of bounding boxes
with associated class probabilities. This approach allows the object detection task to be framed as a
regression classification task. With each bounding box being assigned a probability of class ranking
[21]. Since the creation of YOLO in 2015, there have been four acknowledged evolutions of the
architecture. During these evolutions, improvements were made to each iteration: YOLOv2
introduced anchor boxes and improved performance, YOLOv3 provided a lighter faster model, and
YOLOV4 introduced the idea of “Bag-of-Freebies” and “Bag-of-Specials” both of which enhance
model performance without increasing computational modeling cost [22]—[24]. For our purposes,
we will be utilizing YOLOVS which is similar in architecture and design to YOLOv3 but has been
integrated into the PyTorch ecosystem [25]. This integration allows for easy of model distribution
and development of the modeling pipeline. This work is ongoing.
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4.6 Proposed Framework

The proposed framework (Figure 4) describes our planned analytical workflow for nuclear
reactor, nuclear fuel fabrication, and enrichment facility identification method. It begins with the
input of imagery data for facilities of interest. This data is clipped and extracted from Maxar’s
DigitalGlobe. Once the data is acquired, the datasets will be assessed to ensure there are enough
images present to construct a quality model. The example shown in Figure 6 uses a sample size of
500, but in practice, this number will be determined iteratively through the assessment of model
results, including accuracy, loss, and model fit. If the dataset is determined to be too small, then
synthetic data will be generated to artificially increase the sample size. In the case of having all
“real” data or having partial synthetic data, the resultant dataset will be used to test and train a
machine-learning model, and a model file will be produced. This exact same process is being
conducted for nuclear reactors and will be conducted for fuel fabrication facilities and fuel
enrichment facilities.

The resultant models will then be fed into an explainable decision framework using
unknown data streams (or alternatively verification and validation data streams, depending on the
maturity of the workflow). This new image will be assessed to identify if a nuclear reactor is present
in the dataset, and LIME will be implemented to explain the decision we are making. If a reactor is
detected in an image, its location will be queried to determine if the identified reactor is a known
entity or if it is a previously undetected location through calculating its geospatial distance from
known facilities. If the facility in question has yet to be identified, the workflow will call to the
dependency models to assess the images for fuel fabrication facilities or fuel enrichment facilities.
The results of each assessment will be explained using LIME, and the results will be concatenated
to provide an overview of the state of the nuclear fuel cycle for the reactor of interest.
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Figure 6. Proposed framework for nuclear reactor, nuclear fuel fabrication, and enrichment facility
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5. Conclusion

The work presented here offers a robust framework for approaching the IAEA’s need for
efficient change detection for remote monitoring of nuclear facilities. The advantage of this
approach is its modular nature and the simplicity involved in expanding to facilities beyond the
three highlighted here by amending the workflow with additional training data for additional
features (e.g., uranium mining) and calling to the components developed for model development
(e.g., Figure 6, Green) and image assessment (i.e., model implementation, LIME, and output
results). This combined with a decision framework that includes synthetic data generation offers a
new approach that is simple to leverage not only for nuclear fuel cycle facilities but also any
physical features and their dependencies such as critical infrastructure analysis, infrastructure
maintenance, and urban planning.

6. Future Work

In addition to potentially exploring other nuclear fuel cycle facilities, the authors realize that
a potential adversary can disguise a physical structure, so an expected geometry and infrastructure is
obscured. Another area of interest to explore is the use of hyperspectral imaging that could provide
facility specific indicators irrespective of geometry for the purposes of detection. There is also
potential to identify detection signatures through the fusion of multiple modeling techniques that
could circumvent disguising efforts.
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