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Overview

The Bayesian Attack Model (BAM) is an
analytical tool designed to enhance the
comprehension of adversarial activity in OT
environments. BAM leverages both expert
cybersecurity insights and historical data
to characterize the likelihood of adversarial
behavior given anomalous observable
events. This tool will be made available for
free download to industry.
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BAM applies Bayesian inference methods
to calculate the likelihood of adversarial
techniques, tactics, and behaviors given
observed evidence. Techniques and
tactics are defined using the MITRE
ATT&CK® for ICS framework, and adversary
behavior phases are defined as high-level
characterizations of the progress of an
attack. By using BAM, OT professionals
can better identify and characterize
adversarial behavior in their systems to
enable risk-informed investigations and
interruptions before impact occurs.

BAM was developed by Sandia National
Laboratories (SNL) and Idaho National
Laboratory (INL) as part of the Department
of Energy’s (DOE) Office of Cybersecurity,
Energy Security, and Emergency Response
(CESER) research, development, and
demonstration (RD&D) mission to improve
and strengthen energy security.




Use Cases

BAM has two main use cases:

Facilitates Strategic Decision-Making Enhanced Learning from Past Incidents

BAM aids in strategic decision-making by estimating the likelihood of different stages
of adversarial behavior. BAM serves as a platform to break down organizational
information silos by aggregating evidence across the observer experiences of various
OT roles and responsibilities. This enables security teams to prioritize resources and
responses effectively, focusing on the most probable threats at any given time.

BAM has been applied to 27 historical case
studies of cyber-attacks on OT systems. The
results of these analyses are a useful tool for
identifying opportunities for earlier perception
and comprehension of adversarial activity.
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Key Benefits Capabilities Under Development
BAM enables dynamic risk assessment by Integration with the Operational J 1
0ol continuously updating the probability Process for Trigger Identification and ){é}(
estimates as new evidence is collected. Comprehension (OPTIC) application for
entry of human-identified observables. YN
Coon BAM can be customized to the specific
—0 characteristics of different OT environments. Integration with the Collection and .
Analysis of Telemetry for CyOTE 5
BAM enables security teams to prioritize Heuristics (CATCH) pipeline for entry -

resources and responses effectively, focusing of machine-identified observables.

on the most probable threats at any given time.

Integration with the Cyber Capability
Maturity Model (C2M2) to add
additional organizational context to
the calculation of adversary behavior.

Utilizing historical data in BAM allows for a
learning component where past incidents
inform future detection.

Leveraging the MITRE ATT&CK® framework

ensures compatibility with widely used
security standards and practices. email: CyOTE.Program@hq.doe.gov
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