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- Addressing the world’s most pressing challenges
through research, development, and demonstration

VISION MISSION VALUES

To change the Discover, demonstrate and Excellence, Inclusivity,
world’s energy future secure innovative nuclear Integrity, Ownership,
and secure our nation’s energy solutions, clean Teamwork, Safety

critical infrastructure. energy options and critical

infrastructure.
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- Our Heritage: The National Reactor
Testing Station drove nuclear innovation s
in the U.S. and around the world e

Reactor Tests | though [V
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U.S. city to be powered by nuclear energy

Submarine reactor tested; training of nearly 40,000 Tjtjf}gj’;';r
reactor operators until mid-1990s

Mobile nuclear power plant for the army -
Test Facility

« Demonstration of self-sustaining fuel cycle / =N .'l. v{""R
. >0i1ling Iaer eac
- Basis for LWR reactor safety - TH Bpeinents

LABORATORY ANNIVERSARY
S1W - aka Submarine

« Aircraft and aerospace reactor testing /
- Materials testing reactors M
Thermal Reactor
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Il Unique INL site, infrastructure, and
facilities enable energy and security

RD&D at scale

$1,823 M FY22 Total Operating Cost

6,000+ Employees
569,178 Acres
890 Square Miles

@  Primary INL Campus Important to
NE and other Mission Accomplishment

@ M Ownedand Operated

@  Supporting INL Multi-Program

Missions

ToArco .

Spedific
Manufacturing
Capability at
Test Area North

)

To Rexburg
Naval Reactors
Facility
Materials and
I Atdl;'a":fd Idaho Nudear Technology Fuels (omplex Research
es( €d |Dr and Engineering Center and Education
omplex Campus
(ritical Infrastructure i, <{ L ]
Central Test Range Complex o
Facilities Area To Idaho Falls
(28 miles)

Radioactive Waste
Management Complex

To Blackfoot

4 Operating reactors

12
50
17.5
44

9 Substations with interfaces
to two power providers

Hazard Category Il & IlI
non-reactor facilities/ activities

Radiological
facilities/activities

Miles railroad for
shipping nuclear fuel

Miles primary roads
(125 miles total)

Miles high-voltage
transmission lines

126

3 Fire
Stations
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- Creating a secure, resilient, clean energy future

Energy &
Advanced Environment
Test Reactor Science &

Complex / Technology /
¥

Materials and
Fuels Complex

/ National &

Homeland
Security Science
& Technology
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- Accelerating advanced reactor demonstration and deployment
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Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research
in each of DOE’s strategic goal areas: energy, national security, science and the environment.
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Relevance

EVs@
SCOl&(\.\\.

U.S. Department of Energy

Impact of Transportation Electrification
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EVs@Scale Consortium RD&D will
support electrification by answering:

* How will electricity generation and the
transportation sectors work together?

« What research can we do to ensure a
safe, smooth, and seamless
transition?

* How could a grid-integrated charging
network support intermittent
generation?

Electrification Futures Study: Scenarios of Electric Technology Adoption and Power Consumption for the United States. NREL/TP-6A20-71500
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U.S. Department of Energy

Building the 2030 National Charging Network

27 million new charging ports are required which has been estimate that a $53—5127-billion cumulative
national charging infrastructure investment, including $31-555 billion for publicly accessible charging
infrastructure, is necessary to support charging infrastructure needs under the baseline scenario.

: National Charging Network Supporting
it 33 Million Light-Duty PEVs by 2030

................... : 1 '067' ooo por‘s
9% of the

national investrment

The Branches:
Public Destination Charging

right speeding™ for neighborhood, office, retail

wee 182,000 ports

39% of the
national investrment

The Trunk:
Public Fast Charging
corridor and community Public Network
Private Network

The Roots:
Private Charging

single family, multifamily, workplace

: 26,762,000 poris

oooooooooooooooooooo
ooooooooooooooo

52% of the
national investment

*Right speeding refers to matching the charging power 3 y

Each ® represents 50000 charging poris
proviged at a particular focation with the typical duration of the activit, = R

The 2030 National Charging Network: Estimating U.S. Light-Duty Demand for Electric Vehicle Charging Infrastructure; NREL https://www.nrel.gov/docs/fy23osti/85654.pdf



EVe®_
Relevance ool

U.S. Department of Energy

Consortium Objectives

e Vehicle-Grid Integration: Achieve seamless integration and
charging for EVs@Scale to enable synergistic coupling of the
energy and transportation sectors.

* Interoperability: Advance the connectivity, compatibility, and
scalability of systems and technologies operating across the
interfaces of an open, standards-based EV charging ecosystem.

e Reliability and Resiliency: Improve the reliability of charging
and enhance the ability of the electric grid to provide
dependable power and robustly react and recover from
adverse events

e Cybersecurity: Advgnce the cyber-physical security posture nstaltion of smart charging system at
across the EV Cha rglng ecosystem. NREL’s Flatirons Campus (Dennis Schroeder /

NREL )
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Objective

EVs@

Scaleg M e

U.S. Department of Energy

o why are we here today?

|ldentify your route
Route for distance
and elevation

Plan your campsite
and access to water

Don’t forget your
bear canister



EVs @ Scale and ChargeX Consortium

EVs@®_
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U.S. Department of Energy

EVis@
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U.S. Department of Energy

Establishing a secure and scalable
infrastructure is necessary to support the
transition to an electric fleet in 2030

— Optimizing charging to ensure demands placed on
the grid by EVs consistently meet consumer
expectations

— Enable greater safety, grid operation reliability, and
consumer confidence.

— Formulating technologies, practices, and standards
to enable high-power, low-cost, and ubiquitous
charging options

CHARGE

consortium

Work together as EV industry stakeholders to
measure and significantly improve public
charging reliability and usability by June 2025

— Define the Charging Experience: define and publish
KPIs, set targets, and measure performance

— Triage Charging Reliability and Usability: understand
root causes and quickly identify solutions

— Develop Solutions for Scaling Reliability: design new
diagnostics and tools to scale interoperability



Consortium Structure

— Andrew Meintz (NREL, chair), Tim Pennington (INL, rotating
co-chair), Don Stanton (ORNL), Summer Ferreira (SNL), Lori
Ross (PNNL), Dan Dobrzynski (ANL), Tom Kirchsetter (LBNL)

— Utilities, EVSE & Vehicle OEMs, CNOs, SDOs, Gov't,
Infrastructure

— Vehicle Grid Integration and Smart Charge Management
(VGI/SCM): Jesse Bennett (NREL), Jason Harper (ANL)

— High Power Charging (HPC): John Kisacikoglu (NREL)

— Advanced Charging and Grid Interface Technologies (ACGIT):

Madhu Chinthavali (ORNL)

— Cyber-Physical Security (CPS): Richard “Barney” Carlson
(INL), Craig Rodine (SNL)

— Codes and Standards (CS): Ted Bohn (ANL)

EV's @
SCOl&{'\.‘\\.

U.S. Department of Energy

Stakeholder
Advisory
Group

Technical Leadership
Leadership Councll

VGI and SCM

FUSE, EV Toolkit

High Power Charging
NextGen, eCHIP

Adv. Charging and Grid Interface

Cyber-Physical Security

CyberPUNC, ZeroTrust

Codes and Standards




EVs@Scale Lab Consortium Stakeholder Engagement and Outreach 5‘0?1%22\.

U.S. Department of Energy

Semi-Annual Stakeholder Meetings

Open / Common / / RFI and
Virtual Understanding / Long / Short Stakeholder

Visibility
Forum Direction Term Plans Feedback
High Level Comprehensive Long / Short FOA
Information Situational Term R&D Information
Exchange Awareness Results

DEEP DIVE TECHNICAL MEETINGS

Detailed Active Pool
Tecnical /. Schoer /- ofproect /1 Juportior
Discussions Stakeholders
Project Plans R&D Inggotriton Tech
and Progress Agility | A%s Transfer

DEDICATED ENGAGEMENT WEBSITE

Continuous /Formal and / ! / )
Stakeholder Informal Enable Project Meeting

Engagement Communications Participation Logistics
Ease of Project
Information Updates Ir?%;(r)\:gt?;n
Exchange and Review



Collaboration and Coordination 5‘5?:%7\%

U.S. Department of Energy

— Utilities, EVSE & Vehicle OEMs, CNOs, SDOs, Gov't,
Infrastructure Long-term R&D

Short-term R&D

— Utilities, EVSE & Vehicle OEMs, CNOs, SDOs, Gov't, On-going, ad hoc
Infrastructure communications
— Webinars / Project discussions Consortium

FY Planning October

Meeting with
DOE T i\(

— Rotation among labs with discussion on all pillars _ ]
Semi-annual deep-dive \/

technical meetings \»0. |

_ VGI/SCM, HPC & WPT, and CPS with C&S Semi-annual high-
_ ) : level meetings
incorporated into all meetings
Annual Merit Review

Two semi-annual high-level meetings were held in April 2023 and Sept 2024 with attendance
reaching 100 stakeholders with several attending the follow-on deep dive discussions



EVs@
Summary SCG|&¢/\.\\.

U.S. Department of Energy

The EVs@Scale Lab Consortium will

1.

Address challenges, develop solutions, and enabling
technologies for transportation electrification ecosystem E_ i
through national lab and industry collaboration A4 Planning ﬁ

Modeling

Formulate and evaluate EV smart-charging strategies that
consider travel patterns, charging needs, and fluctuating
power generation loads

Overcome barriers to EVs@Scale and provide answers to
fundamental questions with activities that

- Assess potential grid impacts and grid services

- Develop and evaluate hardware and system designs for =

high power and wireless charging systems o P
igh Power

- Create design guidelines and evaluate approaches to secure

charging infrastructure and the grid
ging 9 The EVs @ Scale Lab Consortium will consider these key

- Support consensus-based standards development through components of the transportation electrification ecosystem
evaluation and industry engagement

We need your input today and tomorrow to tell us

where we can improve on delivering these outcomes !



Upcoming Stakeholder Engagement Events g‘c'?;%f/%\\.

U.S. Department of Energy

We have the following upcoming stakeholder engagement events planned and will send out invites
to registrants of this event for the deep-dives next week.

Fall 2024: Deep Dive Meetings Spring 2025: Semi-Annual Meeting
— Codes & Standards Pillar

— Date TBD
— Cyber-Physical Security Pillar
— CyberPunc, and ZeroTrust Projects
— November 6, 2024
— SCM&VGI Pillar
— FUSE and VGI Toolkit Projects
— October 31, 2024
— High-Power Charging Pillar
— NextGen Profiles and eCHIP Projects
— November 12, 2024
— Advanced Charging and Grid Interface Tech. Pillar
— Date TBD

— Sandia will host in Albuquerque, NM
— Late March or early April
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VGI - Toolkit Project

SCM/VGI Pillar

Tim Pennington
On behalf of Andy Satchwell - Berkley Lab

Sept. 25, 2024




VGI Toolkit Overview SHRESE S

U.S. Department of Energy

Background

* Project began as an independent “Lab Call”

» Generated by interest from several DOE offices

* Recognized existing capabilities at National Labs which could be brought to assist stakeholders
* Now included in the SCM/VGI Pillar

Barriers and Technical Targets
(from Summary Report on EVs at Scale and the U.S. Electric Power System, November 2019)

« Supporting “proper planning for [electric vehicle] EV penetration and the resulting charging demand to
support a growing light-duty EV fleet.”

» Assessing impacts that “vary geographically and are use-case specific.”

» Additional analysis of “distribution capacity expansion,” “medium- and heavy- duty EV market growth
scenarios,” and “the impact on energy generation and generation capacity.”

Partners

 Lead: Berkeley Lab

» Co-leads: Argonne National Laboratory, Idaho National Laboratory, National Renewable Energy Laboratory,
Oak Ridge National Laboratory, and Pacific Northwest National Laboratory

n e OAK
,,,,,, ; NIL 7 Argonne° iiINREL ®Riper o

Pacific Northwest Transforming ENERGY
BERKELEY LAB Idaho National Laboratory NATIONAL LABORATORY ~  NATIONALLABORATORY g National Laboratory



https://www.energy.gov/eere/vehicles/articles/summary-report-evs-scale-and-us-electric-power-system-2019

E\'s@

Why do we need an EV modeling toolkit? SCGIL;_\%

U.S. Department of Energy

‘| suppose it is tempting, if the only tool you have is a hammer, to treat
everything as if it were a nail.”

— Abraham Maslow, 1966

(and other variations by Warren Buffet, Mark Twain, etc.)

e There are a number of entities responsible for vehicle grid integration (VGI) planning
and deployment with diverse perspectives, objectives, and experiences.

* Opportunity to equip stakeholders with modeling tools, data, and analytical insights.
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U.S. Department of Energy

Objectives Impact

* Provide insights into transportation and * Develop an understandable, accessible,

energy use problems for a broad range of and user-friendly toolkit that draws on
internal and external stakeholders existing DOE-funded tools, datasets, and

analyses.

* Make essential vehicle and marketdata, , ppgqg6 with targeted users and audiences
modeling and simulation, and integrated throughout the project to solicit feedback
and applied analyses available to the on their needs and questions, and ensure
public. the toolkit is intuitive and user-friendly.

. Electricity system

= impact and planning

Benefit-cost analysis

Future EV adoption i.'? EV infrastructure
and load impacts siting o




Project Participating Laboratories 5‘&3%/\.\\.

U.S. Department of Energy

Lawrence Berkley National Laboratory is leading the overall
organization and project management.
BERKELEY LAB
Argonne National Laboratory is leading the tool inventory and
Argonne & -
8NM,ONM  AmoRATORY providing support across all tasks.
H “l Idoho National Laboratory Idaho National Laboratory is co-leading the data and report
library and providing support across all tasks.

F-!
N R E L National Renewable Energy Laboratory is leading the website

=4 : . o
Transforming ENERGY and toolkit design, and providing support across all tasks.

%OAK RIDGE Oak Ridge National Laboratory is co-leading the tool inventory
National Laboratory and providing support across all tasks.
Pacific Northwest National Laboratory is leading the data and
Pacific Northwest report library and providing support across all tasks.




Milestones

E\'s@
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U.S. Department of Energy

We have completed early-stage development tasks and are beginning the toolkit design and enhancements tasks.

Task

FY24 milestones

FY25 milestones

1. Tool inventory

Database of existing lab capabilities to inform DOE’s
decisions about tool enhancements [Q2, complete]

Annual update to FY24 database to capture new
capabilities [Q1]

2. Stakeholder needs and gaps
assessment

Memo to DOE categorizing stakeholder needs and
information gaps [Q2; complete]

Continual stakeholder engagement throughout project via
one or more workshops and/or industry engagements [Q4]

3. Identify tool enhancements

DOE decision on tool enhancements that will be
undertaken in FY24 informed by Tasks 1 and 2 [Q3,
complete]

DOE decision on tool enhancements that will be
undertaken in FY25 informed by Tasks 1 and 2, and FY24
work [Q2]

4. Accomplish tool
enhancements

Publish enhanced tools and datasets with stakeholder-
friendly features and new functions based on Tasks 1, 2,
and 3 [Q4, In process]

Publish enhanced tools and datasets with stakeholder-
friendly features and new functions based on Tasks 1, 2,
and 3 [Q4]

5. Deploy modeling toolkit

Website development roadmap [Q2, complete]; Release
toolkit to the public including Task 6 library and decision
support [Q4, in process]

Update toolkit with linked or internally-hosted tool
enhancements from Task 4 [Q4]

6. Data and report library

Draft overview of data and report library content and
structure [Q2, complete]; Post curated library as examples
of tool usage and case studies [Q4, in process]

Update curated library based on new tools in Task 4 [Q4]

7. Publicize and educate
stakeholders

Deliver publicity materials and disseminate toolkit via e-
mail communications and as part of public
events/conferences; develop and post toolkit supporting
information [Q4, in process]

Deliver publicity materials and disseminate toolkit via e-
mail communications and as part of public
events/conferences; develop and post toolkit supporting

information [Q4]
o



EVs@
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U.S. Department of Energy

Stakeholder Engagement

4. Accomplish
Tool
Enhancements

; 5. Deploy 7. Publicize

Modeling Toolbox and

1. Tool Stakeholder 3. Identify Tool

Inventory Ne(esii)snd Enhancements Toolbox Educate

Stakeholders

Assessment

Q2 Scoping and
Development
Activities

6. Data and
Report Library




Stakeholder Needs and Gaps E‘C?:%?\\}

U.S. Department of Energy

Stakeholder needs and gaps appropriate for the toolkit can be grouped broadly into
the four Toolkit Themes:

« EV adoption: identifying future growth in EVs by vehicle type and considering technological,
market, and consumer drivers.

 EVSE deployment/siting: in connection with EV adoption forecasts, identifying charging
infrastructure and EVSE siting to support adoption. This category includes customer enrollment in
utility programs, rate design alternatives, and EVSE deployment programs.

« EV grid impacts: answering, “Where, when, and how much?” This category includes short- and
long-term forecasts of load (ideally on an hourly basis) and grid infrastructure impacts at spatial
detail consistent with the stakeholder’s needs (e.g., feeder-level detail for distribution system
impacts).

» VGI costs and benefits: especially interconnection costs and other site-specific costs. Benefits
include avoided electricity infrastructure costs and also air quality. Costs and benefits should be
quantified at the highest spatial detail possible and/or appropriate for the stakeholder’s needs.



Tool Inventory SealeT—

U.S. Department of Energy

Inventoried national lab tools, models, and datasets with details on spatial and temporal detail,
alignment with key vehicle grid integration (VGI) deployment topics, and perceived user-
friendliness and scalability.

Topic Area
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U.S. Department of Energy

Electricity System Impacts and Planning

Benefit-Cost Analysis

Future EV Adoption and Load Impacts

EV Infrastructure Siting

Audience |[Lab Name Resource Name Lab Name Resource Name Lab Name Resource Name Lab Name Resource Name
ANL CHECT ANL CHECT NREL OCHRE ANL JOBS
Utilities INL CalderaCast ANL JOBS NREL, PNNL, LLNL HELICS (Heirarchical Engine for [| INL CalderaCast
NREL, PNNL, LLNL HELICS (Heirarchical Engine for L PNNL ESET PNNL GridPIQ PNNL ESET
PNNL GridPIQ
ANL Geospatial Energy Mapper (GEM) |ANL JOBS NREL ADOPT: Automotive Deployment |ANL JOBS
INL CalderaCast NREL Engage [Capacity Expar] NREL EVI-RoadTrip: Electric Vehicle Inff ANL Geospatial Energy Mapp
NREL ADOPT: Automotive Deployment  NREL FASTSim: Future Autom{ NREL FASTSim: Future Automotive SystINL CalderaCast
State DOT |NREL Engage [Capacity Expansion Web | ORNL MAST (Market Acceptarf NREL Transportation-Related Consumd NREL EVI-Equity: Electric Vehi
NREL EVI-Pro Lite (EVI-X Toolbox) PNNL CHIP - Charging Hub In ORNL MAZ3T (Market Acceptance of Ady NREL EVI-Pro Lite (EVI-X Toolb
NREL NEVIU-Finder: National Electric V| PNNL CHIP - Charging Hub Investment | NREL EVI-RoadTrip: Electric Vs
MNREL NEVIU-Finder: National
ANL Geospatial Energy Mapper (GEM) | NREL Engage [Capacity Expar] NREL EVI-RoadTrip: Electric Vehicle Inff ANL Geospatial Energy Mapp
State Utility| NREL Engage [Capacity Expansion Web | PNNL GridPIQ NREL EVI-Equity: Electric Vehi
Regulators |NREL EVI-Pro Lite (EVI-X Toolbox) NREL EVI-Pro Lite (EVI-X Toolb
PMNML GridPIQ NREL EVI-RoadTrip: Electric V¢
ANL CHECT NREL T3CO (Transportation T{NREL T3CO (Transportation Technolog| NREL NEVIU-Finder: National
NREL ADOPT: Automotive Deployment JANL CHECT NREL ADOPT: Automotive Deployment
Third-Party | NREL NEVI U-Finder: National Electric VNREL FASTSim: Future Autom{ NREL FASTSim: Future Automotive Syst
Companies |NREL, PNNL, LLNI HELICS {Heirarchical Engine for L ORNL BREVO (Battery Run-do{NREL Transportation-Related Consumq
ORNL BREVO (Battery Run-down under H PNNL CHIP - Charging Hub Iny NREL, PNNL, LLNL HELICS (Heirarchical Engine for
PNNL CHIP - Charging Hub Investment




tools by audience and Topic area (High “user-friendly” & g‘c;?;%};%\}.

U.S. Department of Energy

Electricity System Impacts and

Benefit-Cost Analysis Future EV Adoption and Load

. EV Infrastr re Sitin
Planning Impacts astructure Siting

Audience

Utilities
State DOT

State Utility Regulators
Third-Party Companies

*Color gradient indicates where each value falls within the range

 This table identifies gaps in Category Recommendations for DOE:

A
S 1. Prioritize red/pink cells (e.g., prioritize State
- What we should prioritize in DOT/Benefit Cost analysis in down-selecting )

2. For tools identified as High “user-friendly” & "ease of

« Most notably, only 1 tool available for: _
Y, ony use”, yet require further enhancements, suggest a further

— State Utility Regulators to conduct review of what is needed (Group A1)
Benefit-Cost Analysis
— Third-party companies to site EV 3. For all other tools in this category, suggest allocating

additional (minimum) investment to ensure that they

infrastructure projects : -
are directly and specifically for VGI (Group A2)




[ J
U.S. Department of Energy

Electricity System Impacts and Planning Benefit-Cost Analysis Future EV Adoption and Load Impacts EV Infrastructure Siting
Audience | Overall Rank [Lab Name Resource Name Overall Rank|Lab Name  Resource Name Overall Rank|{Lab Name Resource Name Overall Rank|Lab Name Resource Name
1 NREL EVI-Rental 27 PNNL EVAM 23 ORNL ODS-Route (Operating Doma 22 ORNL TCO (Total Cost of Owners
22 ORNL TCO (Total Cost of Ownershij 32 ANL ATEAM 25 ORNL VGI-TECS (Vehicle Grid Integr 23 ORNL 0ODS-Route (Operating Don|
25 ORNL VGI-TECS (Vehicle Grid Integr 38 ANL Energy Plaza Metering Data 28 ORNL OR-AGENT (Optimal Regiona 32 ANL ATEAM
Utilities 27 PNNL EVAM 49 ANL Next-Gen Profiles: Fleet Utiliz 34 NREL dsgrid: Demand-Side Grid To 41 LBNL HEVI-LOAD
28 ORNL OR-AGENT (Optimal Regional 51 LBNL BEAM CORE 35 NREL HEM (Holistic Energy Model) 49 ANL Next-Gen Profiles: Fleet Ut
34 NREL dsgrid: Demand-Side Grid To 63 NREL DRIVE: Drive-Cycle Rapid Inv 37 NREL SAM: System Advisor Model 51 LBNL BEAM CORE
35 NREL HEM (Holistic Energy Model) 65 NREL EVI-InMotion: Electric Vehicl 40 ORNL G_CIE (Grid CO2 Intensity Esf 53 NREL ResStock
27 PNNL EVAM 2 PNNL GUS (Guide for Utility Service 23 ORNL ODS-Route (Operating Doma 23 ORNL ODS-Route (Operating Don
28 ORNL OR-AGENT (Optimal Regiona 27 PNNL EVAM 28 ORNL OR-AGENT (Optimal Regiona 31 ORNL Grid Capacity Model
State 48 LBNL TX odometer data 31 ORNL Grid Capacity Model 33 PNNL EFECT 36 ORNL WPC (WorkPlace Charging
DOT 67 NREL EVI-Ratio: Electric Vehicle In{ 60 ORNL Battery Charger Thermal Mo 36 ORNL WPC (WorkPlace Charging) n 39 LBNL ATLAS
68 NREL FESTIV: Flexible Energy Sched 68 NREL FESTIV: Flexible Energy Sched 39 LBNL ATLAS 42 ANL POLARIS
71 NREL dGen (Distributed Generatio 71 NREL dGen (Distributed Generationl 42 ANL POLARIS 50 NREL CADET
L N
25 ORNL VGI-TECS (Vehicle Grid Integr] 38 ANL Energy Plaza Metering Data 25 ORNL VGI-TECS (Vehicle Grid Integr] 4 ANL Smart Charging Managems
State 29 ORNL CV-DRNet (Commercial Vehic| 57 NREL Transportation Secure Data ( 34 NREL dsgrid: Demand-Side Grid To 53 NREL ResStock
Utility 34 NREL dsgrid: Demand-Side Grid To| 63 NREL DRIVE: Drive-Cycle Rapid Inv 40 ORNL G_CIE (Grid CO2 Intensity Es 54 NREL EVI-Pro:HD
Regulators 38 ANL Energy Plaza Metering Data 70 NREL Sienna 47 NREL EVI-Pro 59 NREL OpenPATH: Open Platform
40 ORNL G_CIE (Grid CO2 Intensity Esf 75 NREL FleetREDI 53 NREL ResStock 61 ORNL CV-TECS (Commercial Vehi
22 ORNL TCO (Total Cost of Ownershiy 26 NREL TEMPO 24 ORNL Vehicle Model 22 ORNL TCO (Total Cost of OwnersH
24 ORNL Vehicle Model 30 NREL EVI-EnSite: Electric Vehicle In 33 PNNL EFECT 30 NREL EVI-EnSite: Electric Vehicle
Third-party 26 NREL TEMPO 32 ANL ATEAM 35 NREL HEM (Holistic Energy Model) 32 ANL ATEAM
Companies 29 ORNL CV-DRNet (Commercial Vehic| 43 NREL MDAOA4Grid 36 ORNL WPC (WorkPlace Charging) n 36 ORNL WPC (WorkPlace Charging]
35 NREL HEM (Holistic Energy Model) 45 INL CalderalCM (Infrastructure ( 37 NREL SAM: System Advisor Model 39 LBNL ATLAS
37 NREL SAM: System Advisor Model 46 LBNL BILD AQ (Benefits of Infrastry 39 LBNL ATLAS 41 LBNL HEVI-LOAD

* Not all tools are shown; full list is available as Excel spreadsheet
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Drafted a website plan outlining deliverables,
development needs, timing, and decision point
requirements. Website design and site architecture Vehicle Grid Integration Toolkit
planning are in progress.

Informed by efforts in Tasks 1 - 4 and in conjunction with
Task 6, the Modeling Toolbox (Task 5) will be a public-facing
website that provides:

— Descriptive information about the models, tools, and
other resources that are part of the toolbox; ! g -l

— A decision tree to help users make informed decisions
about the tool(s) most suited for their needs; and

— Access to tools (links) and related resources, including the
Task 6 Data and Report Library.

Established resources for development and technical stack.

Drafted preliminary site architecture along with look and feel.

(£ ENERGY

Collaborated with other task leaders to prioritize website
needs and capabilities.




Alternate Designs SRS N

U.S. Department of Energy

-

= 3 rarmam
- | C—— P

r -
Gie  EUEEEL

o
e

VEFICLE FECS NCADEME SITSCL VEFICLE MECH NELOEME SHFEL

Vehicle Grid Integration Toolkit

ek whe Trad wringens T an

EV Ecosystem Stakeholders Toolbox
For Vehicle Grid Integration
e ey

Eomal bl Pl img e Y i tn e i
[ES A p— el Rk P e, i T

EV Ecosystem Stakeholders Toolbox
For Vehicle Grid Integration

- e e L]

gettyimages

Cradit: stallalavi

gettyimages

Cradh: Fresianceimagss

Taul fepden Teol Dama

WO daZiercs oo yIe aEE

[ R —1

[ st bt

i [T

£ [ €] (w0

@.ENEﬁ.;B"F @J.l-:nzﬁim




Data and Report Library

Drafted an overview of the data and
report library content and structure that
will serve as a companion to the toolkit
and include access to data, analysis,
and reports that serve as examples of
tool usage.

Example of resources available
on Tool library pages (hosted on
LiveWire project pages)

Tool access / download

« Link to Lah-hosted tool website

» Forecast of EV adoption numbers
+» Time series powerflow values

Example input data sets

+ Vehicle registration data
+ Socioeconomic

+ Vehicle prices

+ Utility feeder circuit data

Reports and analysis

*» Impact of charging activity at the feederlevel and
secondary circuit level

+ EV charging during fault conditions

Contact information

* For questions on how to use the tool
* To inform tool developers of research conducted
using the tool

E\'s@
Scole{\.‘\\.

U.S. Department of Energy

LiveWire page
mock-up:

. PROJECT tab
DOE EV Data Collection

AC and HD) batter

. Tool overview =
/ description =

Link to Tool website

re: kackin

Publications and reports linked
here with short description
Output data sets and example
data runs with short description




Remaining Challenges and Barriers

E\s@
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Tool enhancements

The extent to which
enhancements are
“user-friendly” is highly
subjective and will

require testing and
validation with

stakeholders and
toolkit users.

Website design

Website host and
“‘ownership” is a key
decision that impacts

roles and

responsibilities for
future maintenance

and incorporating
toolkit improvements

beyond FY25b.

U.S. Department of Energy

Toolkit dissemination

Toolkit audience is
large and EV
stakeholder space is

fragmented, which can
impact our ability to
drive users to the
website.



Successful Stakeholder Involvement - EVs@Scale - VGI Toolkit 5‘53%?\\}

ELECTRIC VEHICLE
O[ cHARGING
—| INFRASTRUCTURE
= s

o Utilities
— Engaged several individual utilities of different types
— NRECA
— SEPA
— EEI
— EPRI

e PUCs
— NARUC
— NERC

e DOTs

— Federal DOT - Volpe Center
— State DOTs

* DOE Offices
— Vehicle Technology Office

— Deputy Assistant Secretary for Transportation’s Office
— Office of Electricity
— Joint Office of Energy and Technology

— Cybersecurity Energy Security Emergency Response

U.S. Department of Energy

ow o OOQ District of
@ Columbia
BT 280
Q
P ©

Q

» Federal and State DOTs -+ National Labs
STAKEHOLDERS | - State Energy Centers « Charging Station Operators
« Utilities « National orgs — NRECA, NRUC, etc.

Typical EVs@Scale Partnerships Include:

Mutually beneficial topic areas

KEY
@ DOT @ Energy Office @ Utilities @ Other

Lab research for EVs@Scale funded by DOE*
Early access to cutting edge research and lab facilities
NDAs to ensure sensitive information is secure

In-kind contributions provided by Industry Partners

17
*Subject to change based on annual funding levels -



Website Beta Testers

— Would you like to help us ensure the website directs
users like you to the correct tool?

Tool Beta Testers
— Are these tools helpful to you?
— What additional features would make it better?

— Is it easy to use for a user like you?

Gap Analysis Input

— Are there still other tools you need which the labs are
well positioned to provide?

We need all stakeholder types.

EV Ecosystem Stakeholders Toolbox
For Vehicle Grid Integration

Tool description goes here. Tool description goes here. Tool
description goes here. Tool description goes here.

Need help finding the EV tool Want to compare, contrast
that fits your needs? and filter EV tools yourself?

gettyimages T i
B

Credit: Freelanceimages

Interested in Partnering with VGI Toolkit?
Contact VGI Toolkit PI: Andy Satchwell, Berkley Lab

Andy Satchwell - asatchwell@lbl.gov


mailto:asatchwell@lbl.gov

Thank Youl!

EVs @
SCOl&{\.‘\

U.S. Department of Energy

U.S. DEPARTMENT OF

ENERGY

Office of ENERGY EFFICIENCY
& RENEWABLE ENERGY
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Back-up Slides



Questions for feedback from the audience g‘c;?;%?%\}.

U.S. Department of Energy

1. Who are potential users that would benefit from the toolkit?
2. What are key questions that could be informed by the toolkit?

3. What are intuitive and accessible features and capabilities that would make the
toolkit user-friendly?

N -~ _
,,,,,, H NL

BERKELEY LAB Iduho Nafional Laboratory

"= OAK
7 Argonne° ~iNREL RIDGE (21

Pacific Northwest Transforming ENERGY
NATIONAL LABORATORY

AAAAAAAAAAAAAAAAAA

National Laboratory



Technical Backup Slide — State Utility Regulators and State Energy Offices

Key VGI Deployment Question Primary
Source

What are projected charging load profiles and forecasted load growth, including when (e.g., daily and hourly), where (e.g., distribution feeder), [1],[2]
how large, and how uncertain impacts are? How do projections account for grid constraints (e.g., hosting capacity)?

What are best practices in forecasting EV load, including technological, market, and consumer drivers of EV adoption and charging decisions? [11,[3]

What is the appropriate role for the regulated electric utility vs. third-parties in EV charging markets, including siting, investment, and operation? |[1]
What, if any, role should the state PUC have in regulating EV charging station owner/operators?

What are the system benefits associated with EV charging? How should regulators best ensure charging stations mitigate adverse impacts on [1]
the electric grid while maintaining affordability?

Who has access to what data and how is it shared and protected? [2]

What rate designs and other load management strategies are appropriate to achieve policy goals, including to maximize potential grid benefits |[2],[3],[4]
and promote desire charging behavior through price signals?

What is future EV adoption among low-to-moderate income customers, and what are other ways to promote equity in EV deployment and [4]
programs?
What does an equitable transition to EVs look like, including improved mobility, electrification of buses and public transit, and total costs for [4]
used EVs?
What are the air quality impacts of EVs and how are those impact distributed among communities and households? [4]

Primary Sources:

[1] DOE and national lab workshop
[2] Voices of Experience

[3] EV Grid Assist Webinars

[4] RFF ZEV State Workshop
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Technical Backup Slide — Third Party Providers and Charging Network
Operators

spaces?

Key VGI Deployment Question Primary
Source

Where is there existing power and transportation sector capacity to add charging? [11,[2]

What are the additional costs required to enable VGI through different communication and control mechanisms? What is the value of VGI [1]

($/EV/year) to the grid, and what are appropriate customer participation incentives? What are the expected revenues associated with VGI?

What are the main barriers to customers participating in VGI solutions (e.g., postpone EV charging in response to grid needs, rate design)? [1]1,[2]

What data is available to make managed charging more seamless, less intrusive, easier to adopt? [1]

What tools or approaches can reduce time and costs (including interconnection costs) for site selection? [11,[21,I3]

What is the right charging station site design, including type of vehicles being served, right charger type, location, and number of charging [3]

Primary Sources:

[1] DOE and national lab workshop
[2] Voices of Experience

[3] EV Grid Assist Webinars

[4] RFF ZEV State Workshop
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Technical Backup Slide — Electric Utilities and Power System Operators

load level via V2X)?

Key VGI Deployment Question Primary
Source

What are some considerations and best practices for load forecasting for electric vehicles, including when and where load will increase? What |[1],[2],[3]

are considerations for EVs in our IRP or planning processes?

What are best practices in managing the interconnection requests associated with the build out of a national EV network? [1]1,[2]

What are the bulk power and, especially distribution, system impacts of EVs and the locations and time of day (or time of the year) where VGI [11,[21,[3]

may have the greatest benefit?

What are the projected demand, load shapes, and capacity needs associated with developing charging stations, especially for medium and [11,[2], [3]

heavy-duty vehicles?

What are the benefits and concerns of installing on-site DER and storage near larger or more remote charging stations? [1]

What rate design and program features encourage customers to be responsive? Under what circumstances are customers responsive? [3],[4]

How could EVs impact resiliency of the power systems and how could managed charging improve resiliency (e.g., at the system-level or at the [1]

Primary Sources:

[1] DOE and national lab workshop
[2] Voices of Experience

[3] EV Grid Assist Webinars

[4] RFF ZEV State Workshop




Flexible charging to Unity
the grid and fransportation
Sectors for EVs at scale (FUSE)

Jesse Bennett

September 25, 2024
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EVs@Scale FUSE - Overview

Objective:

Develop an adaptive ecosystem of smart charge management
(SCM) and vehicle grid integration (VGI) strategies and tools
relevant to assess and reduce barriers to electrification
throughout a wide geographic area and across numerous
vocations

Outcomes:

Broadly identify limitations and gaps in the existing VGI and
SCM strategies to strategically shift PEV charging in time across
a wide range of conditions

Develop enabling technologies and demonstrate VGI
approaches to reduce grid impacts throughout the entirety of
the LD, MD, and HD on-road electric fleet while accounting for
vehicle operational and energy requirements.

Determine SCM and VGI benefits for consumers and utilities
for EVs@Scale across the range of conditions (geographies and
seasons) found in the US

Scolet;_\\\}\

U.S. Department of Energy
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EVs@Scale FUSE - Team and Partners Scole(\.}\

U.S. Department of Energy

Team:

e National Renewable Energy Laboratory (NREL)

— Vehicle Charging, Grid Impact Analysis, SCM/VGI Development and
Demonstration

e Argonne National Laboratory (ANL)
- SCM/VGI Development and Demonstration

e Idaho National Laboratory (INL)
— Vehicle Charging Analysis, SCM/VGI Development

e Sandia National Laboratories (Sandia)
— Grid impact Analysis

Industry Partners/Data Sources:

e Electric Distribution Utilities
— Dominion Energy (100+ distribution feeder models throughout VA)

¢ Vehicle Travel Data

—  Wejo (~400 million LDV trips in VA for Sept. ‘21 and Feb. '22)
— GeoTab (Altitude APl Access MD/HD vehicle operations)

LiNREL
l‘ 'A
Transforming ENERGY
Jesse Bennett
Matt Bruchon
Shibani Ghosh
Yukihiro Hatagishi
Abdullah Hashmi
Yi He
Zhaocai Liu
Nadia Panossian
Priti Paudyal

Emin Ucer
Wenbo Wang

Mingzhi Zhang
—_

Idaho National Laboratory
Manoj Sundarrajan
Jean Chu
Tim Pennington
Steven Schmidt

Argonne°

NATIONAL LABORATORY
Jason Harper

Dan Dobrzynski
Nithin Manne

Bryan Nystrom
Salman Yousaf

Sandia
National
Laboratories

Jeewon Choi
Matt Lave
Andrea Mammoli
Emily Moog

Will Vining
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U.S. Department of Energy

e This project will analyze and demonstrate SCM and VGI approaches to reduce grid impacts from
EVs@Scale as a result of the charging needs of the LD, MD, and HD on-road electrified fleet.

« SCM/VGI Analysis Travel/Charging

— Assess the potential charging demand for EVs@Scale and determine Analysis
the uncontrolled charging grid impacts.

— Develop and analyze the effectiveness of various VGl and SCM

strategies at mitigating the grid impacts of charging EVs@Scale
g BatNg the Sriaimp eIng Lab SCM/VGI

Demonstration Development

e SCM/VGI Demonstration

— Expand on existing SCM/VGI strategies to adapt to the evolving needs
EVs@Scale throughout a wide range of vehicles and vocations.

— Develop enabling technologies to demonstrate the potential for new
and existing SCM and VGl in a laboratory and real-world environment.

— Coordinate with Codes and Standards Pillar to determine the SCM Enobli_ng Gric_j_ .
potential of existing technologies and need for future developments. Technologies Impact/Mitigation







SCM Controls: New NREL Objective Functions SMR=SE N

U.S. Department of Energy

begins immediately at start of TOU within dwell
randomly distributed within dwell during lowest TOU
randomly distributed within dwell

distributed within dwell to limit feeder peak
provides reactive power support

power adjusted to support local voltage quality

Day-ahead Pricing scheduled to minimize costs per PJM LMP

New FY24 Objective Functions

e BTM Depot DER

— Mitigate transformer upgrades at large charging depots with
behind-the-meter (BTM) distributed energy resources (DER) assets
to limit net peak demand from grid

e Distribution Transformer

— Coordinate EV charging under a single service transformer to avoid
coincident peaks and overloading equipment

BTM Depot DER schedule to avoid transformer upgrade with PV/ESS

¢ Renewables and Emissions Distribution Transformer scheduled to reduce coincident charge/overloads

— Schedule EV charging to either coincide with renewable sources of
generation or during times of low emissions

Renewables/Emissions scheduled to coincide w/ renewables/low-emissions

— Emissions forecasts from NREL's Cambium 2030 mid-case

Power allocation strategy: Uncontrolled

2-030-‘08-01 20300502 2030-05-03 20500501  2030-08.05  2030-05-06  2030-05-07 2030-‘08-0; Dally Energy MIX Va riation Of PJM

Time
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Enabling Technology: NREL Testbed Supporting SCM Evaluation 5‘0'2%?\%

U.S. Department of Energy

e SCM Testbed Verifies SCM Performance 2 e

— SCM controls adapted from simulation to support
real-world signals and dynamic response

Premises

— SCM controller receives OCPP signals and other

necessary meter data 4Q(Inve;ter
DER

(=50

e ESIF* Serves as SCM Proving Ground

— Transformer control is designed in preparation for
field demonstration in utility environment

— Multiple EVSE represent different houses on a
single secondary bank from one transformer EV-1 EV-2

Energy Systems Integration Facility {(ESIF)

e SCM Controls Prepared for Field Demo iﬁ - o ey

— Transformer control responds to EV connection
signals, EVSE current, and home load fluctuations

— SCM optimizes EV charging to avoid exceeding a
power ceiling (mitigating transformer overloads)

Hydrogen Systems Outdoor Experiment Areas Power Systems . p
Inegration Lab EVs, Power Transformers, Integration Lab ; Control Room
fuel Gtk & Electrolyzers  Microturbines, & Generators — Power Electronics & Microgrids ADMS Testbed

*NRELs Energy Systems Integration Facility (ESIF) @ o= X * 2%



Enabling Technology: Verifying SCM Performance

E\s@
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U.S. Department of Energy

* Transformer Control Objective

— Establishes power ceiling (e.g transformer
nameplate capacity)

— Monitors building loads (eGauge) to
determine remaining capacity for EVSE*

— EVSE sends connection signal to SCM via
OCPP to initiate charge session

— DC EVSE may send SOC via ISO 15118-2 to
inform weighted power distribution**

— SCM optimizes all present EVSE loads
within remaining transformer capacity

* Next Steps:
— Dynamic building load tests

— Field Demonstration at HCE

— SCM developed for DERMS integration

*not present in initial test results shown

**feature currently not supported in standards for AC EVSE

O R N WA OO N ®O
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Enabling Technology: Argonne's CIP.io Link Development g‘c?;%?\\\.

U.S. Department of Energy

e Open Source Development of a Local OCPP Controller
for Charging Sites (cloud CSMS agnostic) _—

e Based on Argonne's common integration platform

(C| PIO) https://github.com/Argonne-National-Laboratory/CIP.io M rerar

o,

Node-RED

Wroabys
< BACnef’

$IEEE 2030.5
OCPP

e Will operate as a local OCPP 1.6J or 2.0.1 CSMS and allow bridging to @ @ infuxd | Gopmin
any cloud based CSMS @HM\—*‘MB

e ClP.io Link will also allow for integration of site meters and other IP
based devices and allow users to create their own control logic.

e Documentation will cover full implementation from:
— Wiping windows based PC and installing Linux

— Installing all necessary open-source applications via CIP.io script

— How to customize the setup

— Example flows

e Available on GitHub by end of 2024


https://github.com/Argonne-National-Laboratory/CIP.io

Co-located Storage utilized at Smart Energy Plaza to Support
EV Charging:

Limit the site's power demand to 60 kW

Accept excess PV power generation

Reported SOE

st Ext. P o)
00

(Actual) Ext. Power

Sent to YCube: Charted SOE
Resume L1 [] Hat L [] SOE

a0 om0

Modeled SOE

f.

Mitigate high-power charging demand due to XFC stations

Site Controller Developed to Measure and Control BESS

Battery Type Lithium Ion
Rating 1 MW

Voltage 480 V, 3-Phase
Energy Capacity | 610 kWh
Ambient Temp -20 °C to +50 °C
Size 20-foot container

200Lx8 Wx9 2°H

EV Battery SoC Total Pawer AC

200 kW
150 kW
100 kW
o 50 kW
63%
0 kW
ANL21255 -50 kW
-100 kW
EV Battery SOC
-150 kW
-200 kW
18+

16:00  16:05 = Grid: ActivePower == BESS ActivePower == XFC: TotalGrdACP

EVSE Status Notifica XFC: AC and DC Power Power Loss

200 kW 100%

1r'-.l'_)()
M Available (31%)
M Finishing

100 kW

H Unavailable (14%) 0 kW

16:00 16:05
XFC Temperatures == XFC:DCPower == XFC: ACPower
40°C _ XFC: Voltage & Current

400V
200V

16:00 16:05
BotFiuld == CableNeg

400 A

200 A

oA

== XFC: Currant

BESS SOE

84.6%

16:00 16:05

BESS Avail Energy

507 kWh

Avail Energy

BESS Temps



Grid Down Scenario - Power Readings
e DC and AC external meters

e Loss of Grid Power (magenta) shows 1 minute and 29
seconds required for the backup loads panel to become
active.

The Argonne Smart Energy Plaza housed the equipment and
vehicles in use for the collection of data and scenarios.

Grid power was supplied to the equipment via a 240V, 50A circuit.

Various loads were tested, 1.2kW heating and L2 EVSE to provide
various levels of power demand.

-2 kW

ContinUing CharaCterization 13:18:00 1321815 13:18:30 13:18:45 13:19:00 13195 13:19:30

== DC_INTELLIGENT_BACKUP_POWER Max: 0 kW Last: -1.61kW == AC_SUBPANEL Max: 1.

== AC_MAIN_GRID Max: 5.23 kW Last: 0 kW




Field Demonstration: Deployment of Opti-VGI at Argonne g‘c?;%f/‘\\.

U.S. Department of Energy

7§eak Power Draw per Day across Total Charging Profiles - Unmanaged Charging vs. Scheduled Charging (Oct. 10, 2023 to Jan 18, 2024)

W peak Power for Unmanaged Charging
mmm peak Power for Linear Programming Model

e Opti-VGI is an EV Smart Charging Management System that is
integrated with the EV charger reservation system (EVrez) at
Argonne National Laboratory.

60

8

8

* Problem: Due to oversubscription of CB panel at Smart Energy
Plaza, EV charging curtailment is needed on cloudy days

Total Peak Power across Daily Charging Profiles (KW)

— Simulations on historical charging data using a scheduling algorithm shows SCM can
successfully reduce peak demand by ~22% to stay within constraints, while still meeting
driver's energy by departure time.

~
3

10

e Solution: Generate optimized schedules for charging EVs that
account for:

— Hardware limitations of existing electrical infrastructure
— Forecasted solar panel power generation to leverage PV at Smart Energy Plaza

— Driver preferences such as departure time and requested energy

e Opti-VGI is an extensible framework that can be used to test
various demand-response algorithms and analyze driver charging
habits.

e Deployed in production setting at Smart Energy Plaza to optimize
charge schedules of employees while meeting constraints of local
infrastructure




Field Demonstration: Argonne Opti-VGl Deployment Results (Real World) g‘é?]l@&;_\\\.

U.S. Department of Energy

3007 —— Controlled Charging (OptiVGl)

—— Uncontrolled Charging (Simulated)
-—- Max Power Rating (incl. Solar)

250 -

* Peak demand reduction by
15% during peak hours 2901

e Optimized usage of solar o

power during midday hours -

2024-07-15 2024-07-15 2024-07-16 2024-07-16 2024-07-17 2024-07-17 2024-07-17

Insights from Analysis of Data

* Most people who missed their requested energy left early, and would have likely met their needs if they stayed till the
scheduled end time.

e Most EVs don’t charge at the EVSE ampacity limit, but at a slightly lower rate, which leaves a lot of available energy that
could have been provided to other vehicles. This may be done on purpose or due to control pilot duty cycle sampling
error.

* Next steps would be to improve the algorithm to compensate for this error



Transportation and Charging Needs (NREL)
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e Completed work

Updated EVSE access assumptions for each dwell location and vehicle class

Integrated concentrated charging locations into EVI-Pro results
* Concentrated charging locations determined by Sandia analysis of low-/no-access
household locations serve charging needs with less access
Simulated charging loads across seven categories of vehicles

e Includes light-duty (LDV) passenger cars, and medium-heavy duty (MHDV) across
multiple vocations requiring short and long dwell charging

e Coordinated with INL to determine mid-route charging needs

Analyzed coincidence of charging demand for four categories of vehicle across

geographic regions, times of day, and duration of load reduction

e Qutreach

— School bus charging study accepted for publication by Transportation Research Record

Coincidence analysis and “long-dwell” charging load modeling study presented at

Transportation Symposium on Environment, Energy, and Livable Economies

“Long-dwell” study submitted to 2025 Transportation Research Board conference, under

revision for journal submission (Applied Energy planned)

Modeled types of EV charging demand

Charging dwell types

LDV LD passenger Concentrated chargers (Sandia & NREL), XFC
cars (INL & NREL), home, work, public (NREL)

MHDV Local delivery Depot

MHDV Transit buses Depot, terminals

MHDV School buses Depot

MHDV Drayage NREL & INL: depot, destination, mid-route XFC
MHDV Regional freight NREL & INL: depot, destination, mid-route XFC
MHDV Long-haul freight ~ NREL & INL: depot, destination, mid-route XFC




Duration of reduction

2

1

School bus load reduction potential Transit bus load reduction potential

-20.0

-17.5

- 15.0
12.5
10.0
7.5
5.0
25
0.0

12 AM

“‘Long dwell” LDV + MHDV charging loads
Next steps (Richmond, fall weekday)

— Support the use of charging load datasets to 9/10/2040, 6:00:00 AM
develop and test SCM strategies

— Extend coincidence analysis to consider which
types of vehicles offer value as SCM targets at
various times of day for various regions

— Apply coincidence analysis to develop simplified
guidelines (e.g., load factors) to help improve EVSE
interconnection practices

Animated

Example flexibility matrices from coincidence analysis @)
School Bus
- 35 Transit Bus

Local Freight

EV Charging

0 2,000 4,000

Molnar & Johnson, NREL Insight Center

Avg reduction (kW/vehicle)
Avg reduction (kW/vehicle)

12 PM 12AM 12 AM 12 PM 12 AM



Concentrated Charging Analysis (Sandia) @ o Seale TR

I.aboratorles U.S. Department of Energy

* Development of efficient route-finding tools Has Access to Private EVSE

to calculate trajectories between addresses B Relies on Public EVSE

* Detailed trajectories for non-access customer —
traffic with home & work anchor points

v B Do
-8 888

 Optimal location of concentrated EVSE

375 latitude

e Focus group workshop and national survey to |
measure likely behavior of non-access
customers i

* Development of framework to calculate I
inconvenience to EV users resulting from O

charging T m

JF_V—*

* Preliminary calculations of inconvenience o
statistics

UNCLASSIFIED UNLIMITED RELEASE a



Mid-route/Concentrated Charging SRS N

U.S. Department of Energy

Caldera Software Toolkit for LD February Mid-route charge events
Mid-route Charging = . For Feeder Analysis
e Purpose:
)
— Caldera software used to model thousands : S
. . 50% L od
of electric vehicles o256 —0 & -
» ”“Agent” vehicles with pre-determined [ Pustc Destnation § < R,
itineraries TN R ;
— Provides a tool for collecting charge-events Richmond et
across a city’s infrastructure '
. Itinerary Work | | | | . . Newpor'; News
— Feeder analyS|S . ‘ Home Fas;g:iaorr\lging 178 -77.6 714 —iizatii?ade—m.s -76.6 —76.4
— Station demand-balancing strategies ©
Light Duty Power Profile (Friday)
* Recent Work: =

UNSCHEDULED

i .
— SCHED paw_lev D Unsch.

— LD Load-balancing analysis using cost incentives:

e 500,000 light-duty vehicles in Richmond and Newport News

e 318 fast charging stations (350 kW)

e Analysis of demand-balancing strategies using cost incentives
— LD Mid-route-charging for Feeder Analysis (NREL collaboration)

e 59,000 stranded itineraries before mid-route was available

* Modeled mid-route charging to complete the itineraries

e February and September scenarios

— HD (NREL collaboration): L
e 5000 trucks, including both long-haul and drayage ; : = =
e 87 truck-stop charging stations with four 1 MW ports each. Time (hrs) u

200000

Const.
Sched

150000

120000

Power (kW)

0000




Regional SCM analysis SRS N

U.S. Department of Energy

* Objective:
. . . . . windl hour_i: 163 day: 7 local_hour: 19 solarl hour_i: 163 day: 7 local_hour: 19
— With high renewable penetration comes imbalance in supply

and demand due to the nature of renewable energy
generation.

200

— SCM presents opportunity to fill the imbalance by aligning EV
load with renewable generation. 600

— Traditional control strategies like TOU and Random start -
aren’t flexible enough and doesn’t fit all scenarios.

1000

1000 1200 1400 1600 1000 12 140 1600
e Latest Work

— Granular Weather Forecast models Energy Mix
* 48 hour forecast of wind and solar updated at the 000 ———— o
beginning of each day obtained from NOAA. = N
5000 N A\ - ! II \\ AN
— Energy Cost models j = i NG A I PN
! \ ! \\ l' N ‘\ J A 1 b o.150
. N a i ! / ! ! ! / RN /
e Cost of energy based on Levelized Cost Of Energy (LCOE) o P ! \ i ! ! Voo ! / £
. . 1 Fo0.125 ~
cost of the generation mix. 2 [N J/ \\ A \\,\ J ‘\\ A \ / &
v A 1 / v ~ \ 7 -
3000 A \ / Saa toio 8
* Cost function = FCs S, + FCyy W, + FCy Ngo, + VG F e % 1 N7 c‘i
< <)
— Where, FC = Fixed Cost, VC = Variable Cost, S = Solar, W = Wind, N = oo o e
w

Nuclear, F = Fossil Fuel
0.050

— 2 new smart charge management strategies

0.025

e Cost-based dynamic control

0 0.000
12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM

e Cost-based dynamic control with communication

Time | hrs



Regional SCM analysis results SMR=SE N

U.S. Department of Energy

EV charging load: Home

e Cost-based Dynamic control

40000 0.20

— EVs control charging based on 12-hour cost forecast. — ToVmon

36000 |~ dynamic 018

S N o S . SN
32000 A o R 2 RN Al Y 016
\

e Cost-based Dynamic control with communication. R A g N

\ \
28000 " N N 0.14
\ \

— EVs control charging based on 12-hour cost forecast communicating the
optimized charge profile back to the utility.

/ \ ! \
24000 7 o o o 0.12

’ \\\
20000 7 < = 0.10

— The utility creates a new cost forecast based on the charge profile from /ﬂ ﬂ\

optimized EVs and the later EVs will use the newer cost forecast to J \\ /f \ \
optimize their charging. PSS

e D S AR .
A SN TN TN SN IS

0
12:00 PM 06:00 PM 12:00 AM 06:00 AM 12:00 PM 06:00 PM 12:00 AM 06:00 AM 12:00 PM

Power | kW
Cost | $/kWh

e |nitial Observation

— In Cost-based Dynamic control, EV charging peaks during the cheapest Time | hrs
. . . EV charging load: Work
cost period creating a new increased peak.

40000 0.20
~—— uncontrolled === cost

— In Cost-based Dynamic control with communication, the peaks were 7o anda

36000 { —— dynamic e 018

reduced in comparison with no communication control, achieving e

better utilization of renewable energy. e S -k ’ S|

3 / e
28000 N, N 4 0.14
\ \ /

N \, /
24000 . > N 7 0.12

* Next Steps:

,,,,,,,

. Spo -
20000 > M 0.10

— Update the centralized aggregator controller objectives to work with \ i N
cost metrics. A /P(

Power | kW

Cost | $/kWh

yd
T

— Create metrics to compare the benefits of the various control scenarios. / N \ / FAA\ \\\\

/N /NN
TN N

0 0.00
12:00 AM 06:00 AM 12:00 PM 06:00 PM 12:00 AM 06:00 AM 12:00 PM 06:00 PM 12:00 AM

— Evaluate the control strategies on several scenarios and regions.

Time | hrs



Grid Impact Assessment (NREL) SRS N

U.S. Department of Energy

EVI Pro
Vehicle Travel

e Grid Impact Co-simulation Wi asmirall|

— Three day time series power flow at 15 minute intervals with charging needs provided
by transportation/charging team

EV Charging Needs
EVSE infrastructure

Control
Federate
Custom EV

charge controls

Load Input
Federate
Data Loader

— Simulations performed across 60+ feeder models in VA (Newport News/Richmond)

— HELICS co-simulation coordinates multiple federates to simulate charging

e EVI-Pro inputs from the grid team identify charging needs and dwell periods

* Control Federate houses SCM objective functions to optimize charge sessions A

ainjdniyseyjul 3SA3
spaan Suidiey) A3

e Caldera simulates charge sessions and passes real/reactive power to OpenDSS

Vrms for each power flow node

ainynaisesyul 3SA3

* OpenDSS performs power flow analysis and determines grid impacts with different controls Caldera Federate OpenDSS

=¥ Charge Federate
Models and Controls | gy charging (P & Q) for each power Poiwei Bl
flow node Model

e Simulation Focus

Uncontrolled — Evaluate grid impacts for all 60 feeders without SCM

— Feeder Peak — Assess each controls ability to reduce feeder peak (TOU, Central, LMP)
— Market/Emissions — Quantify emission reduction benefits (TOU, LMP, Emission)
— Transformer — Determine mitigated transformer overloading (Transformer, Depot)

— Voltage Quality — Review voltage benefits from each approach (Volt/VAR, Volt/Watt)




Grid Impact Assessment (NREL) Vel —=

U.S. Department of Energy

Feeder 1 Feeder 2

Grid Impact Considerations

1200 1 —— Base Load
—— EV Load

8000+
—— Total Load

— Load Profiles: Detail charging and SCM performance

— Equipment Loading: overloaded transformers/conductors _ -

—— Total Load

load [kW]
5
=]
S

600

load [kw]

— Voltage: voltage drop across feeder (+/- 5%)

e Uncontrolled Results Al W

04 I ‘ I I I ‘ ‘ ‘ 6 1‘0 Zb ::‘?mestepi:(:‘ ) 5‘0 GID 7‘0
— Significant EV charging peaks have impact on feeder loads and A
often coincide with existing base load peaks PEV charging demand and LMP

e New SCM Performance — LMP Response

LMP(cent)

— More dynamic LMP rates distribute charging incentives

— Distributed incentives distribute charging without a timer peak

* Detailed Results — Equipment Loading

Time (15 min step)
s UNC__ PEV_KW === dayahead_pev_kW cececee LMP_cent

— Transformer overloading is most severe for TOU immediate

Transformer loading Line Loading

mmm  centralized
= random-dwell s random-dwell

s TOU_imm = TOU_imm
== uncontrolled T | === uncontrolled
II|| |‘ I| | | 0.00 I| -.Il —
feeder_A feeder_B feeder_C feeder_D feeder_E feeder_F

Feeder - Feeder

. centralized

°
>

— Line overloading may occur more due to uncontrolled charging

°
=

o

by
o
N

— Overloading events vary across feeders and distribution
transformer overloading appears to be a leading indicator

o
3

o

Ny
o
S
3

o
=
3

Percentage of Transformer Vlolatlons (/ )
o
?

Percentage of Line Loading Violations (%)

o
3
N




Successful Partnerships - EVs@Scale FUSE E‘cf:%?\\}

U.S. Department of Energy

Dominion Energy

— Dominion Energy has partnered with FUSE to provide feeder
models for grid impact analysis and FUSE shares research
findings specific to service area

e Geotab

— FUSE acquired access to Geotab transportation data and
multi-lateral NDAs protect sensitive information

e Balancing Authorities

— FUSE has partnered with multiple balancing authorities to

share and discuss findings and guide future ical EVs@Scale Partnershios Include:
transportation/charging/SCM research

M I ficial topi
e Holy Cross Energy utually beneficial topic areas

— FUSE has partnered with Holy Cross Energy to expand their Lab research for EVs@Scale funded by DOE*
current SCM program with cutting edge SCM communication
architecture and objective functions Early access to cutting edge research and lab facilities
e Ampcontrol NDAs to ensure sensitive information is secure

— FUSE has partnered with Ampcontrol to assess their load

management software for fleets and provide feedback In-kind contributions prowded by IndUStry Partners

22
*Subject to change based on annual funding levels -



e DERMS Integration Opportunities
— Would you like to integrate FUSE SCM into DERMS?

e Utility Distribution Planning

— How can FUSE help inform your distribution planning?

* Fleet SCM Demonstration
— Do you have a fleet that could benefit from FUSE SCM?

* Utility and/or PUC guidance/coordination Interested in Partnering with FUSE?

— Would you like to discuss research results with FUSE?

Contact FUSE PI: Jesse Bennett, NREL

Jesse.Bennett@NREL.gov


mailto:Jesse.Bennett@NREL.gov

Thank You

Join us for the
SCM/VGI Deep Dive

Thursday October 315t

Additional Details to Follow




Cyber-Physical Security Pillar

Barney Carlson: Idaho National Lab

Sept. 25, 2024




Cyber-Physical Security Pillar Overview Brso—==

U.S. Department of Energy

Objective: Contribute to the continuously evolving cyber-physical security methods and solutions needed
to ensure EV charging infrastructure safety, reliability, & resiliency

Projects:
— CyberPUNC assessments, mitigation R&D, cyber workforce training
— Zero Trust Architecture for EV charging infrastructure

Barriers Addressed: Q
e Rapidly expanding features, standards, & cyber provisions: @. '\ .0

e Lack of holistic understanding of EV ecosystem vulnerabilities
* Inconsistent implementation of effective security methods

 Insufficient EV Charging Infra. (EVCI) cyber workforce
e Unknown potential cyber impacts of NACS
e Potential ISO 15118-2 & -20 compatibility vulnerabilities

e Lack of cyber metrics & verification methods for EVCI

e Lack of EV Charging Infra. cyber mitigation tools and solutions

e Previously secured & new vulnerabilities with Quantum computing capabilities

e Poor charging resiliency - lack of resiliency metrics, detection, response, recovery, controls, & evaluation

Sandia \‘7/ ° a3 OAK
Idoho Notional lub-orurory @ I-N:bt:gg?llmes Pacific Northwest Argonne = mfoBgERI’G_Y RID GE u

MNATIOMNAL LABORATORY NATIONAL LABORATORY

FRAMEWGR

National Laboratory



CyberPUNC Project

Barney Carlson: Idaho National Lab

Sept 25, 2024




CyberPUNC Project: Presentation Outline fred—=

U.S. Department of Energy

CyberPUNC: Results & Accomplishments:

* Initiated technology transfer of the Cerberus cybersecurity mitigation solution to industry collaborator
e Continued success and growth of CyberAUTO Challenge; significant focus on EVs and EVCI

* Published report on cybersecurity of EV charging ecosystem mobile applications

* Published EVSE cybersecurity specific control catalog within DER-CF

* Published: “Addressing Cybersecurity Risks Between EVSE and Charge Point Management Systems”

» Drafted report on EV PKI and protocol emulation conducted in the range

* Began work on certificate naming scheme for conducting tests

* Initial cybersecurity evaluation in progress of three bi-directional chargers (V2G & V2H)

CyberPUNC: Future Efforts — What’s Next

» Direct partnership opportunities for industry to benefit by collaborating with EVs@Scale Consortium
« Complete cybersecurity evaluation of the three bidirectional chargers

* Continue PKI integration for the latest security methods and best practices

o 2025 CyberAUTO and 2026 CyberINFRASTRUCTURE Challenges

 Evaid, an agent-based cybersecurity resource development tool [ 4 |



E\'s@
SCGl&{'\.‘\

Direct Partnership Opportunities with EVs@Scale Scalezsn e\

The consortium is actively looking to support industry via partnering opportunities

» Cybersecurity and Cyber-physical security opportunities with EVs@Scale
— Conduct cybersecurity evaluation on DC and V2G charging hardware prototype or production systems

e Lab capabilities to enable evaluations include:
— CCS-1 EV emulator: 1. V2G using ISO 15118-2 (2015) 120kW, 2. DC high-power charging up to 400kW

— High-power DC charging stations (from 150kW to 350kW)
— Open-source tool named “AcCCS” to evaluate the CCS communications network

— Concentrated depot/community charging (e.g. 100x 11-22 kW)
— Develop cybersecurity provisions for resilient, distributed DC microgrid-backed EV charging

— In person or virtual assessments of the EVSE cybersecurity controls in the DER-CF

— CSO / CNO cybersecurity evaluation collaboration
— Technology transfer opportunity of proven mitigation solution for DC charging infrastructure



Direct Partnership Opportunities with EVs@Scale Scales TR

U.S. Department of Energy

(continued)

The consortium is actively looking to support industry via partnering opportunities
» Cybersecurity and Cyber-physical security opportunities with EVs@Scale
— Advise and evaluate the security implementation in EVs, EVSEs, and CCS communications network
— Partner on conducting HIL analysis with mobile applications in the charging ecosystem
— Advice and lessons learned sharing on cybersecurity best practices implementations
— Feedback on certificate naming mechanisms and testing opportunity inputs
— Cloud Security: explore cybersecurity requirements for public cloud hosted CSMS



CyberPUNC - Publication on Cybersecurity Risks g‘wg?\\}

Publishing a report titled, “Addressing Cybersecurity Risks
Between EVSE and Charge Point Management Systems”

* Report Details:

» Performed Open-source Intelligence gathering
with a concentration on charge network back-end
communications

» Review the US-based charge network operators
seeking FedRAMP authorization

» The report highlights weaknesses found, cyber
hygiene best practices, and the differences
between global and US based industry leaders.

» Tools used during OSINT research include:
Shodan, Censys, Nmap, ipcrawler, autoenum, ffuf, Processing
gephi, and others.

Image Credit: Sans.org




CyberPUNC - Publication on Cybersecurity Risks (continued) Seale s

U.S. Department of Energy

Charge Network Operators:
Domains and Sub Domain footprints

* Insecure EVCI discovered with keyword searches in Shodan

Column1 B cotumn Bl cotll columnd H coull cotunfil cotumdil
| OppUserCercate Master Mo UserCACertificate (OCPP) RW  String
| 15118ControctCaCertificate Individual No  Contract CACertificate (Mo Root CAfor 15118) RW  String
| ChargePointPublicAddress Master  No__ Publicaddress of the ChargePaint if set, this address is put into the SOAPWSA-fromield. If left empty, the public IP gets determined by the applicat RW __ String

NewvurkCunlwgDHCFHusmume Master No Hostname string sent to DHCP server along with a DHCP request RW  String
EtatlcNEtwurk Config Address Master No Static LAN IP of the ChargePoint RW  String

Sm[i:Nerwnrk Confighletmask Master No Metmask to use forthe LAN of the ChargePaint RW String

StaticNEtwurk Configateway Master No Gateway to use for the LAN of the ChargePoint RW String

Et:itlt:NEtwurk ConfigDNS Master No DNS server to use for the LAN of the ChargePoint String

WANRuu[eFusswurd Master RW  String admin01

WANRuuteerceName Master RW  String

Individual State of TYPE2 socket at connector 1. R String

SuckEtSchukuState Individual State of Schuko socket at connector 1. R String
Master POL Power RMW  String

&
W Associated Domain(s)\t\

Signaled CurrentLimit Individual The currentin Ampere that is signaled to the vehicle via PWM String

R
ChargmgScheduleAleed Charging RateUnit Master Alist of supported quantities for use in a ChargingSchedule R String Current
R

PhusesCDnnected Individual This parameter shows, how the number of phases connected to the ChargePoint is configured.
Master WLAN SSID of the WLAN the ChargePoint shall be connected to RW  String
Master 'WLAN password of the WLAN the ChargePoint shall be connected to. The Chargepoint automatically chooses the right encryption of the WLAN String

String

Public-facing presence for US based companies.

WLAN MNetworkConfigDHCPHostname Master Hostname string sent to DHCP server along with a DHCP request String
WLﬂNEtancNemurk Confighddress Master Static WLAN IP of the ChargePoint String
WLANS[a[iL:NelwnrkCDni\gNe(mask Master Netmask to use forthe WLAN of the ChargePoint String

WL}\NS[a[icNeMurk ConfigGateway Master Gatewayto use for the WLAN of the ChargePaint String
WLANEtatl[:NEtwurk ConfigDNS DNS server to use for the WLAN of the ChargePoint String
DILM State String

* Sample logs with potentially sensitive data exposed

Image Credit: Argonne National Laboratory and shodan.io Argonne (]

NATIONAL LABORATORY



CyberPUNC Project - Securing EV Charging Mobile Applications Scaiez— 3

U.S. Department of Energy

Background
— Mobile devices are widely used to manage/monitor EVs or EVSEs
— Mobile apps are critical component of the EV ecosystem

— Mobile apps can be potential points of entry for cyberattacks

Current Focus and Progress
— Make inventories of mobile apps used in EV ecosystem

— Research common architecture or structure used by the apps

— Use Mobile Application Vetting (MAV) developed by DHS
Cybersecurity and Infrastructure Security Agency (CISA) for:

* |dentifying app vulnerabilities and potential risks to mobile
devices

» Assessing risks or impacts to EV ecosystem

Future Directions
— Increase the number of inventories for security assessment
— Analyze types of common vulnerabilities and suggest mitigations

— Capture network traffic through hardware-in-the-loop testing to
confirm findings from the MAV scans or discovery of new findings

Implementing the latest security methods
and best practices

Risk Percentage

HTTP URLs found in application

Does not use OS provided encryption

Memory protections disabled
Application does not check for trusted...

No data at rest encryption

RASP not detected

Insufficient Keychain Protection

Unencrypted network connections made

Loads an external library dynamically

0% 20% 40% 60% 80% 100% 120%

Figure: Risk percentage breakdown across charging ecosystem mobile applications

iiNREL

Transforming ENERGY



CyberPUNC - Cyber Mitigation Tools & Solutions Sealar—T

U.S. Department of Energy

Cerberus: Technology Transfer initiated of a cyber-physical mitigation solution

e Cerberus is a cybersecurity solution for high-power DC charging infrastructure capable of
detection, response, and recovery from malicious or anomalous events

* Technology transfer initiated with industry —— —
— Legal agreements in place o i I“

Notifies station or Charge (cno)
of charge site issues (opt.)
-

— Technical details provided: Cerberus e dohoNaiena Isborory
e System architecture Sarber deta stoam B
e Hardware requirements
e Software modifications for charger specific
hardware and communication protocols
— Plans drafted for:
* |ab testing and validation of proper
functionality
* In field demonstration at local site
* Intention for wider roll-out to numerous sites e

XFC EVSE XFC EVSE




CyberPUNC Project - Cyber Tools and Solutions for EVSE  Scae—%

U.S. Department of Energy

Background Implementing the latest security methods

— Prior national lab work collected insights on subset of industry tools and and best practices

capabilities

— Opportunity to map tools and capabilities to EVSE security functions and needs

Current Focus and Progress PG S T
EVSE Security Salutions Sl P Heading  Dulabe Coriac EVEE

— Previously constructed a dynamic database (OpenEl platform) for engaging Electric Vehicle Supply Equipment Security Solutions
with industry using initial security tool surveys

— Finalized EVSE specific cyber assessment question sets that align with DER-CF
(cyber framework assessment tool)

— Finalized action items and mitigations, metrics, and maturity levels for EVSE
cyber assessment questions

— Began incorporating into the DER-CF

Future Directions DER-CF

Transforming ENERGY

— Conduct facility-specific EVSE cybersecurity assessment with controls
— ldentify gaps in current controls and bridge the gaps

— Maintain and update EVSE cybersecurity controls and build connections
between needs and solutions



CyberPUNC Project - Cyber Tools and Solutions for EVSE

E\s@
SCCIl&{\.\\

U.S. Department of Energy

Controls Catalog is a First Step towards

Domain Domain Sub-domain Control i i i
Configuration Does the EVSE protect the confidentiality of the communication on P ro rlty ACt ions
Technical Management Management  Access Control the Wide Area Network (WAN) interface by encrypting it using a

fail-safe

Systems/Device  procedures/cryptographic I Passwords are used on the EVSE, are they stored in readable

Technical Management Management protection plaintext?

Are the hashing function open-sourced and proven to be collision

Technical Management

resistant one-way hash functions?

Threat and R R Domain Status Percentage
Vulnerability Is there a process to verify no known vulnerable hash functions
Governance Management are used? ; ; -
Account Anomalous behaviorin 15 the EVSE able to detect messages that have been moditied or ;zs:atgg:'n"’er;gte and Configuration ey @)@ 0% x
Technical Management Management system logs verify the integrity?
H a
Re s p o n se s e a to m et r I cs ' Manage Information Asset Inventory High criticality

Assessment Progress

== Answered @ Skipped Remaining

481

Out of 660
questions

Governance Maturity

SNREL
& - ﬂ out of 349

Transforming ENERGY

|dentify critical OT and IT assets that are important to the delivery of SCADA set points,
customers' personally identifiable information (PIl), and financial data. Create a documented
inventory of the identified OT and IT assets. Ensure inventory is being maintained. Update the

Assessment Scores inventory periodically and as changes to inventory occur.

= High Criticality = Medium Criticality Low Criticality

67% 48% 38% .

[
’ J Manage IT and OT Asset Inventory High criticality

Identify OT and IT assets. Create a documented inventory of OT and IT assets. Ensure inventory is
being maintained. Update the inventary periodically and as changes to inventory occur.

GOVERNANCE v TECHNICAL MANAGEMENT PHYSICAL SECURITY \s

Write a new comment.

Metrics guide priorities

Technical Management Maturity

N

34.65 15
out of 65 outof 37

Physical Security Maturity



CyberPUNC Project - Secure EV charging w/PKI Integration Scale s

U.S. Department of Energy

Background

— Baseline cybersecurity requirements include I1ISO 15118-2 certificate profiles, OCPP standards

— Research supports and extends EV charging industry PKI events, platforms, and priorities per SAE
Current Focus and Progress

— Using open-source Emulytics (minimega/Phenix/SCORCH) tools for PKI/protocol simulation and testing
within NREL Cyber Range

* Implemented VMs emulating EV, EVSE, and CSMS (CNO platform) endpoints for NEVI mandated a Outreach )
protocols: ISO 15118-2, OCPP 2.0.1. Focusing on PKI integrations for device authentication and

Implementing the latest security
methods and best practices

encrypted communications Energy Exchange (March 24)
. Tested ios includi f denial of . N K 4 OCSP GridTECH Connect (June 24)
ested scenarios including of denial of service on charge network operator, an server CharIN Testival (June 24)
— Began using MaEVe CSMS for end-to-end PKI interactions (e.g. contract certificate revocation) IEEE PES GM (July 24)
— Continued integration with SAE prototype PKI provider (EonTi RA). DEFCON (August 24)
« Creating an extensible naming scheme to support certificate/bundle generation, code CI/CD, < RE+ (September 24) )
experiment configuration, and live and cyber range-based testing.
e Using COTS charging controllers as HIL with stand-alone and range-hosted CSMS (CESER T34PKI
Project).
* Developing metadata and metrics to convey static and dynamic PKI properties/posture in San_dia
experiments. National
— Synthesizing process and findings in technical report. Laboratories
Future Directions and Partnership Opportunities =3 N R E L
W n
— Platform development: interface with pilot and production PKI providers; potentially incorporate OCPI. x|
— Testing: trial and refine our certificate naming scheme and tooling in test events and experiments. Transforming ENERGY

— Industry engagement: align with JOET/CESER and SEA-ITC EVPKI on PKI industry direction and testing. m



CyberPUNC Project - Secure EV charging w/PKI Integration S g‘;,%@rx\

EV charging PKI emulation on minimega/Phénix

Commercial Py \ @ ﬁgit]igﬁal _
PKI é’f'*},N-‘.:. Laboratories

platform &5 .

i iNREL

| .

=

Transforming ENERGY

Sandia
National
Laboratories

VM PKI Services (Certificate Lifecycle) ]

p’
»
[

EVSE mgmt. i
Charging protocol i ~—

protocol __ - -
@ Charging EVSE mgmt. PR
standard standard - [
PKI design
. ‘d d Experiment Scripting,
Orchestration, Visualization m




U.S. Department of Energy

CyberPUNC - Cybersecurity Workforce Training SHEESS N

ey

CyberAuto Challenge: Training the Next-Generation of Cyber Workforce \L%

ldaho National Laborator
— July 22-26, 2024 CyberAUTO: ICE vehicles, EVs, EVSE, energy management, and more O e
— www.cyberauto-challenge.org

— Annual 1-week long collegiate event in Michigan focused on automotive cybersecurity
— 2018 to the present: increased focus on electric transportation and charging infra.

* EVs, AC & DC EVSE, CCS communications, and OCPP 1.6J

* In-vehicle / in-EVSE evaluations and training: Automotive Ethernet,
CAN bus, OCPP, ISO 15118, reverse engineering, Ghidra, attack
strategies/methodologies, capture the flag challenges, root access

* Vulnerability assessments:
— EVSE internal communications network access and EV port scans
through the CCS-1 control pilot via AcCCS tool
— Accomplished root access of EVSE 64-bit main control board

— 2025 CyberAUTO will be July 2025 in Battle Creek, Ml

— New event: 2026 CyberINFRASTRUCTURE Challenge will be focused on e
EV charging infrastructure (including bi-directional), microgrids, DER,
and all of the associated communications

e contact: Karl Heimer (karl.heimer@outlook.com)


http://www.cyberauto-challenge.org/

CyberPUNC - V2X Cybersecurity Evaluation in progress Scolez—0

U.S. Department of Energy

Bi-directional Charging (V2X) Cybersecurity Vehicl ° h_ 2H)
— Communications security: energy management, EV to EVSE comm., L ]5.' -_:'--f-'"—'- 3 f?

internal systems controls, remote management and control
— Grid security, safety, operational performance
* Three systems installed in EVIL laboratory
— V2G, V2H; Light duty, medium duty; CCS-1, CHAdeMO

Vehicle to Grid (V2G)

Idaho Nafional Laboratory




CyberPUNC - CCS-1 Bi-directional (V2G) EV Emulator Scale s

U.S. Department of Energy

Bi-directional Charging (V2X) EV Emulator supports
V2G research in the EVs@Scale Consortium

e Developed to enable:
— Cybersecurity evaluation and vulnerability exploitation of V2G |
charging infrastructure L €CS-1 inlet port &
— Charger characterization across a wide range of operating ! battery contactors
conditions
— Capable of emulating numerous vehicles

e Capabilities:
— Up to 120kW (350A DC max., 500V DC max.)
— CCS-1 inlet port and vehicle-side contactors
— EVCC with ISO 15118-2 (2015)
— Bitrode battery emulator and 1.5F capacitor to smooth fast transients

1.5F
Capacitor

-

Idaho Nafional Laboratory



CyberPUNC - Review & Next Steps SRS

U.S. Department of Energy

Review

e |nitiated technology transfer of the Cerberus cybersecurity mitigation solution to industry collaborator

e Continued success and growth of CyberAUTO Challenge; significant focus on EVs and EVCI

* Published report on cybersecurity of EV charging ecosystem mobile applications

e Published EVSE cybersecurity specific control catalog within DER-CF

* Published: “Addressing Cybersecurity Risks Between EVSE and Charge Point Management Systems”
» Drafted report on EV PKI and protocol emulation conducted in the range

 Began work on certificate naming scheme for conducting tests

* Initial cybersecurity evaluation in progress of three bi-directional chargers (V2G & V2H)

Next steps

» Direct partnership opportunities for industry to benefit by collaborating with EVs@Scale Consortium

e Complete cybersecurity evaluation of the three bidirectional chargers

* Continue PKI integration for the latest security methods and best practices
e 2025 CyberAUTO and 2026 CyberINFRASTRUCTURE Challenges

* Evaid, an agent-based cybersecurity resource development tool
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Questions (for lunch time feedback) E‘éz%tz%

U.S. Department of Energy

Questions for feedback from the audience

* Who in the audience works on cybersecurity with their organization?

What are the critical cybersecurity gaps that would benefit from EVs@Scale collaboration / support?

Is there a better way for EVs@Scale consortium to work/collaborate with industry? (pre-competitive technology)

When do you think the first large-scale (large impact) cybersecurity exploit event of EV charging
infrastructure will occur?

What do you think the end goal for EVs@Scale consortium should be?

GNL () 7 agonne® RNREL ¥R05
Idaho Nationl luborurory

PaC|f|c Northwest Transtormi
Laboratories oy O RaTionAL LasoRaToRY ransforming ENERGY S
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Cyber-Physical Security (CPS): Zero Trust Overview 5%3%7\3

Never assume, always verify

Objective: Develop, demonstrate, and evaluate Zero Trust approaches to bolster EV
Infrastructure security by reducing the attack surface.

Motivation: Outcomes:

— Chargers have a high degree of connectivity, — Design architecture for incremental deployment
which erodes perimeter defenses and infrastructure integration

— Zero Trust strategies may more effectively — Prototype architecture in a testbed
mitigate the risks and challenges of the — Characterize and assess prototypes to address
complex EV charging ecosystem vulnerabilities

— Develop blueprint

Industry Partners:
N Inir

PATERO (sco NETFDUNDR\;



What is Zero Trust? SN N

U.S. Department of Energy

Zero Trust architecture implements network security .l
approaches following the tenet “Never trust, verify everything” =

e Zero Trust’s goal is to reduce implicit trust

e Or

Zero Trust doesn’t mean No Trust

— Uses policy, identity and environment in each access request
decision

— Ensures adherence to “least privilege” and “separation of
duties” principles

Implicit trust — a vulnerability resulting from limited verification | Least privilege — authorization level | Separation of duties — privileges limited based on role u



Design Assumptions SRS N

U.S. Department of Energy

Emphasis is on the relationships between the
charger/infrastructure and promote operator
access

» Keep the standard EV-EVSE interaction unchanged
» Chargers are unaltered
* Network will proctor the security controls

* Leverage commercial and open-source solutions

 |dentify and address gaps as necessary



Insights SealeT—

U.S. Department of Energy

» Zero Trust doesn’t solve all your cybersecurity ills

» Zero Trust guidance & cyber security standards require
interpretation

e Multiple approaches exist for implementing zero trust;
choose an approach that align best with your
organizational needs, processes and staff knowledge,
skills, abilities and experiences.

* Asingle product is unlikely to meet all requirements and
design objectives

* Plan for the costs and time required for integrating
multiple products

e 4
- W
= AR
0\ >k .
el '\(E{‘ | )

 Integration complexity will vary between different products SeelPRdE

* Organizational workflows may need to be adapted



Security Objectives Implementation

Deny by Default

Principle of Least Privilege Access

Authentication and Authorization

Secure Communications

Reduce Network Exposure

Employ Trusted Network Infrastructure

Monitoring

Only permit interactions explicitly defined by policy

Only permit what’s necessary; enforce resource access
from endpoints by contexts of port, IP, and domain
names, groups, and zones

Associate users and devices with their identities using
centralized identity management; ensure authentication
and authorization decisions are identity based

Ensure end to end encryption

Minimize communication to only those interfaces that
are essential for operational needs.

Avoiding the use of public and third-party infrastructures
(i.e. ISP) for services such as DNS and NTP and
employing such infrastructure to a trusted cloud or
platform for more control over how traffic is routed

Ensure audit records



Conventional EV Service Provider + WAN SEFNE N
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Charging Station

Network Resources
Fileserver Operator
internet
- Payment Gateway

0 — | 0 —
O — 0 =
° — o — Router
CSMS Firmware

VPN

endpoint

CSMS — Charging Station Management System - software for remote and real time charge point operation control (e.g., OCPP 2.0.1). u




Breach to a Conventional EV Service Provider + WAN S N

U.S. Department of Energy

Charging Station

Network Resources

internet Fileserver Operator
a —
External Breach o —

o — s ! E Payment Gateway

0 — 0 —

0 — 0 —

o —_— o —
CESMS Firmware




Architect: Zero Trust Architecture for EV Service Provider St |

U.S. Department of Energy

* TOTP
@@ Authentication

Remote Operator T

attempt

0123
Securit
Servicey Nam_e Fileserver Operator
Edge Services

S

&

ent Gateway

Zero Trust
Overlay

Paym

a —

a —

L 4 a —

Policy CSMS Firmware

HH - Enforcing
] Network Support
IE[ Fabric . External
\ [ Minimal } Resources
Gap

L2 Switch
Segmenting




Zero Trust Architecture to Prevent Breach to a Conventional .

e e

EV Service Provider S Besiinint ot eny

Payment Gateway




Zero Trust and WIFi - Alternate 1 Vel —=
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Engineer Computer

AP — Access Point: a network device that receives and transmits data wirelessly

CSMS — Charging Station Management System: service for remote and real time charge point operation control (e.g., OCPP 2.0.1).

NGFW — Next-Generation Firewall: network security device that provides capabilities beyond a traditional, stateful firewall
SSID — wireless network identifier




Zero Trust and WIFi - Alternate 1 Bed—=™
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Engineer Computer

AP — Access Point: a network device that receives and transmits data wirelessly

CSMS — Charging Station Management System: service for remote and real time charge point operation control (e.g., OCPP 2.0.1).

NGFW — Next-Generation Firewall: network security device that provides capabilities beyond a traditional, stateful firewall
SSID — wireless network identifier




Zero Trust and WIFI - Alternate 2a STt |
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Load Management
Controller

Engineer Computer

CS3



Zero Trust and WIFI - Alternate 2b STt |

U.S. Department of Energy

Load Management
Controller

Engineer Computer

CS3



Zero Trust and WIFI - Alternate 3 STt |
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Identity

Router

Router

Switch §

Computer

A

Engineer



Case Study: Tunnel Vision SMR=SE N

U.S. Department of Energy

e CVE score of 7.6 (High)

» EXxploit that enables the re-routing of VPN traffic through a route that is owned by the adversary

— Traffic no longer encrypted by VPN tunnel
— Traffic can be sniffed by adversary

NEWS

New TunnelVision Attack Allows Hijacking of VPN Traffic viaDHCP ~ TunnelVision hack allows attackers to
bypass VPN protections

(] ]
Mampmatlon The TunnelVision vulnerability has been around since 2002 according to security researchers.
H By Sam Singleton
B May 09,2024 & Ravie Lakshmanzn Encryption / Data Privacy - Trendmg News ‘ Assistant Editor, PCWorld  MAY 8, 2024 2:00 AM PDT

TunnelVision’ Attack Leaves Nearly All VPNs Vulnerable to Spying

TunnelVision is an attack developed by researchers that can expose VPN traffic to snooping or tampering.



Case Study: Tunnel Vision SMR=SE N
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Fileserver Operator
0 —

o —

0O — -

o — o —
o — o —
o — o —
=2 CSMS Firmware
aee
..l
ae

E

Routing Table:

100.64.0.0/10 via tunO
0.0.0.0/0 via 192.168.1.1 dev en0




Case Study: Tunnel Vision
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|

L
192.168.1.2

Insert new default route
entry (i.e. via DHCP 121)

/

N

Fileserver Operator

ojo|o

0o - 0o -
0 - 0 -
0O - 0o -

CSMS Firmware

Routing Table:

100.64.0.0/11 via 192.168.1.2 dev en0

100.64.128.0/11 via 192.168.1.2 dev en0

100.64.0.0/10 via tunO
0.0.0.0/0 via 192.168.1.1 dev en0
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Trusted Routing via Fabric Staler T

U.S. Department of Energy

Untrusted routes that are not
learned via fabric are
dumped in the untrusted
routing table (i.e. DHCP

Option 121) J_L192 168.1.2
Fileserver Operator
Text
o —
o —
o — L\
VPN i i
/
ZT Fabric
Text 100.64.0.x/24
o — | o —
o — o —
o — 0o —
CSMS Firmware

Untrusted Default Routing Table: Routes defined in the fabric

and learned via fabric edge

Trusted Routing Table 100.64.0.0/11 via 192.168.1.2 dev en0 routers are defined in the
100.64.0.0/0 via tun0 100.64.128.0/11 via 192.168.1.2 dev en0 trusted routing table - unable

0.0.0.0/0 via 192.168.1.1 dev en0 to be mo‘:}fii:ignby Tunnel




Post Quantum Cryptography (PQC) Overview 5‘00%?\\\

Post Quantum Cryptography is designed to be secure against both quantum and
traditional computing threats.

Objective: Study the impact of PQC and develop guidance for an orderly
transition

Motivation:

— A Cryptanalytically-Relevant Quantum Computer (CRQC) could
potentially break traditional public-key cryptography in a relatively
short amount of time

— Cryptosystem transitions are non-trivial

Outcomes:

— Identify conventional public-key cryptography applications
— Assess PQC impacts with a test-and-measure approach

— Identify challenges

— Develop guidance for an orderly PQC transition




PQC Background el

Quantum bit (qubit) can be O, 1, or O and 1 at the same time
—> Quantum register stores a superposition of 2" states, whereas a conventional register stores just 1 value

A QRQC will efficiently attack today’s digital signatures and key exchange schemes
— The foundations of trust, communication, and data protections are compromised

PQC are cryptosystems that are designed to be secure against quantum and
conventional computers -

— Execute on conventional computers
— Rely on different underlying mathematical foundations

Why start now?
— Q-Day uncertainty
— Cryptosystem transitions can take a decade or more
— Vehicles and infrastructure are long lived

Goal: Achieve full PQC adoption before it becomes critical



State of the PQC Standards Schie 3

Of August 13th, PQC standards FIPS 203, FIPS 204, and FIPS 205 are effectivel

— FIPS 203: ML-KEM (Kyber) for secure key establishment.
— FIPS 204: ML-DSA (Dilithium) for general-purpose digital signatures.
— FIPS 205: SLH-DSA (SPHINCS+) geared for "sign-once, verify-many" digital signature use cases.

Upcoming developments

— FN-DSA (Falcon) is under development
— Round 4 to select an alternate key encapsulation mechanism; 3 candidates, with an announcement expected

in Fall 2024. Fo
— Selection process for additional digital signature schemes focusing on alternatives to structured lattices, wi% °
shorter signatures and faster verification; Round 2 expected in Fall 2024. o~ ( »

Other developments

— X25519Kyber768 has been successfully deployed
— Open Quantum Safe library is widely utilized for quantum-safe cryptographic implementations

— Ongoing work in support WebPKland TLS adaption



EVs@
PQC Takeaways Seale

» Current Hardware Compatibility: Existing hardware can effectively execute PQC algorithms for ISO
15118 and OCPP functions due to long-lived connections and generous protocol timeouts.

* Protocol Enhancements: Protocol fields carrying signatures and certificates may need extension to
accommodate PQC requirements.

e TLS 1.3 Adoption: TLS 1.3 is likely essential to support PQC.

» Software and Storage Considerations: Additional or updated cryptographic libraries and enhance
private key and certificate storage capabilities.

» Certificate and Key Management: EV chargers will likely require multiple certificates using different
cryptosystems, necessitating robust certificate management strategies.

» Consumer Cloud API Challenges: Increased data size from PQC could create significant issues for
consumer cloud interfaces due to high connection volumes and the interaction between TLS and TCP.

* Future Decisions: In the longer term, consider whether deploying ECDSA P-521 and edDSA
infrastructure remains sensible in the context of evolving PQC standards.



Zero Trust & PQC Conclusion and Next Steps Sclie=~3
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Review

« Completed report discussing a reference architecture and evaluation based on a selected solution set
* Explored the application of Zero Trust in WiFi networks

* Finalizing a report on how PQC adoption impacts EV charging use cases

e Directing two university design teams working on EV-EVSE Zero Trust

e Industry partner relationships are deepening with each engagement

Next steps

e Summarizing Zero Trust application and developing guidance as “blueprints”
e Demonstrate PQC integration in EVerest

 Engage and build relationships with stakeholders - Identify field deployment partners
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What We Can Offer

— Sharing a comprehensive understanding of Zero Trust
e Collaborated on Zero Trust architectures for approaches tied to EV charging infrastructure
EV Charging Infrastructure — Conduct a review of network architectures to identify
— Collaborated to design, prototype and areas of implicit trust and recommend Zero Trust
evaluate reference architectures with security strategies
partners Cisco, NetFoundry, and Patero. — Evaluate alternatives using a vendor-neutral approach

Successes

* Reviewed Cybersecurity and Zero Trust Plans Our Interests

— Collaborated with a PLM , an electric — Collaborating with technology providers to demonstrate

power engineering consulting and design the application of zero trust, evaluate its effectiveness,
firm, to enhance security strategies for EV and offer feedback.

charging. — Conduct field studies to deepen understanding of
operational concerns over extended periods.

0 N ET FD U N D Rv — Engaging with charging station operators and network

providers to understand their concerns, processes,
ol lel )l workflows, and priorities regarding zero trust and network

LM P AT E R D c I s C o security; testing and evaluating prototype Zero Trust

Electric Power Engineering solutions.
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 Where is Zero Trust implementation on your organization's cybersecurity roadmap?

 What are the challenges slowing your Zero-Trust-for-EVCI adoption?

 What information, research, or resources would help you adopt Zero Trust or
strengthen network security?
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Team Lead, EV Grid Integration
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Outline

Project Overview

Conclusion and Next
Steps

Partnership

DC Charging Hub
Overview

DC Hub Hardware
Development and
Results
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Site Energy
Management System
(SEMS) Platform
Development

Real-Time Simulation
Results




eCHIP Report Publication Outcomes

e

— —

Ll i o S o —— )

e ~Two ¢CHIP publlc féborts are prepared.

. . N\ .
* Providing more in-depthtechnical information
about summary of our progress.

Design Guidelines
and Specifications

High-Power Electric
Vehicle Charging Hub
Integration Platform
(eCHIP)

Design Guidelines and Specifications for DC
Distribution-Based Charging Hub

February 2024

https://www.nrel.gov/docs/fy240sti/86326.pdf

In press

E\'s@
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U.S. Department of Energy

Site Energy
Management System

High-Power Electric
Vehicle Charging Hub
Integration Platform
(eCHIP)

Site Energy Management System Platform
Development

iNational Renewable Energy Laboratory
2Argonne National Laboratory

October 2024




High-Power Electric Vehicle Charging Hub Integration Platform (eCHIP) g‘c?;%?\s.
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Objective: Develop plug-and-play solution allowing charging site to organically grow with additional
chargers and DERs through predefined compatibility with standards that will ensure interoperability

Outcomes:

— Determine interoperable and scalable hardware, communication, and control architectures for high-
power charging facilities

— Broadly identify limitations and gaps in DC distribution and protection systems that allow for modular
HPC systems

— Develop and demonstrate solutions for efficient, low-cost, and high-power-density DC-DC for kW- and
MW-scale charging

ToSubstation | | -eecemmemmemeeeeeeeaa MD,HD Short-Dwell

John Kisacikoglu (PI) * Akram Ali T ADMS Interface Inverter gl

(5
Yukihiro Hatagishi  Jason Harper Lﬂ -
Derek Jackson

‘--
Namrata Kogalur « Bryan Nystrom H
Vaibhav Pawaskar E-ﬁ _— @

i

D Short-Dwell

Site Loads

e Saransh Jain

Energy
Alastair Thurlbeck

Emin Ucer Argonne &

Oe
Ed Watt e 100kW ﬂ]‘ O. Vocations
@ EEE
)

%= Distributed LD, MD, HD
IINREL

Charger Power




Hub Operation Analysis using EVI-EnSitePy E‘CZ%E‘\\
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EVI-EnSitePy developed under eCHIP uncovers advantages of DC
hub operation:

* Different hub configurations (AC or DC)
* Different distribution voltage and site/port power levels
* Cost analysis based on capital and operational expenses
* Grid peak-demand requirements
* Deep visibility on station operation
* Charging time
* Queuing time

e Utilization

* Site control system implementation @ pl:]thOﬂ
()

Connector

Line Voltage 13ERVAC —— 15KV DC

* Utilization of custom charging profiles

e ¢ ¢
EVI-EnSite @ @ @ @ @ @

s https://www.nrel.gov/transportation/evi-ensite.html
""" Charging Hub with On-Site ESS and Solar PV

[1] D. Jackson, E. Ucer, M. J. Kisacikoglu, and A. Thurlbeck “A Comparison of AC and DC Distribution Architectures for EV High Power Charging Facilities,” ECCE, Oct. 2024, to be presented. u
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DC Charging Hub Overview
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Site Energy Management System (SEMS) Platform SRS N
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SEMS platform is developed by Argonne and NREL

Site Energy Management System (SEMS)
e Real-time monitoring and control of DC hub
e OCPP 1.6J and 2.0.1 for EV charging

e MQTT for non-standardized DC hub integration
monitoring and control

e Controllers will handle communication for DC chargers

and EV
— SpEC module, Vector, Pionix, Raspberry Pi, etc.

Management Management

System System

[ Charge Energy
(OCPP Server) (Site Controller)

Energy

e Custom site-control applications are created in Node- Storage
RED, Python and C/C++ -

m ez N T na
@) C= ' .
‘. Host operation system
’ Hardware
CIP.io
D https://github.com/Argonne-National-Laboratory/CIP.io




SEMS Site Controller Approaches E‘c?;%?\\\
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Optimized Droop-based Hybrid Controller
Centralized site controller |
) Horizon window (NTs)
i‘ Step Dispatch/update i
Peappe IEM)I f pomI o i :
—0—I—0—>
-+ -
|
DC Hub S I el s
(Vimin, 0) 1 ' ‘_VWN — g\:;einmpaeté;gr:rlggts;li.r)nitations/status
e Optimized for long-term * Decentralized and faster R R P E A e _@d)
performance operation = NN NN connecten
* Customizable to support * Minimal communication "o % oo __'_.: jponioiiog ot
complex objectives requirement
* Centralized and slower * Sub-optimal performance * Multi-layer, hierarchical
operation * Limited scope for defining * Maximizes longer term operational benefits
* Real-time connectivity operational objectives * Maintains robustness and fast response
requirement * Reduces communication need
* Requires forecasting * Requires forecasting

[2] E. Ucer, et al. “Controller Hardware-in-the-loop Modeling and Operation of a High-power DC Charging Hub,” ECCE, Oct. 2023
[3] E. Ucer, et al. “Hybrid Energy Management with Real-Time Control of a High-Power EV Charging Site,” ECCE, Oct. 2024, to be presented. u



Simulation in EVI-EnSitePy using Hybrid Controller
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—— Total hub power
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Minimizing total cost of energy received from utility grid.

EVSE charging uncontrolled.

Load forecasting is incorporated into model predictive control.
ESS power setpoint is updated every 15 min, with new droop coefficients calculated based on updated operating point.

[3] E. Ucer, et al. “Hybrid Energy Management with Real-Time Control of a High-Power EV Charging Site,” ECCE, Oct. 2024, to be presented.

DC hub assets:
* 1 Grid-tie inverter
« 10 EVSEs
« 1ESS
e 1PV
* 1Site load
DC hub specifications
Component Power Voltage/Current/Energy
Type Rating Ratings
Input: 3-¢, 480 VAC
Inverter 1,200kVA Output: 1000 VDC
DC Bus - 1000 VDC
Input: 1000 VDC
EVSE Type-1 150 kW rated Output: 400 VDC
Input: 1000 VDC
EVSE Type-2 | 175kW rated Output: 400/800 VDC
Input: 1000 VDC
EVSE Type-3 | 350kW rated Output: 400/800 VDC
EV Type-1 235kW max 800 VDC, 70-80 kWh
EV Type-2 108 kW max 400 VDC, 60-70 kWh
EV Type-3 155 kW max 370 VDC, 90-100 kWh
ESS 1,500 kW max 1000 VDC, 2kWh
PV 235kW max -
Site load 269 kW max -
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Real-time Simulation Platform and SEMS Integration

C-HIL model

Site Energy Management System (SEMS)

RTS-Speedgoat -

il

== :;.:?_ % ?.7,!; “ 7 N 2 j‘.

B sain

Monitoring and database

r(i Grafana @ influxdb
f_$

Comms Broker

0 < MR

Node-RED MQTT

Grafana Dashboard

# python

Site Controller

I

C—

N I S =

iy ARSI



Validation of Real Time Simulation Model Scales— e
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Hub Power Summary

1000
* 1h window was selected from offline 2-day simulation.
500 . . . . .
* Results closely match offline simulation except for minor differences
T o due to modeling fidelity changes.
=
()
% 00 A
K )
—1000 1 — Inverter (C-HIL) —— BL (C-HIL) — - ESS (Offline) == PV (Offline)
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—1500 T T T T T T T T T T
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. Inverter po
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Total critical load 1001.5162054803u0y
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1050 Charging power cap - 206.30 kW
Adjusted/available charging power 2760.08 t“:’
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900 L+ : : : : . : : : . . S el IR ¢ charging
EV- it 3 r
147 148 149 150 151 152 153 154 155 156 15.7 EV-7 | comected Sharging
: : o
Time [hr] . Ehii‘iﬂi
SS SOC 3 charging
E
80 Totals
i i rval: 61
70 Vo vet: 1000.6 V
§ 60 - Efio?;;aﬁiglis ?g,ess“ g, 900, 1000, 133848.86000000034, -666151 1399999997]
(@) Grid output wer prediction: 0.0 . . e ref: 66 | SoC: 71.90%
8 501 T—T E;; °‘o‘:pE: pg\:‘e‘r EXCE 7676280‘7;\332&:{;;% power: -601.00 ki | chr/dchr: 1500 00/-1500.60 ki | power ref: -666.15 Kl | SoC: 71.90
40 1 — (C-HIL) Ess-1 | "
g .. . L - . b sent to the model!
L el Set poner poLTts 12le been e <o the sl

14.7 148 149 150 151 15.2 153 154 155 156 15.7
Time [hr]

Real-time and offline simulation results comparison Snapshot of SEMS real-time control console and Grafana dashboard



Experimental Implementation: Decentralized Droop Control

E\'s@
SCGl&{'\.‘\

U.S. Department of Energy

Droop controllers implemented at
each DC hub node.

Inverter and ESS set a bus voltage
reference in response to their
measured output current.

EVSE sets a charging power limit in
response to its measured bus
voltage.

PV and building load operate as
uncontrolled generation and load.

mg

il I
Ul !i,nn‘;

)

480 VAC Supply

NHR 9300

ESS Emulater ﬁ

(Grid C

CTRL
l ]<Modbus
LOCAL DROOP
CONTROL

EV / EVSE Emulation

i

)

}

)

)

|

|

|

|

i

—w |

)

i

@ ‘

LOcAL DROOP

480 VAC Supply controL [

)

}

== Building Load ! i
UNCONTROLLED

LOAD

Breaker
DC Distribution Bus 950 VDC —
i W
Val
i
PV Emulator i scet
Magna Power :' :
MTALO00-250 UNCONTROLLED | .
‘GENERATION
480 VAC

LOCAL DROOP
CONTROL

SEMS Platform

i EthercaAT

mMarT

Monitering Only

Programmable Logic
Computer (PLC)

¢ Fiber Optic

Measuremen t
Acquisition

|

1
Logging

A
umm&z'ﬁ’ziﬁii
i

Anderson AC2660P (GTI); NHR 9300 (EV/EVSE Emulat/on) Simplex Mars (Building Load); Magna Power MTA1000-250 (PV Emulation); NHR 9300 (ESS

Emulation)




Decentralized Droop vs Centralized Rules-based Control E‘c?ugf/‘\\

U.S. Department of Energy

With droop control, there is no centralized controller.
Local controllers implement their respective droop functions, and DC hub operates autonomously.
In rule-based control, a centralized controller continually dispatches the ESS power in response to the measured loads and generation.

Centralized Rule-based Control

———GT| Power ——PV Power

) ] . 2001 — GTl Power ——PV Power 1 | ——ESS Power Building Load Power
* Ensures equipment is fully utilized 38 Power = Buiding Load Power ———EV Power
*  Requires communication 150 ' = oy
* Slower response to transients 100_MHH_WH[J~ o
g g =
. f.s' }:W T\'\u é‘ 50F i e
Decentralized Droop Control g ~ g T

* No real-time site-level communication or

K
central controller required W N ———
* Improved resiliency sor ] s0f

« Very fast transient response

100 L L L L -100
* Cannot achieve optimal energy management 960 . : : : : 950 . .
and full site utilization S955[ 1 ] S— 1
* Connected equipment must tolerate a range of ;'53’950 %940' M
.. > gas} i > g35F s J
bus voltages (swinging bus voltage)
940 . ’ . . g 930 > . . - .
10 20 30 40 50 0 10 20 30 40 50
Time (min) Time (min)
Centralized Rule-based Control Decentralized Droop Control



Bidirectional Power Transfer (BPT) 5‘53%7\\.

U.S. Department of Energy

e Successfully demonstrated SpEC performing a dynamic BPT
charge/discharge session
* Lion Electric bus using ISO 15118-2 BPT message set
« 48 kW charge and discharge
*  Custom Node-RED dashboard for real-time dynamic
monitoring and control

* Tested bi-directional capabilities of COTS DC/DC modules at
400V using ABC-170 as source and sink

J1772 State
Plugged C2

0ADC

* Exploring other non-standard BPT methods using DIN 70121

and ISO 15118 where some vehicles allow discharging up to A . T
a certain power and time limit 7 @ o
« Based on discharge tests done by PIONIX to check the S s L ——

Plugged

125.00 Sy h 7480?0 46.675 kWDC

bidirectional charging readiness of existing commercial EVs

-12500 g M -48.00
A oW

Pilot Voltage
|

oV " "’

Pilot Duty Cycle

4.93 %




Low-Power DC-coupled EVSE SMR=SE N

U.S. Department of Energy

. SparQ Low-Power DC-coupled EVSE Argonne &
Develop EVSE framework for COTS DC/DC modulesto 7~
demonstrate HPC charging EFHRW

« Compact 20 kW UL certified DC/DC modules Compact size: _ aoovoous
* Bi-directional power transfer ready 15" x 9" x 3.5” —
* ANL SpEC module as SECC ) UUﬁ o
* Support DIN 70121, I1SO 15118 ; ‘ ngp =
* Support OCPP 1.6J and 2.0.1 : !:
* Modular MQTT architecture for applications r“ﬁ jr;‘ ““““““““ 1
| contadior DC |
_ CECB K | b/ . el
SpEC Modular Architecture RoHS &F @ : e = o :
B o ";":"’“ Lo 20 kW DC/DC |
| = |
mJJHTaTQZGI’ mZ?lv;S;r ARl : EE|= 20 kfvoggmc :
Fﬁ : e :
Q i e i
o | dul :
el llgle |
m:r:zal:;er Loc:IIQB-I;'-Ic;ker Application 2 f a:‘:m i 1 i
DPST 1 |
E-stop | |
( L L—" '_l/\ 1 = .ME’“M_, ‘:Oulpul

PLC OCPP Meter
manager manager manager

NEMA 3R enclosure




High-Power Charging Stations - Challenges and Barriers E‘C?:%?\\}

U.S. Department of Energy

Challenges / Barriers eCHIP Project Solution

Interoperability of different hardware, Open-source SEMS platform to interface between

communications, and controls. hardware from multiple manufacturers using a variety
of communication protocols. Any desired site control
strategy can be deployed on the SEMS platform.

For a DC distributed charging hub, DC A DC load-center is currently being acquired which
protection is more challenging and less includes mechanical DC protection devices for all
mature than AC protection. connected hub components. Exploring other protection

mechanism as well.

SEMS: Difficult to ensure scalable, reliable, High-fidelity real-time simulation capability within

fast, and optimized operation all at the same  ARIES platform at NREL for easier scalability and high-
time - Increasing data, computation and speed communication.

communication needs with increased size and Deploying time-synchronized, distributed, modular data
complexity. acquisition approach. Exploring PLCs and industrial

computers for robust SEMS deployment.



Conclusion and Next Steps SMR=SE N

U.S. Department of Energy

Conclusions and Demonstrated Benefits

e DC Hub experimental test platform combines an open-source SEMS with a DC-coupled hardware system.
* Various controller architectures have been evaluated.

e Hybrid control approach optimizes long-term operations while simultaneously enhancing autonomy, robustness,
and responsiveness through its voltage-based droop control.

* Droop-control has been demonstrated successfully on DC hub on grid-tie inverter, emulated ESS and EVSE.

Next steps

* |Implementation of hybrid controller on experimental platform
e Scaling up C-HIL platform using larger RTS within ARIES
e Continued focus on demonstration on various real-world use cases




Power Electronics Control Integration
* Dynapower

— DC/DC charger development with custom control

integration

e Turbo Power Systems

— DC/DC EVSE with custom control integration
Site-Level Operation
e Total Energies

— DC hub modeling, techno-economic analysis

e Eaton
— COTS SEMS controller integration to EVSE hardware

Utility Partnerships
e Colorado Springs Utilities and Smarter Grid

Solutions
— DERMS integration into SEMS platform

Automotive Partnerships

e Lion Electric
— School bus V2X demonstration

Typical EVs@Scale Partnerships Include:

Mutually beneficial topic areas

Lab research for EVs@Scale funded by DOE*

Early access to cutting edge research and lab facilities

NDAs to ensure sensitive information is secure

In-kind contributions provided by Industry Partners

*Subject to change based on annual funding levels



Site Energy Management System Opportunities
— Are you developing SEMS solutions?

— How can we work together to integrate SEMS solutions
in the field? S

Power Electronics Control Integration

— How can we work together to integrate our control
solutions to your power electronics hardware?

DERMS Integration Opportunities
— Would you like to integrate SEMS into DERMS?

« Automotive Sector Opportunities Interested in partnering with us?
— Would you like to partner with us on implementation of _ _
b|d|rect|ona| power transfer? ContaCt eCHIP PI: JOhn KISBCIk0g|U, NREL

John.Kisacikoglu@nrel.gov



Thank Youl!

Join us for the

. kW-Scale Charging

HPC Deep Dive on
Tuesday November 12, 2024

John.Kisacikoglu@nrel.gov

EVs @
Scalegr——%" o

U.S. Department of Energy

Commercial MW-Scale o
~ Fast Charging Power  <J-.
> Distribution ;

Passenger kW-Scale
Fast Charging

-
. Inverter

,’Qn /r/\ergy Storage
=DC distribution

Thermal
Energy Storage

<> | Thermal
\@ Cooling

Charging S
Connector

Line Voltage - 13.8kVAC —— 1.5kV DC Photo Credit: Alfred Hicks, NREL (not tosscale)
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Project Specific Objectives:

— Assess a portfolio of EVs, EVSEs, and Fleets that are expected to utilize

High Power Charging (150-400kW) to understand charging rates, time,
grid impacts, and asset utilization.

Provide DOE, project partners, stakeholders, and the public with insight
into the capabilities of HPC, and performance of todays charging
infrastructure.

EVs@Scale Targeted Objectives:

1. Vehicle-Grid Integration: Achieve seamless integration of EV charging, provide data
to help make VGI decisions

3. Reliability & Resiliency: Create analysis tools & methods

Considerations when assessing HPC:

Procedures: Standardized, benchmarking, industry reviewed

Test Conditions: Nominal vs off-nominal, edge cases, SCM,

Equipment: Conductive or wireless, LD/MD/HD, model year, trim, etc.

Analysis: Unique & thoughtful methods of performance characterization

HPC Power Cabinets

HPC Dispenser E
|

EV Emulator
Load




EVs @
Project Timeline dler TR

Scalegc——" e
CY 2021 B}
e e © 1 nning

‘.- Y 4 Ongoing
CY 2024 ' Ve B}
2024 Analysis Future Work

2025 Analysis

Completed

e ~ e ~
Year 1-3 Milestones Year 4 Milestones Year 5 Milestones
Y Y1. Sc(;ope dgfi(;]itict)n, € Update test procedures | @ Acquire new test assets
ELC;,(_:E ;rispd? = ¢ Acquire new assets A Complete conductive
(EV, EVSE, Fleet data) | ® oo sois capurs
y' ‘ Integrate grid models Complete EVSE
. Y2: Asset acquisition,  [/] il (2 eretlze S @ Characterization
data collection |:> (¢ Complete conducive - (HP V2X, NACS, MCS)
profile sets capture n
@ Analyze fleet data
‘ Complete EVSE '
Y3: Asset acquisition, Characterization ) -
“ data collection, off-site (Low Power V2X incl.) n @ Written Report(s)
testing, published ‘ K
technical reports % Analyze fleet data e
L ) L ‘ Written Report(s) ) L )
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Technical Accomplishments 2023-2024

CY2023 Final Reports &
CY2024 Procedures Revision

Securing Additional
Testing Assets

Confirmed
Assets

16 EVSE

7 In-Lab
3 Out-Lab
6 Fleet

20 Wired

14 Wired

2 Wireless

Development

» 4 technical reports completed end of CY2023

= 1 procedures revision completed CY2024 Q1
» |ndustry reviewed & comments appiled

Development

= Acceptance of assets capable of less than
200kW charging (150-400kW range)

= Added 6 EVs, 2 EVSEs, 5 Fleets in 2024

» Increasing analysis capabilities for 2024
reports

Finalized Dissemination Policy

Public

* High-level publicly available reports
* Lowered Cadence Anonymized time-series
data

Project Partner Group
* 10Hz Anonymized time-series results

Project Partner Private
* 10Hz Full time-series results to specific
partner
Custom analysis for partner upon
request

Balancing incentives and impact

= Aim to maximize collaboration and participation

= How do we provide valuable data to
stakeholders without de-incentivizing
participation?




Next-Gen Profiles Technical Update Report 2024

* Technical reports containing EV profile capture, EVSE
characterization, and fleet utilization updated asset data -

EVs@. EV Profile Capture
Scalec3Ne A Next-Gen Profiles Project Report

e Data-driven reports, updating previous reports with new assets
added in 2024.

Publicly Anonymized Low-cadence time-series data

* EV, EVSE, Fleet identifying information removed, anonymous
nomenclature mapped from report

e Time-series cadence lowered from 10Hz to 0.1Hz

* Posted to OSTI or some other public forum

Private Anonymized Full-Cadence time-series data

EVSE Characterization

e EV, EVSE, Fleet identifying information removed, anonymous 10-100% EVICold PreCond e

nomenclature mapped from report
 Time-series cadence kept at 10Hz

e OEMs who provided project assets have access to all other
assets anonymized data

Fleet Utilization

480VAC Cabinet 1
Voltay
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EV Profile Capture:
Testmg Procedures &1{ Results 1.




Overview: EV Profile Capture SMR=SE N

U.S. Department of Energy

e EV Assets: Production EVs, rated 150-400kW DC
charging

EVSE Condition Categories Condition Metric Requirement Tolerance
EVSE Power Limited Mo Limit, Dual Tower {(Nominal) -
Limited, Single Tower -
» EVSE Assets: Production DCFC (500A, 1000VDC), Boost converters LT -
typically dual cabinet topology, multiple handle types Zotene L2
Temperature 7°C (Cold) 12°C
. g FALSE (Nominal) -
 Nominal test conditions: Poaust wene -
Smart Charge Duration No Limit.{NominaI) -
— 10-100% EV state of charge (SOC) anagament T -
. i et Seheduling 2 (min) After Charge Session Start + 1 (min)
— Nominal (23°C/75°F) ambient temperature - No Limt (Nominal) -
654 (AC Input Current) -
— EV pre-driven/preconditioned for 30-40min prior to plug-in B e =
*-Direction 5% cail length offset £2%
. agw 40% coil length offset + 2%
e (Off-nominal test conditions: Aigment <5% coil length offset (Nominal] 2%
Y-Direction 10% coil length offset + 2%
— 25-100%, 50-100% EV state of charge e =
Z-Direction Unloaded (Nominal) + 0%

— Hot (40°C/100°F), Cold (-7°C/20°F) ambient temperature

— EV temperature soaked for 4-hours, or pre-driven 30-40min
— OCPP curtailed (65A for 2min)

— Single power cabinet (EVSE Power Limited) : s

AD/ADAS-ECU

EHOA,
3 ‘ ——: CAN/CAN FD
Inverter

I Battery ‘

— Boost converter utilized (800-volt EVs only) g | ][ o
— WPT Profile Capture




EV Profile Capture: Comparing EV Performance 5‘53%?\\\.

U.S. Department of Energy

: : DC Power profiles, Average power, Mac power [kW]
G Oa | : Ca ptu re th e d IVe rS Ity Of C h a rge 10-100% Nominal Preconditioned EV Profiles: DC Power[W]

profiles under similar conditions through '
different means of performance metrics.
Findings:

10-100% Nominal Preconditioned EV Profiles: Average & Max DC Power[W]

EV5_21_LD_<500V
EV6_22_LD_<500V
EV7_21_LD_<500V
EV8_22_LD_>500V
EV9_22_LD_<500V
EV10_22_LD_<500V
EV11_23_LD_>500V
EV12_19_HD_>500V
EV13_21_HD_>500V

DC Power [W(DC)]
N
g
2
g

DC Power [W(DC)}
8
g
S
S
8

&
3
8
]
3

e DC Power profiles:
— Unique, constant current vs constant voltage
zones, plateaus, etc.
) -100% i it iles: Indivi i istributi 10-100% Nominal Preconditioned EV Profiles: Combined DC Power[kW] Time Distribution
— Ratio between peak power vs avg Power —rre e —
e DC Power distribution: = oo = i
— Time spent bl =
 DC Current Draw & Temperature: Ll
= 4OOV VS 8OOV batte ry tOpOIOgieS >250kW 200-250kW 150-200kW 100-156‘kw 50-100kW
EVSE Power [W(DC)] Figure 9: 10-100% Nominal Preconditioned: Combined Power Distribution
— Those with higher DC current profiles typically Tabular Data of all EVs
results in higher CCS Connector temperature 10-100% Nomna Precendoned 0 B Profies: T T T
Max Current [le kW] [min] [minl [min] '%[min]
e Tabular data:

[evi [zooge0 | -dos | usr | oo | wo | s |
-m-
-

u
°
S

— Snapshot view of comparing EV performance

_L‘:l 1
56.3
929

Current [A(DC)]
&
]
g
Current [A(DC)]

w
-]
<]

— Peak power, average power, time spent at power
levels, total charge time, etc.

N
°
<]

1407
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"
°
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T
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EV Profile Capture: Grid Utilization Stola

U.S. Department of Energy

Goal: Integrating captured EV profiles captured into [ ANL IEEE HIL Grid Model INL Caldera Models
advanced grid modelling for utilization analysis e T . -
(8#) Current and Voltage sensors : sl Igegzpng a E]edricV:hi:ErCaharging
1 H rid Integrated =3 = Modbus I 5  SimulationPlatform
Findings: Jomeee Qg B = IS
Modbus| ZANFC Global MQTT \Lf \me::fmwﬂ -
° Models | Il — Broker a--mmmw SRR i
'I\goEdE'ﬁgg v %ﬁxﬁ;&;{mw Ac%ﬁ:ﬂ%m: 5
— ANL: IEEE HIL Grid Model T e A - |
— INL: Caldera Simulation Platform 5?55"'5; =

— NREL: EVI-X Modelling Suite
* Progress:
— Integrated HPC profiles into models
— Performed statistical analysis of real-world start/end SOC
— Model & setup megawatt charging sites within model

— Developed mixed-use (fleet/public) use case for
simulations

— Performing grid impact studies
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EVSE Characterization: Overview St |

U.S. Department of Energy

e EV Assets: EV Emulator (50-1000VDC), rated for 350kW

Initial Power
Transfer

Dizcharge 100%

Discharge
100¢%

EV Emulator
Load

EYSE Condition Categories Condition Metric Reguirement
23°C (Nominal)

Tolerance

Outside Ambient

40°C (Hot)
Temperature

-7°C(Cold)

FALSE (Nominal)
Request

Tsbrafile

No Limit (Nominal)

Duration
Smart Charge 2 Minutes

Requested Power Transfer
Discharge
50%

Managi
Mo Request (Nominal)

Scheduled | scheduling _ -
2 (min) After Charge Session Start

Mo Limit {(Nominal)

Valug
G65A (AC Input Current)

<5% coil length offset (Nominal)

10% coil length offset
X-Direction sth

25% coil length offset

40% coil length offset

WPT

Alignment <5% coil length offset (Nominal)

_ 10% coil length offset
Y-Direction

25% coil length offset

40% coil length offset

Z-Direction Unloaded (Nominal)

AB0VAC (Nominal)

Voltage 528VAC, 110% Nominal (Swelled)

432VAC, 90% Nominal (Sagged)

. . . No Harmonics (Nominal}
Grid Condition | Harmonics

5% Voltage Distortion

G60Hz (Nominal}

Frequency 61.2Hz {Increased)

58.8Hz (Decreased)

Dizchargs 50%

OkwW

Charge 50%

 Secondary-side

Chargs 100%

100-kW coupler

\ Primary-side |
1300-kW coupler

EVSE Assets: Production DCFCs (500A, 1000VDC),
typically dual cabinet topology.

Nominal test conditions:

- Voltage: 300V, 400V, 650V, 750V, 850V
— Current: 50 to 500A, 10A increments

— Nominal (23°C/75°F) ambient temperature
— Grid supply: 480VAC, 60Hz, no harmonics

Off-Nominal test conditions:

Hot (40°C/100°F), Cold (-7°C/20°F) ambient temperature

Grid supply: [538, 432]VAC, [58.8, 61.2]Hz, 5% harmonic distortion
SCM: 65A, 2min duration, TxProfile, 2min into charge

Wireless Power Transfer:

— X-direction, Y-direction, Z-direction offsets.

Vehicle-to-Grid (V2QG):
— 2024: Low power, test full capability
— 2025: High power, test full capability (Ahead)




EVSE Characterization: Low Power V2X Charge/Discharge Findings E‘CZST\/\\.

O
U.S. Department of Energy

Goal: Perform charge and discharge sessions
ca pturing high fidelity data, analyzing EVSE LP V2X EVSE Full Charge [V, A, kW] LP V2X EVSE Full Discharge [V, A, kW]

EVSE9_H8_EV21_15_LD_<500V: Full Charge 30-95% EVSE9_H8_EV21_15_LD_<500V: Full Discharge 98-30%

performance in multiple areas.

Findings:

* Typical Charge curve (constant current & constant
voltage), peak power ~19kW, peak current ~52A, 400V
battery.

—0¢ ge (V) ——DC Power (kW)

Battery SOC (%) —— AC Power (kW)

~
8 8 3
(V), state of Charge (%)

====-Power Transfer Request (kW)
——DC Current (A)

.
9

—— DC Voltage (V)
Battery SOC (%)

urrent (A), Power (kW)

Approx. Constant Power

Voltage (V), State of Charge (%)

Voltage

* Discharge curve doesn’t plateau like charging curve 7
does. Grid considerations come to mind, as these are T ) | Time
much different than charging curves.

— How would this look at higher power? Ex. 350kW

* Power factor stays above 0.92, however noticeable
drop-off above 3% AC voltage distortion

e Current THD also has noticeable drop-off in power

A PhaseB iTHD

quality, spiking up to ~40% current distortion. 2 ;s

— Current THD should be no more than 5%, typical expected voltage
THD at INL is ~2.5-3%

— Manufacturer insisted product meets power quality standards when
input waveform is good ' 2

AC Voltage Total Harmonic Distortion (%)




LP V2X EVSE Current THD [%]
EVSE9_H8_EV21_15_LD_<500V: Voltage & Current THD [%]
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. L EVs@®__ —
Overview: Fleet Utilization SCG|&¢/\.\\.

U.S. Department of Energy

e “We’ve collected EV & EVSE profile data,
but how are these assets being used in
real world applications?”

Total Charge Time {min), Average Over Hour For All Days of the week Hourly Vehicles In-Route, Average Over Hour For All Days

e Assets:
— EV and/or EVSE Fleets
— Using data collected by fleet from EV and/or EVSE

Average Time (min)

e Types of Data:
— Data Categories: Charge, Route, Other

— Time-series data: Hourly

- G ra ph ical Data: Charge Analysis Route Analysis Time Anglygi;
* Hourly, Daily, Weekly, Monthly, Annually. oo e s o ot T
 Averages or totals ] | e

— Types of Analysis: i . i
e Utilization Rates T ea o oma e sa o oen oo v T
° AV g Sta rt / E n d SOC J;obal Charg Time and El'\erg)lfzs‘0 Charge;t;t;z{g: :::1 E:;ing S0C B‘Ki'otal Route Time and Dislanc:o ) Route Starting ::d Endin;‘ soc

00 E
o

200 2
g
1003

Time (hours)
&

Average Power [kKW]
Weekday usage rates [%], etc.

S

2
500

4
250

0 0 4
4 60 80 100 01-08 0227 04-18 06-07 07-27 20 4 60 80 100
Date

0
01-08 02-27 04-18 06-07 07-27 50C (%) 50C (%)

— Relies heavily on OEM collaboration




Fleet Utilization: Charge Time Analysis EVsd— =

U.S. Department of Energy

Goal: Average a year’s worth of charging data to o A e ol
Create a thpical Week’s usage ” for Chargi ng Averaged Over All Hours of the Days cf::ce v‘ff?il:w Average dove All Hoursofth D y r_.\ft:[ u:?::rﬂ

time, compare 2 fleets

Findings:

 EV Fleet has higher overall utilization

Time (min)

* Both have lower weekend charging utilization R ”
e EV has higher night-time charging than day-time, ‘Wmmd TR IR
Opposite Of the EVSE fleet 0 Mo DDDTD OyoThk[ rnm] ! sunO-OOMWQIUOTgdeeTehkL‘l,?q:F;;lgﬁu]o Sat 0:00
ee ee
Goal: Average a year’s worth of charging data to Daily Averaged Charge Time [min]
create a “typical day’s usage” for charging time, e S T, TotalCharge Sesson Time - For Fes

for a single fleet

Findings:

e SMA & CMA calculated for plug-in time & charge
time. Scalar offset between plug-in & charging.

e Percentage breakdown shows hourly usage, mostly
overnight charging spiking at 7pm.

=
E
o
E =
=
@
o
©
<
<<

EV Fleet 1: Daily plug/charge time EV Fleet 1: Charge time % breakdown
16






EV
Final Touch Points STt |

U.S. Department of Energy

Thus far: Publicly accessible as of September 2024
NGP Technical Reports 2023 Revised Procedures 2024

@ —
CC Py

* Collected very insightful, thoroughly detailed data and
analysis surrounding EV, EVSE, and Fleets

High Level Analysis &

e Published 4 technical reports containing results for ST proseaues

ANext-Gen Profies Project Report A Next-Gen Profiles Project Report

Revised Test Plan &
Procedures

assets tested from CY21-23 : ——— .

December 2023 "
A NextGen Profiles Project Report A Next-Gen Profiles Project Report

e Revised test plan & procedures entering CY24 & - -
received industry feedback Neais

Desomber 2023

Moving forward:

* Looking to increase our scope, continue gathering data,
receive feedback from industry on what is valuable to be
gathered

* NACS, V2X, MCS target scope extensions moving into CY25-26

B ) .
EVs@___ - i EV Profile Capture [Time Series Charge Data |

e Technical update reports 2024 & Time-series data posted end SO st
Of CY2024 — - . EVSE Characterization

How to get involved!

e OEMs interested in participating in this study please
reach out sthurston@anl.gov




Open Project Partnerships Vsl

O
U.S. Department of Energy

EV Profiles: High power EV/EVSE partnership
~  HPC (150-400kW) EVSE & EVs
— Megawatt-level (800-1000kW+) EVSE & EVs

EVSE Char: High power and/or Bi-directional EV charging
infrastructure partnership

— EV emulator capable of high-power charging up to 400kW (500A max.,
920V DC max.)

— EV emulator capable of CCS-1 bi-directional charging up to 120kW using
ISO 15118-2 (2015)
Fleet telematics data partnership

— Looking to add another fleet to our portfolio, granting access to data
portal for NGP specific analysis

Data Analysis partnership

— Lots of data collected within NGP. Partner would use data to perform IntereSted in Pa rtnerin With NGP?

different areas of analysis for EV, EVSE, and/or Fleet pillars with an

industry perspective. Contact NGP Pl: Sam Thurston, ANL

sthurston@anl.gov




Thank Youl!

EVs @
SCOl&{\.‘\

U.S. Department of Energy

U.S. DEPARTMENT OF

ENERGY

Office of ENERGY EFFICIENCY
& RENEWABLE ENERGY




U.S. DEPARTMENT OF ENERGY

EVGrid Assist

ACCELERATING THE TRANSITION

VGI Vision




EVGrid Assist

 Enhance learnings through informational webinars and peer-to-peer sharing, drawing from
emerging research and real-world demonstrations and experience

* Provide pathways for stronger vehicle grid integration (VGI) coordination between electric utilities, regulators,
manufacturers, technology providers, and other stakeholders

* Collaboratively identify solutions to emerging VGI challenges

 Develop resources and provide data, tools, and analyses that support decision making

* Build capacity and provide technical assistance to support stakeholders as they develop and implement
solutions.

: U5 DEPARTMENT OF ENEROY
; .
_ EVGrid Assist
ACCELERATING THE TRANSITION |



https://www.energy.gov/node/4842796/
https://www.energy.gov/eere/vehicles/electric-vehicles-scale-consortium
https://www.energy.gov/eere/evgrid-assist-resources-reports-and-tools
https://www.energy.gov/eere/evgrid-assist-resources-reports-and-tools
https://www.energy.gov/eere/jobs/clean-energy-innovator-fellowship
https://emp.lbl.gov/projects/state-TA-program/

The Future of Vehicle Grid Integration e !'I
Il

L
Background veh I cle r

 Shared vision for a beneficial, EV-
integrated future where EVs are safely s th
and securely connected, reliably served, It _
and harmonized with the electric grid

* Informed by stakeholder input

 Each pillar details specific attributes,
which provides guide posts, offers
direction for stakeholders as they
develop products, identify opportunities
for standardization, and desigh new
policies, rates, and services, among
other activities.

JAAIAL
L |
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£Zes U.S. DEPARTMENT OF

Y ENERGY

7 DEPARTMENT OF ENERGY

. o
. EVGrid Assist
ACCELERATING THE TRANSITION




VGI Shared Vision and Attributes

Attributes of a Realized Vision PILLAR 3. STANDARDS-SUPPORTED INNOVATION

Harmonized grid, vehicle, and charger standards and clearly articulated
grid requirements allow innovation to flourish and new products to be

PILLAR 1. UNIVERSAL VALUE integrated into a robust, interoperable system.

PILLAR 4. CUSTOMER-CENTERED OPTIONS

PILLAR 2. RIGHT-SIZED INFRASTRUCTURE 1rgir

to the grid.

: rehicle, charger, and electric
grid are appropriately secure to mitigate manmade orfand natural
disruptions.

U.S. DEPARTMENT OF

ENERGY

: o LS DEPARTMENT OF ENERGY
- ’
EVGrid Assist
ACCELERATING THE TRANSITION

.8ov/eere/evgrid-assist-accelerating-transition



https://www.energy.gov/eere/evgrid-assist-accelerating-transition

@ https: //www.energy.gov/eere/evgrid-assist-accelerating-transition
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£ ChargeX Consortium Overview

8/31/2024
John Smart

Casey Quinn
Kristi Moriarty

CHARGE

consortium
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/

Vision
Any driver of any EV can charge on any charger the first
time, every time

O

1"' Mission

l Bring together EV charging industry members, national
laboratories, consumer advocates, and other stakeholders

CHARGE to measure and significantly improve public charging
reliability and usability in North America by June 2025

consortium

Scope
Focus on complex issues that require multi-stakeholder
collaboration and national lab support to solve and simplify

®
1 4 Y CHARGEX  pgoedy  GNLsmemiscny TINREL



Scope of Work

Defining the Charging N . : Solutions for Scaling
Experience Reliability/Usability Triage Reliability
» Define KPlIs Create fixes for: Improve:
* Develop and verify « Communication « Diagnostics
implementation instructions * Hardware * Interoperability testing
methods

Outcomes

» Labs produce recommended practices, prototype tools

 Industry adopts practices and tools, improves standards

®
/ 4 Y CHARGEX  pgoedy  GNLsmemiscny TINREL



/DC Fast Charging Use Case

o
1 1'9'.7'.‘5?‘.5'.5..... Argonne X ML woosiiony  SENREL




/ Focus on the EV/Charger Interface

Connector / adapter / inlet reliability and safety
EV/charger communications and diagnostics
Interoperability testing methods and tools

! 4

o
1 1’9% RGEX  Argonne ML wowwoisnsy LINREL



/AC Level 2 Smart Charging Use Case

Responding to U.S. national priority: Vehicle/Grid Integration

WELCOME!
READY TONGHARES

@
1 " CHARGE : AI’gOI'I ne Qim daho Nafionel lobaratory E:E N R E L
consortium NATIGNAL LATGRATORY - Tronsforniing ENERGY




/ Participants (s7 as of 8/31/2024)

Charger Manufacturers and Suppliers ABB e-Mobility, Amphenol, Autel, Bosch, BTC Power, Dover Fueling Solutions, Eaton,
Evalucon, EVBox, Heliox, loTecha, Qualcomm, Siemens, SK Signet, Wallbox

Customer-Facing Charging Station Apple Green Electric, Blink Charging, bp pulse, ChargePoint, Electrify America, Enel X Way,
Operators EVgo, FLO, Francis Energy, HeyCharge, KIGT, Koulomb, NovaCHARGE, NYPA, Rove,
SWTCH, Xeal Energy

Charging Network and Software Providers ampcontrol, AMPECO, ampUp, ChargeMate, Driivz, EV Connect, Noodoe, PIONIX, Switch

Auto Manufacturers American Honda, BMW of North America, Ford Motor Company, General Motors, Lucid,
Mercedes-Benz North America, Rivian, Stellantis, Subaru of America, Tesla, Toyota Motor
North America, VinFast Auto, Volvo Car USA

3rd-Party Roaming Hubs and eMSPs AeonCharge, Bluedot, ChargeHub, Emobi, Hubject

Field Services and Analytics Firms Atlas Public Policy, ChargerHelp!, Energetics, EVSession, Field Advantage, ReliON, Uptime
Charger, WattsUp

Consumer Advocates Cool the Earth, Consumer Reports, EVinfo, J.D. Power, Plug In America

Fleets Hertz

Payment Industry Stakeholders Discover Global Network, Nayax, Payter

Standards Organizations and Technology  CharIN North America, COVESA, EPRI, Open Charge Alliance, SAE Sustainable Mobility

Alliances Solutions

Research Organizations and Universities American Center for Mobility, EPRI, Transportation Energy Institute, University of California,
Davis; University of Washington

State Agencies California Air Resources Board, California Energy Commission, Caltrans

[
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Project Progress and
Next Steps

\Y 4
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CHARGE X
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/Defining the Charging Experience

Goal: establish customer-focused key performance indicators (KPIs) to
standardize how industry measures the customer charging experience

Customer-Focused Key 4
Performance Indicators
for Electric Vehicle Charging

Progress:

» Published a report detailing KPIs on chargex.inl.gov
« Drafted implementation guide for interim KPls

Next steps:
 Verify and publish implementation guide for Interim KPls
e Conduct implementation pilot

T o Hand off ownership of KPIl development to

~ standards development organization in Fall 2024

@
1 4 'qu RGEX  argonne? ML wsmmsiony  -ENREL



Ensuring Adapters are Reliable and Safe

Goal: ensure performance and conformance standards catch all major

failure modes

Progress:
« Completed rigorous failure mode and effects analysis for 4
different types of CCS/J3400 adapters

* Yielded numerous recommended actions to harden design
and conformance standards for adapters

Next steps:

« Connector / adapter / inlet hardware testing

« Communicate recommended actions to UL and SAE
committees (J3400, J3400/1, UL2202, UL2251, UL2252)

o
1 4 ’CHARG'— Argonne & ML wersoiay,  SENREL

Failure analysis completed for four adapter types



Increasing Charge Start Success with
Seamless Retry

Goal: institute process to automatically retry session initialization
after failure to avoid unplug/replug

ARGING
Progress: O EsSION
, ERROR
« Developed recommended practices for seamless retry
CHARGING
* Electrify America, BTC Power, and Ford Motor Company INTERRUPTED

demonstrated at CharlN North America Testival in June 2024 PLEAg(EB
UNPL

Next Steps:
« Publish recommended-practice report

« Work with partners to perform additional demonstration

[
l l, CII-IIARG E s Arggnn? :.iN ) dahe Mational Loborg ory z:z NRE“_I!U—



/Streamlining Timeouts

Goal: identify timeout issues in EV-EVSE communications and
recommend solutions

Progress:

* |dentified root causes of timeout issues in EV-EVSE
communication and drafted recommended-practice report

Next Steps:

» Publish recommended-practice report by Oct 31

@
/ I’QHA RGEX  argonne? ML wsmmsiony  -ENREL



ﬁ/EnabIe Diagnostic Data Sharing

Goal: institute common set of error codes and supporting diagnostic
information across industry to accelerate problem resolution

Progress:

» Published charger-focused Minimum Required Error Codes (MRECS)
and implementation instructions on developer-friendly website*

MAINT
» EVgo demonstrated subset of MRECs at CharIN North America {

Testival in Nov 2023 JgeneratedAr’: 2023-09-06T00
. . . . . . "seqNo": 0,
 Drafted Minimum Required Diagnostic Information (MRDI) for v-?vinma;a-v;
. . . "eventld": 1,
diagnosing the root cause of faults communicated by MRECs Fimestamp';*2023-05-06T00-08-052,
"trigger": "Alerting",
"actualValue": "50",
Next Steps: o
"techInfo": "Additional
» Full MREC implementation and verification by multiple companies )

* Develop MRECs for EVs and smart charge management
* Implement in open-source code repository EVerest
 Verify and publish MRDI

[ * .
/ " CHARGEX  prgonne(t L wmiisosy  ZINREL see inl.gov/chargex/mrec



/Improving Rigor of Interoperability Testing

Goal: Develop comprehensive set of interoperability test cases to
accelerate EV and charger product development

Progress: %

« Completed a comprehensive EV/EVSE Interoperability Test Plan

« Demonstrated subset of test plan in prescribed testing program at
CharIN North America Testival in June 2025

Next Steps:
» Update test plan for adapters, J3400, MRECs, smart charging

» Conduct second prescribed testing program at CharlN North America
Testival — California in Nov 2025

» Refine test plan based on learnings from testing events and feedback
from individual companies

[
1 l , CHARG E s Arggnn? :.im dahe Mational Loborg ory z::l: NREM!U—



/ Creating Remote Test Harness (RTH)

Goal: Develop first-of-a-kind testing system to conduct remote
interoperability testing with EVs and EVSE at separate locations

Progress:

» Developed prototype RTH

EVSE /
Test tool

. : —> )
» Successfully tested communication between oy [ prm— P
two RTH devices over the internet

Next Steps:

* Develop, test, and demonstrate RTH minimum viable product
 EV-to-RTH and EVSE-to-RTH interfaces
« Hardened enclosure
» User interface

[
1 JYCHARGEX  pgoyed) Loty FENREL



/ Any Driver, Any EV, Any Charger

> EVERY TIME

i_‘ —:-:'-.
7
..._

chargex.inl.gov

[
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Idaho National Lab:

Lab Tours &
Demonstrations

Sept 25, 2024

K R i IRV Office of ENERGY EFFICIENCY
ENERGY : I,'\?EI\?EWABLE ENERGY
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Overview: Tours and Demonstrations Sealez T

U.S. Department of Energy

5 tour stops: 20min. duration each

1. V2X Café: demonstration of DC bi-directional charging (V2G)
2. Cerberus: demonstration of a cybersecurity mitigation for high-power charging

3. Microgrid in a Box: tour of INL's “Relocatable/Resilient Alternative Power
Improvement Distribution (RAPID MIB)” capability.

4. Battery Test Center: tour of INL's large independent battery assessment facility

5. Caldera: demonstration of INLU's CalderaCast web tool with imminent public launch.



1. EVIL’s V22X Café Scaler—T

U.S. Department of Energy

Demonstration of bi-directional charging (V2G) with Barney Carlson

* BorgWarner 60kW V2G with Synop Energy Management system
— EV emulator: Dana EVCC, CCS-1 inlet, Bitrode battery emulator

e Ford 9.6kW V2H (Inteligent Back-up Power)
— 2024 Ford F150 Lightning

* Fermata 20kW V2G with Fermata Energy Management system
— 2015 Nissan LEAF

Fermata \!&5

ar B| dlrectlonal
| ’ ‘LEV Emulater




2. Cerberus: Cybersecurity Mitigation solution for EVC/ Scale—T8

U.S. Department of Energy

Demonstration of Cerberus at EVIL (Electric Vehicle Infrastructure Lab) With Kenneth Rhode

e 3 exploits will be launched against a 350kW charger

« 1. CCS cable thermal management, 2. power electronics control, & 3. instantaneous load shed

e Cerberus enabled demonstrates effectiveness and disabled highlights potential impact severity

I

'cmmnggmgawr —
Warnings, Alerts, and Events (WAE scores)

.
Collects data from 1...n 5I5 Core systems . i
E
Notifies station operator or Charge Network Operator (CNO)
| of charge site issues (opt.

- S

“ 350kW DC Cha rger P — o ldaho Nafional Laboratory

= =
- — - - Aggregator i Cerberus data stream (SSH)
— = “j N

| = [ -
B |
: |
|| (|

!' N S -

f Wy EV Emulator

XFC EVSE b X XFC EVSE XFC EVSE

rb Core Data Collecti
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3. Microgrid in a Box Sodes e

Tour of RAPID MIB

 RAPID-MIB is a portable, smart, self-contained microgrid with battery storage originally
designed for remote locations like military bases. As utilities face new challenges from
advanced technologies like renewables, electric vehicles and nuclear energy, RAPID-MIB

supports the clean energy future by stabilizing the grid.

Relocatabley
- Resilieney




EVs@
4. Battery Test Center SC"'&*”‘}

Tour of the Battery Test Center

The test facility provides 17,500 square feet of laboratory space equipped with tools that allow
testing of several hundred batteries at the same time, ranging from small cells to full-sized battery
packs used in today’s light-duty vehicles, stationary energy storage applications and other critical

support areas.




5, Caldera SHRESE S

U.S. Department of Energy

Demonstration of CalderaCast Web Tool

e (CalderaCast is a specific implementation of INL's EV Charging Software Suite
designed to provide a user-friendly web tool capable of forecasting load at a
proposed fast-charging station along an alternative fuel corridor.

Caldera: Software Toolkit for EV Charge and Behavior Modeling

Transportation Charge Load Grid
Modeling Modeling Modeling
Caldera CDM CalderaCast Caldera ICM Caldera Grid
o 3 !
L 3 /
®e © R
- @ ) N
+ “Charge Decision Module” : * Web-based tool for *  “Infrastructure Charge Module” + Aggregate large numbers of (@ ENERGY Y -
. i isions: forecasting EV Charging L charge events at the grid- Preditemsil P
Vehicle decisions: when i * Modeling individual charge " N i i S i I,
and where to charge. Station demand level for co-simulation with oo
Intended for public use, events otherimodels. e SRR
+  Stochastic model Y g ’ : OEEEE00 e
to help scope future EV * EV-EVSElntegration «  Smart Charge Management
* Agent-based simulation model station installation . Prod il E=
projects roduces power-profile curve «  Utilizes HELICS
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Logistics: Tours and Demonstrations Stale &

U.S. Department of Energy

Instructions

e Safety is top priority
—Closed toe shoes are required in lab areas
—No shorts
—No food, drink, chewing gum, or tobacco allowed in lab areas
—No photographs allowed
—Don’t touch lab equipment
—Stay with the tour group (do not stray off)
—Safety glasses and hearing protection are NOT required (but we can provide)

*You must be badged to attend the tours which are inside of secured INL
laboratories. Please display your INL Provided Visitor Badge or HSPD12.

*|f you are not touring, thank you for your attendance, we will see you
tomorrow a few minutes before 8:00 AM.



Walking to ESL for Tours
and Demos

Directions to ESL

Stick together as a pillar group.
Follow your INL Escort

Exit Meeting Center Lobby
Follow sidewalk North to Blvd
Cross MK Simpson turn right
Take first left across parking lot

Continue north and then left to
ESL Main Entrance

Ll L




Tour and Demo Locations at ESL SEFNE N
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Split into Pillar based Tour Groups

E\'s@
SCG|Q¢/'$\

U.S. Department of Energy

Please join a Tour Group aligned with the pillar
area that best matches your work or interests.

If the groups becomes very uneven we will have
to manually shift some attendees.

Wait for your INL Escort to depart toward your
first stop on the tour.

SCM/VGI: Front Right

— Jesse Bennett - Pillar Lead
— John Smart - INL Escort

HPC: Back Right

— John Kisacikoglu - Pillar Lead
— Eric Dufek - INL Escort

Cyber: Back Left

— Tom Carroll - Pillar Member
— Griffin Egner - INL Escort

ACGIT: Front Left

* Benny Varghese - Pillar Member
e INL Escort - David Smith

C&S: Center
e Ted Bohn - Pillar Lead
e INL Escort: Anudeep Medam

A102

Ir"lf"JIr"IﬁIﬁr'llf'lﬁIﬁﬁlﬁﬂlﬁﬁlﬁﬁlﬂﬁlﬁﬁl

|ﬁﬁ|ﬁnlﬁﬂ|ﬂﬁ|g§‘|§]ﬂlﬁﬂlﬁﬂlﬂﬁlﬂﬁl

) e
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Advanced Charging and Grid Interface
Technologies Pillar

Bi-Annual Meeting Stakeholders Meeting
Madhu Chinthavali

Prasad Kandula, Michael Starke, Omer Onar, Benny
Varghese,Thomas Carroll

Don Stanton, Tim Pennington, Lori ‘O’ Neil

9/26/2024

K R i IRV Office of ENERGY EFFICIENCY
ENERGY : I,'\?EI\?EWABLE ENERGY



Advanced Charging and Grid Interface Technologies BVsa

o Scalee—
Ove rVI ew U.S. Department of Energy

Vision :The Advanced Charging and Grid Integration Technologies (ACGIT) Pillar in an incubator of critical technologies
with focus on basic R&D of high-risk, high-return technologies and systems to advance the resiliency of EV charging
stations and equipment.

Goal : The ACGIT Pillar centers on the proof-of-principle of advanced hardware components, subsystems, and systems,
including scoping, benchmarking, and demonstration of advanced technology prototypes. Integrated virtual platforms
and tools are utilized to evaluate prototypes with the technology readiness level (TRL) of selected technologies raised to
3-5.

°® 4
(]
® ® . ® () Advance Use case
° Charging station Charaer Controls and development
sdvance Subsystems: rotot | in software de:\gﬂgtll!:ttion
© Components development P yping platform - Vi
o d I t : Virtual and
. l i evelopmen @scale
* o
. ) ) Library of power stages: + Noveltopologies that can . Software architecture and . Use cases for charging stations-
IR ISELe O G618 ) RIS Standardization techniques achieve efficiency platforms for resource integration large scale opplicgﬁo?ws
SeT'CO”dUC*OrS' breakers, aux power to achieve Plug-n-play improvements, cost reduction
BAREImE c o 4 dat or/and control simplifications «  Real time management of . Real time, CHIL test beds for use
) ) ) . ommunication and data resources beyond the chargers case validation for future
Establish testing practices and protocols interfaces for in-situ +  Converter control Y ° charging station architectures
i I monitoring architecture to handle . Multiple control schemes for
E:sl‘;::lenmg ig%ﬂﬁg&re"quw of the ) ) ) multiple modules mulﬁgle grid services for . Evaluation of novel station
- Diagnostics and Prognostics autonomous or coordinate architectures using @scale test
secondary control beds

* Advanced magnetics with high insulation
and low PD (partial discharge) while
maintaining compact size/weight that will
ensure reliable component life

Synergistic cross cutting technology opportunities with other programs - OE,GMLC u



Advanced Charging and Grid Interface Technologies: Thrust Areas
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U.S. Department of Energy

Address System Integration Challenges and Resiliency of EV ECOSYSTEM

Vehicle, Charger and Grid

Interface Technologies

» Topologies : Advance
component technologies
and controls for novel
charging functionality

» High power equipment
prototyping for heavy-duty
vehicle and similar

applications such as aircraft

* Flexible, modular, multiport
Interface configurations for

LD, MD, HD, off-road, and e-

VTOL applications

Resilient Charging and
Resource Integration
Platforms

« Autonomous controls for
charger, Power quality
issues

» Energy storage,
photovoltaic, and other
technology integration
solutions for Application of
V2X

* Novel controls station level
strategies.

* Data Privacy and
Ownership and DATA
strategy

Prognostics and Diagnostics

and Advanced Algorithms

« Al/ML techniques for
anomaly detection

» Subsystems and power
stages diagnostics

» Subsystems and equipment
prognostics

* Optimization for of
operation-based controls
for station

Networked Charging Station
Architectures Infrastructure

* Novel energy infrastructure
architectures

* EV substation design and
development for future
large scale muti-vehicle
stations

* Interface protection, safety
and interoperability

* Networked/coordinated
station segments



Pillar Approach Scale
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U.S. Department of Energy

Research Project

e Establish research to
validate resiliency

challenges and solutions
e 22o¢

Tools and Testbed
Development

 Establish tools and facilities
and equipment required
fo validate resiliency

challenges and solutions
°»222?¢




Resiliency Challenges

E\'s@
SCGl&{'\.}\

U.S. Department of Energy

AC grid
connection

Lines

3

Lines 2 ;
—@—I—- SE

Grid Interconnection

* Line faults

* Transformer failures
« Grid outages

« Capacity limitations

EV Charger Failures

« Software issues

« Cable fractures

« Communication
Failures

 Bad actor Infrusions

S

$ Human
Financial User

Software

System
‘ll Charger ([ Electric
h ardware m Vehicle

T

Utility

abs.

EV
Statio

<

il

-
L ]

Electric Vehicle
Charger

Converter Failures
(Considering Different Topologies)

Control Responses (external and internal

failures)

Component Failures
Active 3-¢ interleaved buck
Rectifier converter
(AC-DC) (DC-DC)
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Solutions for EV charging resilience in response to grid EVs@—

Scaleg—

disturbqnces U.S. Department of Energy

What role can EV charging stations (multi-MW) can play
in supporting grid during transients? * Primary frequency

: : control
@ 'S'rigf'j‘;‘g @ Vzgage@ e Inertial support (0.25
? Three cycles—-0.19)

q Line 5 major « Fast Frequency
outage : supporting response (0.1-10s)
] ] | *n ] roles » Secondary frequency
o 4 === 4 >_ control (> 60 s)

e Tertiary frequency
e > e e e control (minutes)
Routing & Scheduling : Microgrid . Ride-through
Authority-level Station-level Control-level

Charge ramp rates limited by EV BMS, EV

charging stations may only provide limited EV charging stations with staftionary storage

can provide full primary frequency response,

primary frequency response by simply . .
. -
dropping the load — not V2G but need Grid-forming technology




Project 1: Grid Forming Charger: Prasad Kandula %%%KGE SETSS N

National Laboratory U.S. Department of Energy

« Objective: is to develop a fully integrated charger/storage system with the grid interface converter enabling
advanced functions such as operating as an islanded system, responding to grid fransients

« Gaps: Fully infegrated charger capable of providing grid support functions (respond to frequency variations etc)
and ability to operate under islanded/grid connected modes.

* Main challenges:

« Grid interface converter providing advanced functionality while considering DC side dynamics, transient
free synchronization/islanding, supply for local unbalanced loads.

« Coordination of multiple DC/DC converters and co-ordination of multiple grid forming converters to ensure
oscillation free operation.

* Projected Outcomes: Use charging systems to improve Grid or local system resiliency

K=aTd e

13 kV/480V | 20 kHz

Integrated charger (Grid to vehicle) with Advance Grid Controls : Grid Forming Charger (ZJ



APD / Neutral leg Modular HB

480V
*— J: é— I To vehicle Damped LCL filter .
20 kHz * — _L”MWE
Features

e Bi-directional ,1 KV class, 480 V AC, 1000 V DC

(ionyqr’[qr vo.ltﬁgq il[;]

« 4-wire grid interface, Grid-forming operation ||” \"\ H |ll'||||”|||||'| M || ||||||||||I|I|Il|||| |||“ |H"|HH|”'I | | ll\h |.|| l\h | ||“|w|
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« Grid connected mode: H"u” ||”|| ”hn"‘uﬂ\lﬂ‘ I \|||||‘| J[||I|“||II' ‘3||“ \||‘\ l"lu'”\"l I ”'IH'u' |‘ | ”"u‘||'u||'|||\||“|| H\
- Inertial support under grid disturbances
\ Minimal current transients
- AC droop controls l" — —_—
i |”|'||” \|I|“\I|u“\||'|‘II'\|II|“‘|\|I|“\‘||||\|‘|'||“H"l‘|\I\”||||H|I' I\H|||H'|'I||'IU|"\H"H""|'|"||‘
| | \ ' |
. . . : T | | | | ' I ‘ h s IJJ W’
* Islanding mode: YU AU tecmese il

- Ability to form local micro-grid

Grid connected

- unbalanced operation capable Converter frequency 0.05 Hz/div l —
|

e Adaptive virtual impedance

* Integrated vehicle comms and isolafion monitoring :
CHIL results for the charger supplying local AC load



Integrated charger (Grid to vehicle) with Advance Grid BVso

Controls : Grid Forming Charger e

3 i @S = To vehicle
20 kHz *

i
&

= NS
Phase-to-Phase

(X Yolloges | X o= A 150 kW Dual Active Bridge Prototype

3-phase 4-wire Converter = 30% lower volume than the first version
- Expenmental results at 20 - v

V1:36"x 20" x 11"
'frliiﬁvceﬂréi%*f V2:30" x 18" 10" (30% reduction)




Project 2: Hybrid Wired and Inductive HFAC

OAK

RIDGE
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SCGlQ{'\.\‘.\

U.S. Department of Energy

Charger : Omer Onar

Objective: To develop and validate a universal power electronics
architecture with high-frequency AC link to enable interoperability and
increased utilization of grid and vehicle interface technology with
optimized footprint and cost

Gaps:

— Interoperable: can supply high power conductive or inductive charge
dispensers

— Compact: optimally shared PE architecture with HF AC link: Hybrid
Wired/Inductive

— Reliability: increased reliability with modular restructuring of architecture

Main challenges:
« Planar coil designs and flux shaping
« Control complexity for power sharing

Outcomes: Modular, Scalable, and Interoperable

- Power can be tapped at DC and HF AC points
- Suitable for conductive and inductive charge dispensers

« Increased utilization, interoperability, and flexibility

National Laboratory

Transformer

@

and
| AC to DC

!

DCtoDC 1

Lo

DCtoDC 2

o ]

DCtoDC3

o |

¢
[jﬂ [ HF‘AC ]_ [ HF‘;‘AC ]_ HE rf::c
o )| (o )| [ )

! ! !
Conductive Conductive Conductive

charge dispenser 1

A J
Inductive

charge dispenser 1

charge dispenser 2

Inductive
charge dispenser 2

charge dispenser 3

Inductive

charge dispenser 3



Technical Accomplishments : Flexible Multi-port Vehicle and Grid = [giiesess

Interface Architecture - DC/HFAC/DC (Flex-Charge)

Primary side ~ Compensafing |————— . Secondary side Conductive
inverter nefwork | I | power electronics Charging Port
— 588\ — pray 11 .Ji |
=" JS} | : : l JS} — . . \
= el ettt Conductive Charging path \

Inductive
<+ Ground Assembly —» | Charging Port

WP e

Integrated HF : 1 3 —— * _
Transformer | | —
and WPT | [ [ —— || Battery#2

Coupler L _ 1L _ _

Compensating
network
<+—Vehicle Assembly ——»

Integrated high Frequency power electronics inverter stage Inducfive Charging path

11 x le5 11 x le5

1.0 1.0
Z0s S Y S S . - Integrated WPT coils and High Frequency
i1 o sy | somw o 207 00N TS0 [ S0 o 100 Isolation Transformer at 85 KHz

0:5 0:5

Output Power at Wireless port 0.4 Output Power at Wireless port . .

o 1S s Transmitter has 2 sets of coils — DD and QQ
5;: e « inductive receiver has a DD coil
= Tos + conductive receiver has a QQ coil
z Y z .
=04 =04

02 Output Power at Wired port 02 Output Power at Wired port

0.0 0.0

02 04 Timg'gec) 08 ! 02 0.4 Timggec) 08 10 u



Project 3: Megawatt Scale Charging Resiliency OAK  EESECEN

° RID GE U.S. Department of Energy
Michael Starke Natiomal Luboratory [N

Objective: Develop resiliency improving approaches for heavy duty (HD)
class EV charging systems.

. Failure Modes Event Analysis

EFFECT

Gaps: Resiliency methods and evaluation tools for supporting MCS
architectures

Challenges
MCS architectures and topologies are in still in development with resiliency often
not considered. ‘ ' ‘ FAILURE Detectlon
C/M/E

*  Many different resiliency improving options to consider. \ o
* Modeling should be able to adopt new architectures and topologies quickly and r \

evaluate them with real-time solutions efficiently.

2. Identification of Opportunities

Outcomes: Resiliency improving techniques developed and proven in real-time
simulation environment

| » Future
Single Charger I Station level design
Resiliency I 2 . and f:ontro! for o
Improvements (DC ~> improving resiliency %

Fast) | (Microgrids - Charger)
| »

® T @ ® ®

> 1
)
> I Charger Network 0‘_-,6\ Station level .
Resiliency (MCS) evaluation for 4. Evaluation of Resiliency Improvements
| resiliency using tool
| (Microgrids -
Charger)

Initial Automation Tool | Initial Automation Tool
(EVSA/Typhoon-HIL) | (EVSA/Opal-RT)
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Megawatt Scale Charging Resiliency SAEESS N

U.S. Department of Energy

MCS Schematic 4

4 N\
1
Bk EE | [5d EF hk )
5 ~ IMW = 3l
% 2'3 [ [ L L
= | M SR I & ] b & ]
g \ — S T
= —
175kw 6 6
AC-DC Controller DAB Confroller
9,10,11 9,10,11
MCS Power Electronics Topology
. Failure Mode | Cause of Fault | Fault Detection m Fault Response
|.|S|' Of I m porfd ni. MCS CO m pO n e ni'S ¢ System dynamic Grid voltage sensing Impact on DC Fault ride through
response after fault voltage control, low w.r.t IEEE 1547
Lightning strikes or voltage oscillation + Components and
D Com ponen‘l‘ 1D Com ponenf 1D Com ponen‘l‘ switching fransients infroduced for higher controllers designed
Grid O It It for full f
T —— e o o | Geeaset e
. - g itor, li¥
1 Grid 5 | mepemines | © S S amose+ Soone
overvoltage not
clearedin time
2 AC Filter 6 Sensors 10 Controls + Faults upstream Grid voltage sensing + Impact on DC voltage + Fault ride through w.r.t
(transmission level) control |EEE 1547
H 1 e | d AC-sid « Controller desi d
A VP DAB ;;  Communicatio 1 Lo AT | e
Converter n Grid _ accepiable
Grid Undervoltage undervoltage
Q Transient * ACCi t limiti
- | e e e,
4 AC-DC 8 Charging tbe
Converter Cable i Slasd

undervoltage not
cleared in time

* Imbalance between Grid frequency * Properly designed * Fault ride through w.r.t
generation and load calculation AC/DC controller |IEEE 1547
Grid should be able to » Design AC/DC
Underfrequency/ handle acceptable controller for full range
Overfrequency frequency issues with of acceptable
Transient no impact frequency operation

+ Shutdown if transient
not cleared in time



Device fault ride through (DFRT) strategy EVsO— =

U.S. Department of Energy

EV Charger Single EV Charger (400 kW)
Lines — > MV LV Active 3.4 interleaved
AC mai ﬁ || - Transformer Circuit (l}&eCCtglg bl?ck converter
mains ﬁ = 4 13.8-0.48 kV Breaker - (DC-DO) 1 1
- Objectfives
(MY network) - - J
: R —5|
—@—I—/ ﬁ‘[‘@ ac | b I lEV
Switchgear W | Gridl N — R - Fast protection and DFRT
(MV breaker) EH-& ¢ =
— . . .
=l =1 Open Circuit Fault (S1) « Active status monitoring
oo+ | | 7 o
I e e |
iRt L, « EV charging
C | | | | Ci“ I\ I\ . _0
b Dé: Ve, bus | | | | pr— 4\ '_|+
e — 7\ Ve, link I | I | Vin,bus Vin,link [ ) olink | | m G n O g e m e nT
#% AC Contactors S4 Sﬁ%} : I : | S S4 S6 |1
(Main & [ | "{] } C Vobus
Precharge) bﬂ} Y L] bk >-‘:|} O—l_\I, /. ;L'l,: i}
DC Contactors — = DC Input Contactors DC Output Contactors —
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N gy IOUN gy N sy INGIN IS 200

EV Charging Open Circuit Fault Charging Current  por temporary OCF only: OCF in HBI is cleared &

2024 Energy ConverSion CongreSS Ond :Ijaj% Start Command (OCF);)Icginred in Compensation System Warning (WRN) is reset by Agent System
Exposition Prize : First Prize Paper Award j:EI}% \/ + \
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Project 4 : EV Charging Anomaly Detection and Resilience EVe@
Monitoring Benny Varghese: INL TNL RS E=S

U.S. Department of Energy

Autoencoder-Based

' |
« Objective: To improve resilience of EV charging i i
infrastructure with a focus on Anomaly Detection i ML Algorthm e i
and Resilience Monitoring i rmommat Behpio ‘ i

|

|
|
|

* Industry gaps: Limited MCS infrastructure
deployment or hardware test-bed environment

* Main challenge: Availability of high-fidelity data
sfreams across a large area covering multiple
charging station operators

* Projected outcomes: Understanding resilience
requirements and developing detection methods
to identify anomalous behavior in EV charging evse
STOTionS e s

Event Classification/
Response

|
|
Physics-Based ML Trained I
|
|
|

System Model Model
|
—————————————————————————————————————————— |
ADS Operation

Sensor Data

Local Data
Processing at
Charge Site

CCS/CAN
"| Communications

A 4

Normal

SIS Output Data

Abnormal

« Anomaly detection system frameworks explored to detect cyber
and/or physical anomalies in EVSEs and EV charging stations based | ks wigwmee |
on the following data streams:
« Physical sensor measurement data from the EVSE - voltage, current, temperature etc.
* Input CAN communication to the EVSEs
« OCPP communication between CSO and EVSEs



Ongoing and Future Work:

Develop a Resilience Monitoring
dashboard for EV charging
infrastructure

Real world data for ~6000 charging
stations and ~12000 DC charging
ports across the US

Current data limited to CCS and
CHAdeMO ports

6 months of aggregated charging
session data via OCPI

Dataset for ML tfraining includes real
world data along with fault data
emulating cyber-physical anomalies
and other resilience events

Industry collaboration with Paren
(EVSession)

Academia collaboration: Virginia
Commonwealth University (VCU)

Training Data

Real world EV
charging
session data
Semi-
Supervised
ML Model

Emulated
anomalous
session data

Anomaly
Detection

Resilience Monitoring
Dashboard

EV Charging Stations Map




Project 5: Charging station controls for MCS architectures \35/ EVs@ \

Scal o)
Thomas Carroll Pacific Northwest u.s. Dep%t’;-rDEnergy

NATIONAL LABORATORY

« Objective: |Identify and evaluate
architectures, controls, and strategies for
resilient and secure MCS depots

« Adapt to site and service application:
— Station Interruption frequency average
— Station Interruption duration average
— Station Interruption service recovery

« Resilience may also be further evaluated

Source:

by d e 'I'e rm i n i n g W h e ‘I' h e r V e h iC | e S O re https://electrek.co/2024/05/06/wattev-opens-us-first-megawatt-charge-station-with-1-2mw-speeds-and-solar/
charging in accordance with a defined Use Case
set of expec’ra’rions « The facility features off-grid megawatt charging capabilities.

- . . e Three 1.2 MW Megawatt Charging Systems (MCS) installed
 Resiliency reduces deviations from 9 ging Sy (MCs)

expectations when disturbances occur * A5 MW solar field spans 100 acres
. - This enables the MCS charging to be decoupled from the grid
or stress is encountered

- Room for expansion up to 25 MW

« 3 MWh, 4 MW Energy Storage System u



Prototype OCPP APl Gateway Sdpe X

U.S. Department of Energy

» Prototype Extensible OCPP 2.0.1/2.1 Framework: Autonomous
Designed to facilitate seamless integration and Controllr
experimentation with OCPP-compliant systems. OCPPX @

- Bridge Between Simulation, Real Hardware, and
Software: Facilitates inferoperability among
simulators, real-world chargers, dynamic load
management conftrollers, and Charging Station
Management Systems (CSMS).

id: 2

CSMS

200 OK
Content-Type: application/json
{"ocpp_msg": [3, "23984792",
{"status": "Accepted"}]}

Charger Emulator/
Simulator

* Prototyping of Advanced Programmatic Features:

- Integration of fleet operation and charging management,
including setting State of Charge (SoC) targets based on
vehicle

- Automatic restart of charging sessions following
unexpected disruptions.

- Dynamic load management based on priority to optimize
revenue or power distribution.




Unique Capabilities Generated by Labs to Support: Multiport Charging Station Test  EVs@ =
I DN
Bed at ORNL: 3 Ports Up to 500 kW e iole)

ORNL RT-simulation system for RT evaluation of control solutions and @scale test beds for
advanced technology prototypes evaluation

Electrical
Isolation

Resource
m— Emulation

ORNL
Developed
PE Hardware

O ?g VENDOR

o
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ORNL DC FAST WIRELESS
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Unique Capabilities Generated by Labs to Support :EV Charging |S™§ .

Idoho Natindl Lobarclo Sca |Q¢r/'\.
InfraStrUCtu re @ INL ! U.S. Department of Ene.rgy
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Unique Capabilities Generated by Labs to Support PNNL EVso o

simulation system large scale modeling =Wl

« GridLAB-D simulation
4 M I Vehice Vehide
riva Coordinator
« INL's Caldera EV g [N [N
charging simulation M - 1 -
o™
« Fast Charger Emulator 3 80V GrdLABD Station
\[] v e Model
« OCPP Service
Framework O~ -O—
ESS
« Resilience Through Dato-
Driven, Intelligently Caldera - - -
Designed Control Charger |
( RD2C ) Interface Charger




Wireless Power Transfer (WPT) for EV Charging

Ongoing collaboration with Porsche beyond the successful
demonstration of the 270kW ORNL patented polyphase
WPT system.

BMW has jointly developed a 22kW polyphase WPT
system. Additional collaboration ongoing.

BorgWarner has joined efforts with ACGIT to develop new
polyphase topologies for manufacturing.

Active WPT projects with Cummins Inc., Stellantis,
Volkswagen, Mitsubishi, and US Army GVSC




Partners:hlp Opportunities — EVs@Scale Advanced Charging and Grid E‘é?,%?\\}.
Integration (ACGIT) U5, Departmant of Enerey

e Converter Technologies

— ACGIT technologies and testbed are being used in conjunction
with BETA and UPS to create a multimodal charging
infrastructure that supports both ground electric vehicles and
electric aircraft based on Combined Charging System (CCS).

— DynaPower is engaged in transitioning ACGIT EV charging
power electronics tech. to product proof of concept
opportunities.

— evtransportationalliance.org: The R&D performed under ACGIT
is being shared with the alliance for engaging utilities, industry
partners

— HONDA: Is interested in exploring data related and systems
integration R&D

e MW Charging Station Resiliency nterested in Partnering with ACGIT?

— Pilot / Flying J is working with the ACGIT team to explore ways ) ) )
to extend resiliency improving platform and control techniques Contact ACGIT Pillar Lead: Madhu Chinthavali, ORNL,
to MW EV charger stations. Identification of potential resiliency chinthavalim@ornl.gov

challenges across an EV charging station and DER integration.

Don Stanton: Electrification Program Manager,
stantondw@ornl.
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Objective: Codes & standards support priorities focus on development of the most critical standards for EVs at
Scale, i.e., high power DC charging, storage (microgrid, DERMS) integrated with DC charging, vehicle-grid
integration, high power scalable/interoperable wireless charging, vehicle-oriented system standards and
energy services to support transparent optimized costs/delivery.

Outcomes:

— Complete drafts of SAE J3400 NACS, J3271 Megawatt Charging System (MCS), AIR7357 TIRs

— Develop and demonstrate a reference implementation of J3271 MCS EVCC/SECC controller

— Develop phase two of Open API Energy Services Interface (ESI) implementation

— Complete a study w/summary reports in support of identified high importance standards

— Active participation in SDO standards meetings/committees to close gaps in EVs@S standards

OAK
RIDGE
¢ Yashodhan Agalgaonkar Natianal Laboratory
Theodore Bohn  Richard Carlson * Jesse Bennett * Veda Galigekere e Brian Dindlebeck
Mike Duoba * Anudeep Medam * YukiHatagishi e Omer Onar i O’Nei
_ p_ « John Kisacikoglu * Lori O’Neil
Jason Harper * Tim Pennington « Namrata Kogalur * Don Stanton e Richard Pratt

Dan Dobrzynski Benny Vargheese * Jonathan Martin
¢ Andrew Meintz
¢ Vivek Singh
¢ |saac Tolbert

e Ed Watt



Constant Evolution: The group of lab team members focus is on stds most relevant to EVs at Scale

Priority Areas: (it is now year ~3 of 5 year EVs@Scale)

— EVs at Scale standards support focus is mostly on scaling charging capabilities. l.e. how to serve more
vehicles in more locations without exceeding resource limits, for a spectrum of vehicle sizes/classes
(from light to medium to heavy duty; commercial and passenger cars)

Charging rates from 30A to 3000A for conductive/wireless methods, AC or DC, pgrid, etc

— Electric power delivery oriented standards areas; V2G, local DER, integrated storage, system controls
including the Energy Services Interface method of bi-directional information exchange leading to
contract based optimization of resources, DC as a Service, communication protocols

— Vehicle Oriented System Standards (including non-road, electric aircraft) that include on-vehicle
systems (power take-off, refrigeration units, battery management, battery safety, etc.),



5 Lab Teams in FY2024 Covering ‘Top 10’ Standards Areas:

National Lab participants each proposed support/development within the ‘top ten’ areas for EVs@S

General Standards task areas (shorthand summary)

NREL focus on MCS coupler testing, system architectures/impacts study, J3400, P2030.13
ORNL focused on wireless (WPT) topics for standards; new topics in FY25

INL on WPT, P2030.13 (grid side of charging)

PNNL on heavy vehicle charging stds, P2030.13

ANL on ‘umbrella’ (chair of multiple stds groups) coverage of ongoing W&M stds, ANSI meter stds, IEEE
P2030 series (.5, .11, .13, etc), NACS, MCS ‘everything’, SST/DCaaS, emphasis on communication and
reliability, (summary chart of active EV charging/safety standards; testing/data in support of standards)



1)
2)
3)
4)
S)
6)
7)

8)
9)

J3271 MCS, including technical/testing/interop tasks

Includes AIR7357, IEEE P80005-4, xMCS, rMCS (mining, aero, etc)

J3400 RP-V2 more of the same, safety/testing concerns; identify stakeholders capable of offering a
compliance mark...and what the process should be, who/how; compliance testing procedures (NACS)
Building codes impact of VGI....

J3400/1 TIR adapter compounded J1772/NACS safety headaches, UL2252 parallel safety standard
IEEE P2030.13(v2)/P3105 Solid state transformers; specifications of MV fed systems, DC
distribution, circuit protection, AHJ oriented test/certification in lieu of UL listing (not applicable for
>1500v MV). Set up rules for acceptable solutions (a book to point at)

ESX Energy Services exchange that is included in P2030.13, UL3141 and V2G related standards/use
cases.

Weights and Measures related standards group and applications; RSA examination, EPO30/results
sheet for field verification, HB44-3.40, 3.41 NUEMS, OIML G22, SP2200 regional transfer standard
SAE J2953/3 Interoperability for AC/DC charging digital communication.

International programs and EVSP roadmap support; global harmonization concerns, (IEA Task 53),
Portfolio of important standards that are not in just one area, or have a task associated with it:

J2894, J3072, UL1741 SC (V2G), J2990, J2997, SAE Communication ‘spectrum’(spaghetti chart),

10) Heavy duty wireless, Dynamic wireless, light duty/infrastructure (and W&M)



Status excerpts on active standards committees support by topic 4E resources, via labs/contractors

EVSP EV Standards Roadmap; Published June 2023; FY24-25 quarterly update maintenance (ANSI contract)
- |EEE P2030.13 DCaaS Functional Specification for charging system feed; published/for sale; version 2 proposed

- SAE J3400 RP (NACS); Published September 2024, RP V2 published in December 2024? (after ‘some’ testing)
J3400/1 CCS-NACS Adapter safety; TIR to be published Sept-Oct 2024; discussing testing procedures

- MW Level stds (J3271, AIR7357, IEC80005-4, rMCS/xMCS{3000v/12-24MW3}); J3271 RP weekly meetings (Oct 2024
published), interoperability test stand, MTU Pettibone vehicle reduced-to-practice, open source EVCC-SECC controls

- Energy Services Exchange (ESX) implementation; based on P2030.13, Phase 2 under way (OpenADR3.0), website up
-  Weights and Measures; Meter drift study, GUI for off-the-shelf HB44 test tool; HB105 transfer standard guide
- ‘Other’ SAE/IEEE standards on interoperability, reliability, safety, recycling, etc: moving forward/expanding scope

- Mike Duoba EV Variability study/project(s) expanded study is planned {SAE 11634, J1711, J2908, etc}
- Wireless Power Stds; 12954/1 light duty published; J12954/2 Heavy Duty TIR released, J2954/3 dynamic charging



Working together as a global team: National Lab participants in these and other standards areas need
to have consensus between overlapping standards. There is not one ‘global’ Standards Defining
Organization’ so all the SDOs have to harmonize standards as a foundation for global interop.



Fixture based in HV cage at 2G Engineering (leveraging HB44 testing fixtures); Vector vSECC-MCS controllers
Chroma 62180-1200 two quadrant 18kW/1200v/40A power supply with CAN, Ethernet, USB and other comms
NHR 9300 is also a 1200v two quadrant power supply, 480vac input, 100kW/335A (constant power curve below)
ANL Power Pyramid air cooled modular load bank; 1200v/120kW mobile shelving example below; up to 2500A



EVSE

SAE J3271 Coupler manufacturers (8), ~UL2251 certification
Amphenol, Cavotec, Evalucon, Huber+Suhner, Phoenix Contact,
Rema, Staubli, T.E.

- 13 Companies developing MCS communication controllers
~32+ companies MW MCS EVSEs in development/pilot projects

ABB, AiP, Alpitronic, Autel, BTCP, Cavotec, (CAT), Charge America,
Siemens, ChargePoint, DesignWerk, Heliox, Hitachi Energy,
iICharging, Imagen Energy, Kempower, Nxu, Power Electronics,
Samsung, Siemens, StarCharge, Tritium, Vestel, Zerova, AK power

Dual output J3400/J3271 NACS-MCS
demonstration w/200A-1500A cables
Platform for open source
communication controllers and
interoperability testing.

Ethernet

PHY1

PHY2 Transceiver

Communication

Charge Enable Basic

S

~ Insertion Detection

[T

S
PE




11

25 test articles; 9 bench DC meters, 8 AC, 8 DC EVSEs running for 1.5 years now; monthly samples

Continuing reference meter evaluation (4 power analyzers, 12 compared voltage/current/power channels),
10x 6.5 digit precision DMMs, precision AC/DC reference sources; 1500v/600A)

Array of current sensors (50A to 5000A)- photo below of comparison on series current source/conductor
through 13 flux gate sensors (same current conductor through all sensors; compare measurement variability)



e Large and small (30A-500A DC) testing sessions; air cooled loads and vehicles (J3400 600A cord to Cybertruck);

MCS on display, group tour of BTCPower manufacturing/testing facilities
Backpack sized 25kW

AC ‘Load bank’- $150

200kW DC Load bank

Sub $1k CCS instrumented 30hp fan power...
test cable- 500A (low cost)



< ESX Recent Progress

— Easy to remember website has been launched; https://esx.energy/ Features and demonstration description; ‘Join Us’ tab

— Phase 2 of the project moving along; implementing features (VTN, public API, OpenADR3.0,..) described at last EVs@S meeting

— Key ESX features include: Real-Time Management; Standardized Information; Integration and Coordination

Barclay’s workplace charging 500kwW
50% curtailment event, New York City

ESX Architecture


https://esx.energy/

1

PLUG & PLAY
DER CHALLENGE

GMLC launches
DER Plug and Play
Challenge

launches
as Charge
Network
Operator

EVoke resellers install
000s stations in NYC

NYC POC 1500+

chargers Norway POC

mapped to 82

IoocFI)':ones over 5,000 DCFC

highlighted in mapped to
DSOs

Europe

ESX presentation
EVs @ Scale meeting

2021

SEPA EV
Managed
Charging
Whitepaper

. | 2022
ANL/DOE fund
ESX Phase 1

[ )

2024

Phase 2 funding




COMPLETED @

QI ESX Business Requirements
Document [/ UI/UX mockups [ API
schema [/ DB schema

Q2 ESX Advanced Load
Management APIs based on OCPP -
fixed limit, peak shaving scheduled
load, demand response

Load Management integrated with
ESX based on OpenADR 3 and FAST-
DERMSs principles with Con Ed 82
load zones and 1800 chargers

OCPI support notifications & opt out
Q3 ESX generates NEVI EV-ChART data
format in realtime with OpenADR 3

IN PROCESS @

Q3-Q4 Field Test

@ atacorporatecampus

Over 600 EV drivers

96 L2 EV chargers

500kW average daily peak load

1.44 MW solar PV

Real world demonstration in day
ahead & real time markets

Documentation



Accomplishments

 NREL investigated V2G inclusive
programs and standards and has
identified V2G AC ecosystem.

e NREL confirmed that the UL 1741SC is an
enabler standard for the V2G AC.

Next step

e The research outcome will be presented
in an industry-led forum.

e Support UL 1741SC development

e Evaluate UL 1741SC with a focus on
conformance perspective

Legend

— Arequires B

———— Arequires BPLANNED

Interconnection Requirement

IEEE 1547.1-2020

IEEE 1547-2018

UL 1741SB

Interconnection

Rules (e.g. R21)

V2G AC PEV Requirement
PEV — EVSE V2G Communication

SAE J3072 IEEE 2030.5-2018
Upper stream V2G Communication
UL 1741SC
[Draft] IEEE 2030.5-2018
//
’ V2G AC EVSE Requirement

Standards

L] T
SCM/1S0 15118
(DER+sam/sEP2 L (Y—()

Plim, status... /

Zigbee, Matter...
,_ Meter data / SEP2
"~ SCM / OCPP

Communication Path



EVSE

1 e [ SAE 11772 EV charging syste
Accomplishments R e evosngoen

Battery

oY S

[\SAE J1772 interface

« NREL implemented a e = L
to an b
EVSE and evaluated the response of e
EV and EVSE. e
* NREL harnessed the result and Evaluation Setup F/D Result at Ipre =32 A

modelled the EV and EVSE response
for further analysis.

Next step

e Evaluate the value of the approach
with the model.

e Work with SAE and industry. EVSE + EV Response
Extracted Model



= Testing cycles at different:
— SOC states

— Thermal states
= = Mostly similar results
Reoccurring Differences:
ﬂ Cycles at lower SOC, increased efficiency

E 15t HWY in SMCT slightly better because
higher warmup state

New Issue:

Why such a large discrepancy in first cycle
(MCT and SMCT should be same here)

(newer procedure in BLUE)



- J3271 — Megawatt Charging System for Electric Vehicles
— 10BASE-T1S is the official PHY Layer as chosen via IEC 61851-23-3/TC 69
— Investigating Bilingual CAN FD-10BaseT1s coexistence

— Future work
- 10BASE-T1S Testing
< CAN FD coexistence testing

e Other C&S Support
— NISTIR 8473 - Cybersecurity Framework Profile for Electric Vehicle Extreme Fast Charging Infrastructure
- Published 10/2023
— CharIN EVSE Threat Model published



e SAE J2954/2 released, and J2954/3 work in progress

Update reflects heavy duty electrification charging needs

New power transfer levels and air gaps for heavy duty electric vehicles

Addresses static WPT requirements, J2954/3 to address dynamic wireless power transfer (DWPT)

No bidirectional power transfer

Recommends methods for evaluating safe operating electromagnetic emissions

Differential Inductive Positioning System (DIPS) chosen as alighnment methodology for the light duty J2954 standard
Enables automated parking and charging for autonomous vehicles

Uses low-frequency, low-intensity magnetic fields from multiple coils on the GA to determine alighnment

= P2030.13 DC as a Service guidance; published, version 2 planned (overlap w/MV fed system stds)

Provides guideline for development of functional specification for fast charging station management and control systems

Includes integration of local energy sources, including renewables such as solar PV generation and battery energy storage
systems

Includes energy management and grid interaction functions



Andrew Meintz, PI J3400 NACS Test Team:

Joshua Major;
https://research-hub.nrel.gov/en/persons/joshua-major

|Isaac Tolbert, Researcher Douglas DeVoto

Jonathan Martin, Researcher

Namrata Kogalur, Researcher


https://research-hub.nrel.gov/en/persons/joshua-major

4t MCS evaluation event, 4 hardware providers:

- Interoperability Evaluation:

— 350A, 1000A, 3000A steady-state evaluations,
with misalignment force evaluation

- Performed at 25C ambient temperature
- “Round robin” testing of prototype production-
intent connectors and inlets
- Reference Device Evaluation

— 1500A and 3000A reference inlet designs
evaluated at rated current

- Performed at 25C and 40C ambient
temperature

- Reference inlet prototype designs paired with
prototype production-intent connectors

- Mechanical Evaluation:

Event 1 (2020)

- kit and Ergonomics Evaluations
- Thermal Interoperability Evaluation

Event 2 (2021)

- Thermal Interoperability Evaluation

Event 3 (2022)

- Thermal Interoperability Evaluation

MCS 1500A Reference Inlet
Event 4 (2023)

- Thermal Interoperability Evaluation
- Reference Device Evaluation

- Fit Evaluations/Mechanical Evaluation

— Insertion force MCS Event 4 Report available at:
_ Withdrawal force https://www.nrel.gov/docs/fy240sti/89238.pdf

- Touch safety



J3400 Connector/Adapter Testin
P J Custom CNC Fabricated J3400 Reference Inlet

— Interoperability Evaluation:
- 200A-800A

— Reference Device Evaluation

- Performed at 25C and 40C ambient temperature

— Mechanical Evaluation:
- Insertion force, Withdrawal force, Touch safety
Busbar sizes
500 A, 21 mm tall
600 A, 27 mm tall

700 A, 32 mm
800 A, 37 mm

Custom Amphenol J3400 Reference Inlet,

500A, 12v 3-25W heaters on each pin
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o https://ngthnews.com/new-prologis-maersk-unit-depot-can-charge-96-electric-trucks-simultaneously

« 9MW Total resource with 2.75MW flex fuel (NG, H2)
linear generators, 18MWhr battery storage (microgrid)

* Note the cluster of battery, EVSE, generator blocks
repeated (~6x 16 stalls?)

* Noted that 20,000 trucks serve POLB/POLA, many
hubs like this are needed

e Itis off the Harbor (110) Freeway in Los Angeles on
Denker Avenue,


https://ngtnews.com/new-prologis-maersk-unit-depot-can-charge-96-electric-trucks-simultaneously

New SAE ITC consortium! Heavy Duty Charging Consortium

The SAE ITC HDCC formed to accelerate electrified commercial vehicle adoption and deployment by focusing on
seamless and unified charging experience across all OEMs/EVSE by issuing standards that address interoperability
challenges. Founding members include Accelera by Cummings, Allison Transmission, Navistar Inc., and Volvo Trucks
North America. Visit the website to learn more.

CAT 2-6MW Automated Energy Transfer Solution for Mining Trucks (robotic actuated MCS-like couplers; 1-3 pair?)

https://www.cat.com/en US/news/machine-press-releases/caterpillar-demonstrates-new-automated-energy-transfer-solution-for-battery-electric-large-mining-trucks.html



https://urldefense.us/v3/__https:/r.smartbrief.com/resp/svojCKevcnDDlnaPCigmzqCicNVEZk?format=multipart__;!!G_uCfscf7eWS!dPaSyuuGAsI_6SLmtaULLTA_q1iA1J27KECPFPnpCAcYcxeg7DnCr0ltlCV2z2bgclMoMoehWls$
https://urldefense.us/v3/__https:/r.smartbrief.com/resp/svojCKevcnDDlnaPCigmzqCicNVEZk__;!!G_uCfscf7eWS!dPaSyuuGAsI_6SLmtaULLTA_q1iA1J27KECPFPnpCAcYcxeg7DnCr0ltlCV2z2bgclMo6w6HFP4$
https://www.cat.com/en_US/news/machine-press-releases/caterpillar-demonstrates-new-automated-energy-transfer-solution-for-battery-electric-large-mining-trucks.html

7

e |nitiative Overview

= Standards Support Areas
= Significant areas of standards development activities

= Implementation/validation of technology-requirements as part of standards

Continued monthly MW+ Charging Industry Engagement interactions/feedback
e Continued weekly SAE J3271(AIR7357) meetings, RP document by end of 2024
e Continued monthly standards work group participation; drafting standards, etc
e Expand into Medium Voltage fed charging systems; standards, testing, best practices (monthly meetings)
e Engagement in Interoperability for MCS, SST, DCaaS, 13400, J2953/3, etc

e Codes and Standards Deep Dive web based meeting October 215t
Contact: Thohn@anl.gov, Codes and Standards Pillar Lead



mailto:Tbohn@anl.gov

Milestones (shorthand)

e Report on conceptual/functional requirements for P2030.13 w/simulations
« MCS physical layer communication robustness test plan; test results (J3271/2)
= SAE J3400 NACS TIR published; RP draft version launched/evolving; J3400/1...

e |EEE P2030.13-J3271/4 based 'PowerBroker' Energy Services Exchange (ESX)
implementation as an Application Programming Interface (API) (phase 1-2) complete

Deliverables (shorthand)

e Quarterly/annual progress reports

e MCS coupler thermal-mechanical testing results report

e (critical input to...) peer review draft of SAE J3271 (part 1-5) MCS RP
e (critical input to...) final draft of IEEE P2030.13 Functional specs

* Monthly MW+ Charging industry engagement webinar based forum for input, SST TAWG |
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Over the last two days you have heard a lot about what the Evs@Scale Consortium is working on. We
would like to hear about what you and your organization is working on.

Think - Pair — Share activity:
1) Please find a partner in this room (if possible one lab staff and one stakeholder)

2) THINK - Consider the following question independently:
“What is the top challenge with the EV Charging Ecosystem that you work on daily?”

3) PAIR - Discuss your answer with your partner and ask them to explain the challenge in more detail.

4) SHARE - Each participant will share to the whole group a summary of this challenge.




How can the EVs@Scale National Laboratory Consortium help address
these challenges?

Are there projects you heard about at this meeting which may align with
your work?

Open to discussion on what those opportunities might be.

Feel free to have open Q&A about the pillar also, but please do it in a way

that includes all participants in the breakout. Y
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Ways of working with National Labs in the EVs@Scale Consortium g‘c;?;%?%\}.

U.S. Department of Energy

Engage and attend open meetings
— Semiannual Stakeholder Meetings (thanks for being herel)

— Pillar deep dive meetings (Coming in Oct and Nov,)

Join a project team
— Start by agreeing to review analysis/prototypes/reports and provide your feedback
— Provide data/models/designs/software for EVs@Scale labs to analyze/assess/incorporate (this may necessitate an NDA)

— Provide hardware for characterization/evaluation/testing (this may necessitate an MTA)

Partner with one or more lab on funding
— Form a team and submit a proposal for a FOA, NOFO, SBIR, etc

Create an enduring partnership with one or more labs
— License the technology created at a lab to use in your work, or for commercialization
— Organize with a lab to establish a bilateral CRADA

— Fund a lab to do specific research on your behalf with an SPP



What is all that lab jargon? STt |

U.S. Department of Energy

On the last slide several ways of teaming up with the consortium involved acronyms what do they mean?

(NDA) Non-Disclosure Agreement

— Ensures the confidentiality of proprietary or confidential business information that may be shared between the lab and a private
partner.

— May be bilateral or multilateral to protect information shared across a larger team

(MTA) Material Transfer Agreement

— Defines the terms of use and protection required for specific materials which are transferred between labs and private partners.

(FOA) Funding Opportunity Announcement - also known as - (NOFO) Notice Of Funding Opportunity
— A request for proposals issued by a government agency to identify and award projects that align with their interests
— Usually require a private party to be the prime contractor, national labs are encouraged as members of the teams

— Usually require cost share from private parties, and national labs are prohibited from contributing cost share

(CRADA) Cooperative Research and Development Agreement

— CRADAs enable Labs and one or more non-federal partners (usually industry) to collaborate on an R&D program

(SPP) Strategic Partnership Projects SPP (formerly known as Work for Others)

— Work for private parties using highly specialized or unique DOE facilities, services or technical expertise u



‘What are some specific examples of opportunities to work with
' llar?

the labs in this pi
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Over the last two days you have heard a lot about what the Evs@Scale Consortium is working on. We
would like to hear about what you and your organization is working on.

Think - Pair — Share activity:
1) Please find a partner in this room (if possible one lab staff and one stakeholder)

2) THINK - Consider the following question independently:
“What is the top challenge with the EV Charging Ecosystem that you work on daily?”

3) PAIR - Discuss your answer with your partner and ask them to explain the challenge in more detail.

4) SHARE - Each participant will share to the whole group a summary of this challenge.




How can the EVs@Scale National Laboratory Consortium help address
these challenges?

Are there projects you heard about at this meeting which may align with
your work?

Open to discussion on what those opportunities might be.

Feel free to have open Q&A about the pillar also, but please do it in a way

that includes all participants in the breakout. Y
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Ways of working with National Labs in the EVs@Scale Consortium g‘c;?;%?%\}.

U.S. Department of Energy

Engage and attend open meetings
— Semiannual Stakeholder Meetings (thanks for being herel)

— Pillar deep dive meetings (Coming in Oct and Nov,)

Join a project team
— Start by agreeing to review analysis/prototypes/reports and provide your feedback
— Provide data/models/designs/software for EVs@Scale labs to analyze/assess/incorporate (this may necessitate an NDA)

— Provide hardware for characterization/evaluation/testing (this may necessitate an MTA)

Partner with one or more lab on funding
— Form a team and submit a proposal for a FOA, NOFO, SBIR, etc

Create an enduring partnership with one or more labs
— License the technology created at a lab to use in your work, or for commercialization
— Organize with a lab to establish a bilateral CRADA

— Fund a lab to do specific research on your behalf with an SPP



What is all that lab jargon? STt |

U.S. Department of Energy

On the last slide several ways of teaming up with the consortium involved acronyms what do they mean?

(NDA) Non-Disclosure Agreement

— Ensures the confidentiality of proprietary or confidential business information that may be shared between the lab and a private
partner.

— May be bilateral or multilateral to protect information shared across a larger team

(MTA) Material Transfer Agreement

— Defines the terms of use and protection required for specific materials which are transferred between labs and private partners.

(FOA) Funding Opportunity Announcement - also known as - (NOFO) Notice Of Funding Opportunity
— A request for proposals issued by a government agency to identify and award projects that align with their interests
— Usually require a private party to be the prime contractor, national labs are encouraged as members of the teams

— Usually require cost share from private parties, and national labs are prohibited from contributing cost share

(CRADA) Cooperative Research and Development Agreement

— CRADAs enable Labs and one or more non-federal partners (usually industry) to collaborate on an R&D program

(SPP) Strategic Partnership Projects SPP (formerly known as Work for Others)

— Work for private parties using highly specialized or unique DOE facilities, services or technical expertise u



‘What are some specific examples of opportunities to work with
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Successful Partnerships - EVs@Scale FUSE E‘cf:%?\\}

U.S. Department of Energy

Dominion Energy

— Dominion Energy has partnered with FUSE to provide feeder
models for grid impact analysis and FUSE shares research
findings specific to service area

e Geotab

— FUSE acquired access to Geotab transportation data and
multi-lateral NDAs protect sensitive information

e Balancing Authorities

— FUSE has partnered with multiple balancing authorities to

share and discuss findings and guide future ical EVs@Scale Partnershios Include:
transportation/charging/SCM research

M I ficial topi
e Holy Cross Energy utually beneficial topic areas

— FUSE has partnered with Holy Cross Energy to expand their Lab research for EVs@Scale funded by DOE*
current SCM program with cutting edge SCM communication
architecture and objective functions Early access to cutting edge research and lab facilities
e Ampcontrol NDAs to ensure sensitive information is secure

— FUSE has partnered with Ampcontrol to assess their load

management software for fleets and provide feedback In-kind contributions prowded by IndUStry Partners

*Subject to change based on annual funding levels u



e DERMS Integration Opportunities
— Would you like to integrate FUSE SCM into DERMS?

e Utility Distribution Planning

— How can FUSE help inform your distribution planning?

* Fleet SCM Demonstration
— Do you have a fleet that could benefit from FUSE SCM?

* Utility and/or PUC guidance/coordination Interested in Partnering with FUSE?

— Would you like to discuss research results with FUSE?

Contact FUSE PI: Jesse Bennett, NREL

Jesse.Bennett@NREL.gov


mailto:Jesse.Bennett@NREL.gov

Successful Stakeholder Involvement - EVs@Scale - VGI Toolkit

ELECTRIC VEHICLE
O[ cHARGING
—| INFRASTRUCTURE
= s

o Utilities
— Engaged several individual utilities of different types
— NRECA
— SEPA
— EEI
— EPRI

e PUCs
— NARUC
— NERC

e DOTs

— Federal DOT — Volpe Center
— State DOTs

* DOE Offices
— Vehicle Technology Office

— Deputy Assistant Secretary for Transportation’s Office
— Office of Electricity
— Joint Office of Energy and Technology

— Cybersecurity Energy Security Emergency Response

E\'s@
Scale{\.}\\.

U.S. Department of Energy

0@ o OOQ District of
@ Columbia
BT 280
Qo
@®' 0

Q

» Federal and State DOTs -+ National Labs
STAKEHOLDERS | - State Energy Centers « Charging Station Operators
« Utilities « National orgs — NRECA, NRUC, etc.

Typical EVs@Scale Partnerships Include:

Mutually beneficial topic areas

KEY
@ DOT @ Energy Office @ Utilities @ Other

Lab research for EVs@Scale funded by DOE*
Early access to cutting edge research and lab facilities
NDAs to ensure sensitive information is secure

In-kind contributions provided by Industry Partners

11
*Subject to change based on annual funding levels -



Website Beta Testers

— Would you like to help us ensure the website directs
users like you to the correct tool?

Tool Beta Testers
— Are these tools helpful to you?
— What additional features would make it better?

— Is it easy to use for a user like you?

Gap Analysis Input

— Are there still other tools you need which the labs are
well positioned to provide?

We need all stakeholder types.

EV Ecosystem Stakeholders Toolbox
For Vehicle Grid Integration

Tool description goes here. Tool description goes here. Tool
description goes here. Tool description goes here.

Need help finding the EV tool Want to compare, contrast
that fits your needs? and filter EV tools yourself?

gettyimages T i
B

Credit: Freelanceimages

Interested in Partnering with VGI Toolkit?
Contact VGI Toolkit PI: Andy Satchwell, Berkley Lab

Andy Satchwell - asatchwell@lbl.gov


mailto:asatchwell@lbl.gov
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Over the last two days you have heard a lot about what the Evs@Scale Consortium is working on. We
would like to hear about what you and your organization is working on.

Think - Pair — Share activity:
1) Please find a partner in this room (if possible one lab staff and one stakeholder)

2) THINK - Consider the following question independently:
“What is the top challenge with the EV Charging Ecosystem that you work on daily?”

3) PAIR - Discuss your answer with your partner and ask them to explain the challenge in more detail.

4) SHARE - Each participant will share to the whole group a summary of this challenge.




How can the EVs@Scale National Laboratory Consortium help address
these challenges?

Are there projects you heard about at this meeting which may align with
your work?

Open to discussion on what those opportunities might be.

Feel free to have open Q&A about the pillar also, but please do it in a way

that includes all participants in the breakout. Y




EVis@

Thank You

Join us for the
HPC Deep Dive

Tuesday November 12t
9:00AM - 12:00PM (Mountain Time)




EVis@
SCOl&{\.‘\\.

Breakout Session 2
10:15-11:00 |
Thursday 26 September 2024

)

“Working with the Consortium’

High Power Charging Pillar
A112




Ways of working with National Labs in the EVs@Scale Consortium g‘c;?;%?%\}.

U.S. Department of Energy

Engage and attend open meetings
— Semiannual Stakeholder Meetings (thanks for being herel)

— Pillar deep dive meetings (Coming in Oct and Nov,)

Join a project team
— Start by agreeing to review analysis/prototypes/reports and provide your feedback
— Provide data/models/designs/software for EVs@Scale labs to analyze/assess/incorporate (this may necessitate an NDA)

— Provide hardware for characterization/evaluation/testing (this may necessitate an MTA)

Partner with one or more lab on funding
— Form a team and submit a proposal for a FOA, NOFO, SBIR, etc

Create an enduring partnership with one or more labs
— License the technology created at a lab to use in your work, or for commercialization
— Organize with a lab to establish a bilateral CRADA

— Fund a lab to do specific research on your behalf with an SPP



What is all that lab jargon? STt |

U.S. Department of Energy

On the last slide several ways of teaming up with the consortium involved acronyms what do they mean?

(NDA) Non-Disclosure Agreement

— Ensures the confidentiality of proprietary or confidential business information that may be shared between the lab and a private
partner.

— May be bilateral or multilateral to protect information shared across a larger team

(MTA) Material Transfer Agreement

— Defines the terms of use and protection required for specific materials which are transferred between labs and private partners.

(FOA) Funding Opportunity Announcement - also known as - (NOFO) Notice Of Funding Opportunity
— A request for proposals issued by a government agency to identify and award projects that align with their interests
— Usually require a private party to be the prime contractor, national labs are encouraged as members of the teams

— Usually require cost share from private parties, and national labs are prohibited from contributing cost share

(CRADA) Cooperative Research and Development Agreement

— CRADAs enable Labs and one or more non-federal partners (usually industry) to collaborate on an R&D program

(SPP) Strategic Partnership Projects SPP (formerly known as Work for Others)

— Work for private parties using highly specialized or unique DOE facilities, services or technical expertise u



‘What are some specific examples of opportunities to work with
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Power Electronics Control Integration
* Dynapower

— DC/DC charger development with custom control

integration

e Turbo Power Systems

— DC/DC EVSE with custom control integration
Site-Level Operation
e Total Energies

— DC hub modeling, techno-economic analysis

e Eaton
— COTS SEMS controller integration to EVSE hardware

Utility Partnerships
e Colorado Springs Utilities and Smarter Grid

Solutions
— DERMS integration into SEMS platform

Automotive Partnerships

e Lion Electric
— School bus V2X demonstration

Typical EVs@Scale Partnerships Include:

Mutually beneficial topic areas

Lab research for EVs@Scale funded by DOE*

Early access to cutting edge research and lab facilities

NDAs to ensure sensitive information is secure

In-kind contributions provided by Industry Partners

*Subject to change based on annual funding levels



Site Operators

— In need of fleet, depot, port operators interested in looking
DC hub operations and providing operational data

Site Energy Management System Opportunities
— We are in need of partnership with SEMS or building
energy management system developers?

— Can we work together to develop SEMS platforms and
integrate solutions in the field?

Hardware Integration for EVSE and Site

— We are in need of power electronics hardware developers
to integrate our control solutions to your hardware.
Partners implementing isolation monitoring at high voltage
— Partners implementing site integration and connectivity for

increased up-time
DC Microgrid and DC as a service
— Partners experienced in DC microgrid and DC as a service
field implementations
Automotive Sector Opportunities

— Would you like to partner with us on implementation of
bidirectional power transfer?

Interested in partnering with us?

Contact eCHIP PI: John Kisacikoglu, NREL

John.Kisacikoglu@nrel.gov



Open Project Partnerships Vsl

O
U.S. Department of Energy

EV Profiles: High power EV/EVSE partnership
~  HPC (150-400kW) EVSE & EVs
— Megawatt-level (800-1000kW+) EVSE & EVs

EVSE Char: High power and/or Bi-directional EV charging
infrastructure partnership

— EV emulator capable of high-power charging up to 400kW (500A max.,
920V DC max.)

— EV emulator capable of CCS-1 bi-directional charging up to 120kW using
ISO 15118-2 (2015)
Fleet telematics data partnership

— Looking to add another fleet to our portfolio, granting access to data
portal for NGP specific analysis

Data Analysis partnership

— Lots of data collected within NGP. Partner would use data to perform IntereSted in Pa rtnerin With NGP?

different areas of analysis for EV, EVSE, and/or Fleet pillars with an

industry perspective. Contact NGP Pl: Sam Thurston, ANL

sthurston@anl.gov
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Over the last two days you have heard a lot about what the Evs@Scale Consortium is working on. We
would like to hear about what you and your organization is working on.

Think - Pair — Share activity:
1) Please find a partner in this room (if possible one lab staff and one stakeholder)

2) THINK - Consider the following question independently:
“What is the top challenge with the EV Charging Ecosystem that you work on daily?”

3) PAIR - Discuss your answer with your partner and ask them to explain the challenge in more detail.

4) SHARE - Each participant will share to the whole group a summary of this challenge.




How can the EVs@Scale National Laboratory Consortium help address
these challenges?

Are there projects you heard about at this meeting which may align with
your work?

Open to discussion on what those opportunities might be.

Feel free to have open Q&A about the pillar also, but please do it in a way

that includes all participants in the breakout. Y
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Ways of working with National Labs in the EVs@Scale Consortium g‘c;?;%?%\}.

U.S. Department of Energy

Engage and attend open meetings
— Semiannual Stakeholder Meetings (thanks for being herel)

— Pillar deep dive meetings (Coming in Oct and Nov,)

Join a project team
— Start by agreeing to review analysis/prototypes/reports and provide your feedback
— Provide data/models/designs/software for EVs@Scale labs to analyze/assess/incorporate (this may necessitate an NDA)

— Provide hardware for characterization/evaluation/testing (this may necessitate an MTA)

Partner with one or more lab on funding
— Form a team and submit a proposal for a FOA, NOFO, SBIR, etc

Create an enduring partnership with one or more labs
— License the technology created at a lab to use in your work, or for commercialization
— Organize with a lab to establish a bilateral CRADA

— Fund a lab to do specific research on your behalf with an SPP



What is all that lab jargon? STt |

U.S. Department of Energy

On the last slide several ways of teaming up with the consortium involved acronyms what do they mean?

(NDA) Non-Disclosure Agreement

— Ensures the confidentiality of proprietary or confidential business information that may be shared between the lab and a private
partner.

— May be bilateral or multilateral to protect information shared across a larger team

(MTA) Material Transfer Agreement

— Defines the terms of use and protection required for specific materials which are transferred between labs and private partners.

(FOA) Funding Opportunity Announcement - also known as - (NOFO) Notice Of Funding Opportunity
— A request for proposals issued by a government agency to identify and award projects that align with their interests
— Usually require a private party to be the prime contractor, national labs are encouraged as members of the teams

— Usually require cost share from private parties, and national labs are prohibited from contributing cost share

(CRADA) Cooperative Research and Development Agreement

— CRADAs enable Labs and one or more non-federal partners (usually industry) to collaborate on an R&D program

(SPP) Strategic Partnership Projects SPP (formerly known as Work for Others)

— Work for private parties using highly specialized or unique DOE facilities, services or technical expertise u
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The consortium is actively looking to support industry via partnering opportunities

» Cybersecurity and Cyber-physical security opportunities with EVs@Scale
— Conduct cybersecurity evaluation on DC and V2G charging hardware prototype or production systems

e Lab capabilities to enable evaluations include:
— CCS-1 EV emulator: 1. V2G using ISO 15118-2 (2015) 120kW, 2. DC high-power charging up to 400kW

— High-power DC charging stations (from 150kW to 350kW)
— Open-source tool named “AcCCS” to evaluate the CCS communications network

— Concentrated depot/community charging (e.g. 100x 11-22 kW)
— Develop cybersecurity provisions for resilient, distributed DC microgrid-backed EV charging

— In person or virtual assessments of the EVSE cybersecurity controls in the DER-CF

— CSO / CNO cybersecurity evaluation collaboration
— Technology transfer opportunity of proven mitigation solution for DC charging infrastructure
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U.S. Department of Energy

(continued)

The consortium is actively looking to support industry via partnering opportunities
» Cybersecurity and Cyber-physical security opportunities with EVs@Scale
— Advise and evaluate the security implementation in EVs, EVSEs, and CCS communications network
— Partner on conducting HIL analysis with mobile applications in the charging ecosystem
— Advice and lessons learned sharing on cybersecurity best practices implementations
— Feedback on certificate naming mechanisms and testing opportunity inputs
— Cloud Security: explore cybersecurity requirements for public cloud hosted CSMS
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Over the last two days you have heard a lot about what the Evs@Scale Consortium is working on. We
would like to hear about what you and your organization is working on.

Think - Pair — Share activity:
1) Please find a partner in this room (if possible one lab staff and one stakeholder)

2) THINK - Consider the following question independently:
“What is the top challenge with the EV Charging Ecosystem that you work on daily?”

3) PAIR - Discuss your answer with your partner and ask them to explain the challenge in more detail.

4) SHARE - Each participant will share to the whole group a summary of this challenge.




How can the EVs@Scale National Laboratory Consortium help address
these challenges?

Are there projects you heard about at this meeting which may align with
your work?

Open to discussion on what those opportunities might be.

Feel free to have open Q&A about the pillar also, but please do it in a way

that includes all participants in the breakout. Y
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Ways of working with National Labs in the EVs@Scale Consortium g‘c;?;%?%\}.

U.S. Department of Energy

Engage and attend open meetings
— Semiannual Stakeholder Meetings (thanks for being herel)

— Pillar deep dive meetings (Coming in Oct and Nov,)

Join a project team
— Start by agreeing to review analysis/prototypes/reports and provide your feedback
— Provide data/models/designs/software for EVs@Scale labs to analyze/assess/incorporate (this may necessitate an NDA)

— Provide hardware for characterization/evaluation/testing (this may necessitate an MTA)

Partner with one or more lab on funding
— Form a team and submit a proposal for a FOA, NOFO, SBIR, etc

Create an enduring partnership with one or more labs
— License the technology created at a lab to use in your work, or for commercialization
— Organize with a lab to establish a bilateral CRADA

— Fund a lab to do specific research on your behalf with an SPP
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On the last slide several ways of teaming up with the consortium involved acronyms what do they mean?

(NDA) Non-Disclosure Agreement

— Ensures the confidentiality of proprietary or confidential business information that may be shared between the lab and a private
partner.

— May be bilateral or multilateral to protect information shared across a larger team

(MTA) Material Transfer Agreement

— Defines the terms of use and protection required for specific materials which are transferred between labs and private partners.

(FOA) Funding Opportunity Announcement - also known as - (NOFO) Notice Of Funding Opportunity
— A request for proposals issued by a government agency to identify and award projects that align with their interests
— Usually require a private party to be the prime contractor, national labs are encouraged as members of the teams

— Usually require cost share from private parties, and national labs are prohibited from contributing cost share

(CRADA) Cooperative Research and Development Agreement

— CRADAs enable Labs and one or more non-federal partners (usually industry) to collaborate on an R&D program

(SPP) Strategic Partnership Projects SPP (formerly known as Work for Others)

— Work for private parties using highly specialized or unique DOE facilities, services or technical expertise u
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