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Light Water Reactor Sustainability (LWRS) Program

LWRS Goal

Enhance the safe, efficient, and economical performance of our nation's nuclear fleet and extend the operating
lifetimes of this reliable source of electricity

Plant
Modernization

Flexible Plant
Operation &
Generation

Risk Informed

System Analysis

Materials Research

Physical Security

Enable plant efficiency improvements through a strategy for long-term modernization

Enable diversification and increase revenue of light water reactors by extracting electrical and thermal
energy to produce non-electrical products

Develop risk assessment methods and tools to optimize the
safety, reliability, and economics of plants

Understand and predict long-term behavior of materials in nuclear
power plants
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Develop technologies and the technical bases to optimize physical
security postures




Goals of LWRS-RISA Efforts on DI&C Risk Assessment

Offer a capability of design
architecture evaluation of various
DI&C systems to support system
design decisions on diversity and
redundancy applications;

Develop approaches to address
CCFs and estimate corresponding
failure probabilities for DI&C
technologies;

Support existing risk-informed
DI&C design guides by providing
quantitative risk-informed evidence.

Digital 1&C Systems + Design Optimization
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DIEC Reliability Metrics

Hazard Analysis
Hardware and Software Failures
* (Critical Common Cause Failures

L

r Suggestions to reduce risk/cost

Plant Safety Metics

Reliability Analysis (e.g., eliminating critical common cause

* Small-scale Software Reliability failures, enhancing reliability of
* Large-scale System Reliability important components, optimize

redundancy and diversity in designs .._)
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Acceptance Criteria
» 1. s the funclion of digital systesn stil availbbe cwon wilth the identified digital fillres?
» 2. ks the digiial systomn still reliable ewon wilh the identified digital falres?

(r 3. Are the consequences of dipitall Gillures acoopizable ot he plant lewel {ep RO
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Application -«



Value Proposition

* The framework is envisioned and developed as an integrated risk-informed tool to support vendors and utilities with optimization

of design solutions from economical perspectives GIVEN the constrain of meeting risk-informed safety requirements.

® Quantitative Risk Analysis

® Software reliability metrics - DI&C system reliability >

Plant safety analysis

* Risk-informed Design

®* Management strategy of CCFs

All elimination vs. selective elimination

® |evel of redundancy

4 divisions vs. 2 divisions

4 vs. 2 local logic processors per division

® |evel of diversity

Design: Analog? Digital? A combination of both?

Software: Design requirements, programming
language, etc.

Hardware Equipment: Manufacturers, designs,
architectures, etc.

Division D

RTB-A1-ST

RTB-A2-ST

RTB-A2-UV

RTB-B1-ST
RTB-B2-ST

RTB-B2-UV

RTB-A1-UV

RTB-B1-UV

RTB-C1-ST
RTB-C2-ST

1
Control Rods

RTB-C1-UV

RTB-D2-UV

RTB-D1-ST
RTB-D2-ST

RTB-D1-UV

y
Breakers
A Four-Division Digital Reactor Trip System




LWRS-developed DI&C Risk Assessment Framework

LWRS-developed Digital 1&C Risk Assessment

Framework } >

| Hazard Analysis I——D| Reliability Analysis I—P| Consequence Analysis |
)

Designs of Digital 1&C

Systems and Plants

I
RESHA PRA + UQ
(Redundancy-Guided Systems-Theoretic Hazar (Probabilistic Risk Assessment + Uncertainty
Analysis) Quantification)
4 Multiscale Quantitative Reliability Analysis N\
BAHAMAS . — _
(Bayesian and HRA-Aided Method for the Reliability Analysis of Software) Suggestions to optimize designs and
ORCAS upgrades by quantitatively reducing
(Orthogonal Defect Classification for Assessing Software Reliability) risks and costs
\ CCF Modeling and Estimation /

How to improve the
design?




Redundancy-guided System-theoretic Hazard Analysis (RESHA)

Hazard analysis in the LWRS-developed framework:
* Incorporates the concept of combining FTA and STPA from HAZCADS.

* Reframes STPA in a redundancy-guided way to identify various CCFs in highly redundant DI&C systems.

 |dentifies and traces failures in both the actuation and information feedback pathway of DI&C systems due to unintended latent design

or implementation defects or intended cyber attacks.

Step 1: Create a detailed
representation of the digital
system of interest
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System
. »
Information

Step 2: Develop an FT consisting of
hardware failures for a chosen
function of the system of interest

Step 3: Determine UCAs/UIFs

»  based on a redundancy-guided
application of STPA

]

Step 5: Identify potential CCFs to

Step 4: Construct an integrated FT

-

common cause failure
fault tree
unsafe control actions

|
|
|
L e _’ . .
| add to the FT by adding appl_lcable UCAs/UIFs as
| basic events
| r y x
| e e e e e T
| '
: Step 6: Solve the FT for the Step 7: ldentify and provide
————— # minimal cut sets and evaluate the guidance to eliminate critical
design for critical failures failures or their causes
X
Y CCF
Risk Evaluation Acceptance Criterion-1: Is the function of FT
digital system still available even with the identified UCA
digital failures? UIF

unsafe information flow

[ 1&C function failure J

t

{ Hardware failure }

a

[ Independent failure J
[ CCF ]

FTA

Workflow of the Redundant-guided
System-theoretic Hazard Analysis (RESHA)

{ Software failure }

a2

[ Independent failure

|
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Multiscale Quantitative Reliability Analysis

Software Design Information

Software Implementation Software Design Document Software Requirement Formulation
& Testing (Detailed Design) (High-level Design)

Design Information

8 sufficient data provided
for a detailed software

~

ORCAS BAHAMAS A

-
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Discover software defects i Identify failure causes in a BBN
v | ¥
|
|
|
|
|
|
1

Identify and categorize Determine software defects

software defects Failure Events remaining after SDLC
L2 of Interest
\ Quantify UCA/UIF probabilities |« 7 I - Quantify UCA/UIF probabilities ]
" [ RESHAResutts |
Software Failure ] Software Failure
h h 4
Perform CCF Modeling and
Estimation
¥
Quantified Fault Trees Estimate failure probability of entire | _Importance/Prevention Analysis
DI&C systems
v L 4
Consequence Risk Evaluation Acceptance Criterion: Is the digital system still System
Analysis reliable even with the identified digital failures? Modification
BAHAMAS Bayesian and human-reliability- CCF common cause failure RESHA redundancy-guided systems-theoretic
analysis-aided method forthe ORCAS orthogonal-defect classification method for hazard analysis
reliability analysis of software for assessing software reliability SDLC  software development life cycle




Major Accomplishments in FY-23

» Completed an industry peer review with reviewers from the NRC, GEH, EPRI, and RPI.
* Feedbacks are positive pointing that framework addresses industry needs and closes gaps in the current state of practice.

» Constructive suggestions are offered for methodology advancement and maturation, and integration with other toolsets (i.e.,
EPRI's framework) to gain the most benefits for the industry.

* Delivered a peer review report in March 2023.

» Completed the reliability analysis of a safety-related DI&C system in collaboration with PWROG.
» Feedback provided by the industrial collaborators for methodology refinement in FY-24.

* Delivered a technical report in February 2023.

» Improved the current methods for identifying, quantifying, and evaluating potential software CCFs in highly
redundant and diverse safety-related DI&C systems in collaboration with university partners.

» Will deliver a technical report in September 2023.
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Publications

» Published 6 journal articles, 7 milestone technical reports, 15 conference papers.
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1. INTRODUCTION

Digital upgrad]
the foremost path
smelear power plant

1. Introduction

Although the current fleet of the U.S. nuclear power plants (NPPs)
was originally designed and constructed with analog systems, the U.S.
nuclear industry has been working on transitioning from analog to

defe..s“n ~depth and divessity (03) analysis for sesctr i systems
(®TSs),

o demonstate tht slnessilines 1o 3 GCF b boen denated and
adequately addressed. The D3 analysis can be performed using either a
design-basis deterministic approach or best-estimate approach [11. In

digital and control ) 2019, the [2]. Four
we They are detailed plans were proposed to resolve regulatory
rliable cheaper, and eases (0 mantain given oboolescence of analog  challenge, provide confidence 1o Hiccnces, and modernize the G
regulatory infrastructure. One of them—protection against CCF—ad-

components. Howeer, they also pose new engineering and technical
challenges. The U, Regulatory’ ONRC)

support the research work in developing and improving licensing
riteria for the evaluation of new DI&C systens. In 2018, SECY-15-0090
{11 was published to clarify guidance associated with evaluating po-
tential common cause failures (GGFs) of DISC systems. The
SECY-16-0090 identifies these guiding principles: applicants and i-

censes for
and address GGFs due to software for DI&G systems and components; a

resses “developing guidance for using effective qualitative assessments
privd 16 81 dance for v . i
for addressing CGFs, use of defensive design measures for climinating
GCF from further consideration, and staff evaluation of the NRC's
existing positions on defense against CCF." The current guidance,
however, is unclear regarding the applicability of criteria for using
coping analysis and other design features (e.g., defensive measures) for
climinating CGFs from further consideration [2]. Meanwhile, the
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extended analog  syst;
(National Research Courf With analog systems, the techy
moving to digital systen] their continued use (e.g., sign
involves managing iss obsolescence, and lack of ir}
spare parts, increasing § the nuclear industry to movel  ritps:/idoiorg/10.1016/anucene 2021.108260
support. Compared Wit 414" control (I&C) in favor|  ©205-4599/0 2021 Eevie L. Al s resered.
systems have significan 23 - -
system performance in | modem microcontroller™* Compared with analog. digital  ware-based common cause Fatures (CCFS). and (3) the need
bility, high data-handlin| 1&C systems offer significant advantages in the areas  fora risk assessment method tailored to digital I&C systems.
and display operating | of monitoring, processing, testing, and maintenance.>* The system aspects of digital I&C involve issues that
o ;1) 2010) Therelore extend beyond individual components and even beyond the
) uciear power 1 function of the system itself. The challenge of the system

aging analog systems

Tegulators have Iess experience with (his new Lechnology. The pro-
cess s further hampered by a lack of consensus on issues underly-
ing the evaluation and adoption of digital IRC technology. To be
consistent with defense-in-depth (DiD) principles (U.S. NRC,
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Research Activities in FY-24

Improve and further develop the current framework and methods for risk assessment of multi-function DI&C systems in
collaboration with the industry (e.q., GE Hitachi).

» Refine the current methods to (1) keep supporting the need of DI&C reliability analysis from the industry (e.g., PWROG); (2)
align better with international standards and existing risk-informed approaches and guides (e.g., EPRI).

» Develop capabilities on risk-informed evidence generation and evaluation to support DI&C safety assurance and design
optimization with the industry and other research institutions (e.q., Halden and KAERI).

» Develop novel approaches to inform risk management and design optimization of advanced (semi-) autonomous DI&C
systems designed for existing LWR fleets. (with NCSU and KAERI)



Collaborations

* Industry:
« PWROG: DI&C reliability analysis and CCF evaluation
« GE Hitachi: Risk assessment of multi-function DI&C platforms
« Halden: DI&C hazard analysis and safety assurance

* Universities (for new methodology exploration):
» University of Pittsburgh: Modeling and estimation of software CCF in safety-related DI&C systems.
* North Carolina State University:
» Development of a risk assessment framework for Al-aided control system designs
+ Software CCF modeling using model-based approaches.

» Ohio State University: Software CCF modeling using dynamic methodologies.
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