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The Role of Al in Detecting and Mitigating Human Errors in Safety-Critical Industries:
A Review

Ezgi Gursel, Mahboubeh Madadi, Jamie Baalis Coble, Vivek Agarwal, Vaibhav Yadav, Ronald L.
Boring, Anahita Khojandi

e This review considers AI/ML for human errors in safety-critical industries.

e Studies are categorized into descriptive, predictive, prescriptive, generative modeling
types.

e Findings suggest AI/ML can be utilized to help with human error in safety-critical
industries.
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Abstract

For safety-critical industries, human error (HE) presents continual risks to system
productivity, reliability and safety. Artificial intelligence (AI) and machine learning (ML)
methods have emerged as promising approaches to understand, categorize and mitigate the
risk of HE in safety-critical industries. This review offers an examination of the current
landscape regarding the utilization of AI/ML with regards to HE in safety-critical industries,
categorizing literature into descriptive modeling, predictive modeling, prescriptive
modeling, and generative modeling techniques. Additionally, the review aims to provide
insights regarding themes in literature, challenges, and future research directions. Findings
of the review suggest that AI/ML methods can prove useful in addressing the HE problem
across safety-critical industries.

Keywords:  safety-critical industries, human error, artificial intelligence, machine learning

1. Introduction and Background

Human error (HE) is a broadly defined term that refers to human performance errors
which may adversely impact system safety, performance, and human health. HE plays a
critical role in virtually every industry, particularly safety-critical industries. Safety-critical
industries are those that involve a high degree of human dependency with a paramount
importance on safety, in which the failure of such systems can threaten the safety of humans,
or result in consequential environmental or property damage [1]. By this definition, many
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important industries and systems central to an efficient society fall within the category of
‘safety-critical, including, but not limited to, nuclear energy, aviation (all aerospace fields),
transportation, maritime, healthcare, oil and gas, and chemical process industries. Due to its
significance and complexity, the study of HE spans multiple disciplines and research areas,
including psychology [2], cognitive science [3], industrial engineering [4] and management
[5], safety engineering, ergonomics, and human-computer interaction. While there is
extensive research on HE, literature is often either domain-specific - considering the HE
factors and solutions within those specific contexts - or too broad, taking a more general
approach to HE. This study aims to bridge the gap between domain-specific and broad
literature on HE to achieve both breadth and depth and to provide a cross-cutting perspective
on how data-driven computational approaches can be used to detect, reduce or mitigate HE
across different safety-critical industries. Specifically, in our review, we analyze how artificial
intelligence (AI) techniques, including machine learning (ML) and reinforcement learning
(RL), are used to detect and reduce the risk of HE in safety-critical industries. While other
studies, such as [6, 7, 8] have also done reviews on HE or the use of analytics and modeling
[9, 10], most existing studies tend to be either field specific (such as focusing on railway,
maritime, or healthcare specifically) or do not specifically consider studies with a focus on
HE. [11] presents a thorough review on the use of Al in safety-critical systems; [12] discusses
the applications of ML as how to relates to reliability engineering and safety applications, and
[13] present a bibliometric review on the use of ML for occupational accident analysis. The
emphasis on our review is on Al as how it relates to HE in safety-critical systems. To the best
of our knowledge, this review is the first review on the use of Al/ML for HE in safety-critical
industries, particularly focusing on studies from the last 10 years. The research questions
this review aims to address are as follows:

e R1: How are AI/ML models currently being applied to detect and mitigate human error
in safety-critical industries?

e R2: What are the differences in application of modeling types among descriptive,
predictive, prescriptive and generative modeling in addressing human error across
safety-critical industries?

e R3: What are the limitations and challenges for the use of Al/ML models in safety-
critical industries for human error?

e R4: What key insights can be identified in recent literature with respect to the
application of Al/ML models for safety-critical industries and the modeling types
utilized?

The remainder of this paper is structured as follows. The rest of Section 1 provides a
background and discusses definitions, importance, and classifications of HE. Section 2
introduces the types of Al modeling techniques, namely descriptive modeling, predictive
modeling, prescriptive modeling, and generative modeling. Section 3 presents the
methodology and a review of relevant literature on the applications of Al to detect or reduce
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HE in various safety-critical industries by grouping them into descriptive, predictive,
prescriptive modeling, and generative modeling. Section 4 discusses opportunities for
advancing Al models, through digital twins and human-in-the-loop. Section 5 provides an
overview of challenges that can be encountered when using Al in HE and provides
approaches that can help address these challenges. Finally, Section 6 and 7 offers insights
regarding the state of the literature and concludes the review.

1.1. Human Error Definition

HE is a broad concept that has many definitions that can vary across studies, with some
scholars such as [14] preferring to use alternative terms such as ‘erroneous action’ instead
to specifically emphasize the action rather than the cause of undesirable events. In a broader
sense, HE is defined as a discrepancy or deviance between the action taken by the human and
the intended action [15]. [8] defines it as any failure to accomplish a particular task, which
can disrupt the normal course of operations or result in property damage or equipment
failure. HE can take on many forms, including slips and lapses (errors from unplanned
actions), mistakes (errors of judgement), and deliberate violations of established rules and
procedures [16]. Both unintentional acts and intentional acts that do not achieve the
intended outcome can be considered HE [17, 18]. However, the classification of an act as HE
may vary depending on the nature of the error and the original intention, such as
malevolence. A variety of factors can contribute to HE, including inadequate training or skill
of personnel, poor equipment or job design, insufficient layout or ergonomics, personal
stressors, use of improper tools, poorly written maintenance and operation procedures, and
improper environmental conditions, such as poor lighting of the work area or high noise
levels, to name a few [18, 19].

1.2. Importance of HE

Despite the increased automation in many safety-critical industries, humans, and thus HE,
continue to play a significant role in system reliability and performance. The impact of HEs
has been widely studied across many industries, such as healthcare [20]. Although many HEs
have negligible impact on system cost and operations, the impacts of HE can sometimes be
far-ranging and consequential, including significant financial losses and damage to the
national and global economy, loss of life, irreversible environmental degradation, and
widespread public health damage, as detailed in studies like [21]. For example, detailed
retrospective analyses of major system failures and accidents like the Texas City Disaster,
Piper Alpha, Bhopal Gas Leak, Texas City Refinery, Deepwater Horizon, Chevron, Chernoby],
and Fukushima have all found evidence of HE contributing to the magnitude of the incident
[22].

Furthermore, 20-30% of system failures across all industries can be attributed to human
actions [23]. For complex systems such as aircraft, ships, and nuclear power plants (NPPs), it
is estimated that 70-90% of all accidents occur either as a direct or indirect consequence of
HE [24]. Many studies have investigated the quantitative impact of HE in accidents across
safety-critical industries. Although the estimated percentage differs across various
industries, studies and depending on how HE is defined or calculated, the statistics remain
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nonetheless significant [25]. For example, in the aviation industry, HE has been found
responsible for 75% of all accidents. The statistics are similarly significant across maritime
operations (75-96% of causalities) [26], process industries (80%) [22], oil and gas (70%)
[27], and NPPs (90%), where HE was found to be an aggravator of the top 10 nuclear
accidents in recent history

[28].

1.3. HE Classification

As discussed in Section 1.1, the term HE encompasses a large range of human-induced
errors that can adversely impact the performance, safety, or reliability of a system. Given the
broad definition of HE, classification methods have been developed to systematically identify
and address HEs. Although there are many different classification taxonomies present in the
literature, in this section, we expand on the definitions provided in Section 1.1 by exploring
three common groups of HE classification taxonomies, namely behavior-oriented, task-
oriented, and system-oriented schemes [24]. It is important to note that these classifications
are not mutually exclusive and HE is often a result of a combination of many factors, and can
be expressed in various taxonomies. While these classifications provide a conceptual
framework for HE, they are beyond the main focus of our review, and are instead included to
contextualize the discussion on HE and its impact on safety-critical systems.

Behavior-Oriented: Behavior-oriented schemes categorize HE based on human
behavior. Although many schemes in literature can fall under this category, [29], [30], and
[18] in particular are considered to be among the more popular and fundamental works [31].
According to [29], HE can be generally categorized into slips and mistakes, where slips are
errors resulting from unintentional actions whereas mistakes result from intentional actions.
For example, when a worker knows what to do yet still makes an error, it is categorized as a
slip, whereas it is considered a mistake when the worker intentionally chooses the wrong
procedure to complete the task. [18] expands the taxonomy from [29] and introduces the
category of lapses. While slips and lapses are both unintentional errors which occur due to
unplanned actions, mistakes are intentional errors that occur due to errors in judgement.

Task-Oriented: Task-oriented schemes define and categorize HE based on specific tasks
and across specific domains. Examples of studies utilizing task-oriented schemes address the
information transfer problem [32], distraction [33] and categorization [34]. The goal of
behavior-oriented schemes is to classify behavior independent of the task [24]. However,
behavior-oriented schemes may also be considered task-oriented, if behavior is particularly
influenced by the nature of the task and its requirements.

System-Oriented: System-oriented schemes are more comprehensive schemes, in that
they extend their scope to a wider range of tasks within a particular domain [24]. System-
oriented schemes can be considered a combination of behavior-oriented and task-oriented
schemes, in that they consider the interaction between human actions and behavior, the
environment, and tasks. For example, in [35], errors in an aircraft simulation study were
categorized into categories such as related to navigation, communication problems, systems
errors, among others. Some issues can be considered as arising from a combination of the



task-related and behavior-related elements, such as the pilot failing to deploy the automatic
pilot when it could have been helpful - a possible slip or lapse.

In addition to these classifications, HE can be broadly categorized based on visibility, into
active and latent errors [36]. Active failures are the errors that directly and immediately
contribute to an adverse event, often committed by front-line operators or individuals
otherwise directly involved with a task. Latent conditions, on the other hand, are those errors
that can lie dormant within the system for an extended period of time, such as long-term
problems in communication, organizational structure, policies, or management.

1.4. Industry-Specific HE Classification

In addition to general HE classification schemes discussed above, many industries have
recognized the unique complexities inherent in their specific domains and have adapted
standards and classification systems to help identify and mitigate HE. Although HE
classification can vary across industries, classification often shares similarities with regards
to human behavior and task requirements, and many classification systems are based of the
granularity of task, as discussed in Section 1.3. For example, the Human Factors Analysis and
Classification System (HFACS) [37] was based on [36] to analyze HE and the underlying
factors of accidents in the aviation industry. Per the HFACS framework, HE is categorized into
four levels: unsafe acts of operators, preconditions of unsafe behavior, unsafe supervision,
and organizational influences. HFACS is a popular and versatile HE framework and has been
adapted across many safety-critical industries, such as maritime [38], healthcare [39],
nuclear [40], and oil and gas [41]. Another similar framework based on HFACS, titled Human
Error Awareness Training (HEAT), was developed in [42] with application for the
construction industry. Under the HEAT model, HEs are categorized as organizational
influences, supervisory influences, preconditions, and acts/events [42]. Another industry-
specific model, AGAPE-ET, considers human error analysis methodology for emergency tasks
in a NPP [43].

2. Modeling Types

Al models are algorithms or computer programs that find patterns in data. In the context
of Al, four categories of modeling techniques can be discussed: Descriptive modeling (DM),
predictive modeling (PM), prescriptive modeling (PSM), and increasingly, generative
modeling (GM) [44]. These categories can be generally considered to be progressive [44],
based on increasing levels of modeling complexity and added decision-making value [45, 46].
While many reviews often group Al/ML techniques into more conventional classifications of
classification, regression, and clustering, our approach emphasizes the levels of decision-
making support these models provide. This focus allows us to explore the purpose and
outcomes of these models, rather than their technical methodologies specifically. By using
this specific classification scheme, we aim to highlight the progressive complexity of these
models and their respective contributions to decision-making in the context of reducing HE
in safety-critical contexts.

DM focuses on analyzing historical data to understand patterns and relationships, in
order to provide insights as to what has happened in the past or is currently happening



regarding HE. In the context of HE analysis, DM helps to summarize and analyze existing data
in a meaningful way, allowing for error identification and classification and providing
industry personnel with a comprehensive understanding of the nature and characteristics of
HE incidents. PM goes beyond describing past or current events and instead aims to make
predictions on future events based on past events. It leverages historical data, often obtained
from DMs, to identify patterns and build models that can forecast future trends or outcomes.
PM can assist in proactive decision-making, risk assessment, and development of HE
mitigation strategies. PSM expands the predictive analysis and aims to provide reasonable
actions or recommendations for managing and mitigating HE. PSM considers different
constraints, objectives, and available courses of actions to determine best possible decisions
in preventing, identifying and mitigating HE incidents. PSMs can extend the insights obtained
in DMs and PMs by providing actionable recommendations, and even decision automation
through implementation. Thus, PSMs complement descriptive and predictive modeling by
bridging the gap between data analysis and decision implementation.

It is possible for these modeling types to overlap. For example, a model that identifies an
error (DM) can also provide the probability of its occurrence (PM). Similarly, a model may
build upon DM and PM for a PSM that aids in operators’ decision-making abilities.
Additionally, the lines between the modeling types can be blurry in application, so it is
possible that a study may be used in different modeling applications than generally
considered.

In addition, a fourth category, generative modeling (GM), has gained significant interest
and relevance, especially with the rise of generative Al models and large language models
(LLMs). Unlike the other modeling types which focus on extracting and applying knowledge
from data, GMs create new data by learning and sampling from the probability distribution
of the existing datasets [46].

2.1. Descriptive Modeling (DM)

DM is an approach within Al that makes inferences about the past by using historical
records [47]. DM establishes a link between past events and present outcomes. The analysis
of historical data with DM can provide insights into the factors contributing to HE in an
industry or organization. The primary objective of DM with regards to HE is to answer the
question of “why did the error occur?” [48]. This allows for a better understanding of HE
prevention and mitigation measures.

The concept of DM has been studied extensively and various DM algorithms have been
applied in HE detection and mitigation studies. For example, clustering methods, such as k-
means clustering and associations [49] can help group similar data points and explore
relationships that may not be immediately apparent. Additionally, regression analysis can fit
under the DM umbrella - if the goal is exploratory analysis between dependent and
independent variables, rather than prediction [50] - as well as ML dimensionality reduction
techniques such as principal component analysis (PCA). Decision trees can also be
considered DM algorithms depending on the nature of the task. For example, decision trees
can be employed to provide insights into historical data.



2.2. Predictive Modeling (PM)

PM is the process of using historical data to create, process, and validate a model that can
be used to forecast future outcomes. Unlike DMs, PMs aim to offer insights about the future
from past events. Although the main objective of PM is not to identify errors, error
identification often serves as an initial step in the assessment process. Prior to assessing
probabilities, different DM techniques can be employed to identify and classify HE. In some
cases, the same model can be considered both a DM and PM - used for both error
identification and probability assessment.

Many classification and regression algorithms can fit under the umbrella of PM [46] if the
goal is to produce predictions of future events [50]. For example, different regression analysis
algorithms, such as linear regression, logistic regression, neural network (NN) regression,
can be used as PMs to assess error probability by establishing a correlation between a
dependent variable, such as the occurrence or the likelihood of HEs, and independent
variables, such as task characteristics like task complexity [51] or various human factors,
such as fatigue [52]. Regression algorithms can also be combined with various traditional
human reliability analysis (HRA) methods such as Technique for Human Error Rate
Prediction (THERP) and Human Cognitive Reliability Correlation (HCR) to assess the
probability of an error [53]. For instance, the Human Reliability data EXtraction (HuREX)
framework, developed to collect HRA data from NPP simulators and events, utilizes various
data analysis techniques, including logistic regression, to provide HE probability estimates
[54]. Additional commonly used PMs include pattern recognition models such as artificial
neural networks (ANNs), Bayesian Networks (BNs) and support vector machines (SVMs),
classification models such as decision trees, and nearest neighbor search [9, 49].

2.3. Prescriptive Modeling (PSM)

PSM is an approach that focuses on providing adaptable and real-time sequences of
suggested actions based on situational conditions [55]. It aims to build upon DM and PM to
answer the questions about “what should be done?” and “why should this be done?” [55]. In
comparison with DM and PM, which are both well-established in literature, PSM is a relatively
new area of research that has been gaining added interest, particularly in the context of the
Internet of Things Revolution. PSM is a real-time sequential decision-making model [56],
with the goal of intervening at the right time in order to take the right decision. The goal of
PSM is to deliver actionable recommendations and suggest the optimal decision. Various
modeling techniques can fall under the umbrella of PSM, as noted in [48], and can include
Markov decision processes (MDP), genetic and greedy algorithms, and optimization models,
such as linear programming, among others. RL is another commonly utilized ML technique
that can be used in PSM [57]. RL is concerned with how agents should behave in an
environment in order to maximize the cumulative reward received over time [58]. RL's ability
to adapt to changing circumstances makes it particularly well-suited as a PSM in dynamic and
evolving environments.



2.4. Generative Modeling (GM)

GM is an modeling type that has gained increased popularity, especially with the rise of
large language models (LLMs). Generative models include techniques such as generative
adversarial networks (GANs), autoregressive models, diffusion models, and variational
autoencoders (VAEs) [59, 60]. Depending on the problem statement, GMs can be utilized for
clustering, regression, or classification purposes [61]. The primary objective of these models
is to model the underlying distribution of the dataset and generate new points representative
of that distribution [46]. In the context of HE, GM offers several valuable applications. Namely,
generative models can be used for synthetic data creation for training purposes, which can
be valuable in settings where simulating anomalous scenarios or obtaining data
representative of HE can be difficult. The process of curating and labeling real datasets
required for Al models can itself be subject to HE, which can negatively impact the accuracy
and reliability of the resulting models, so synthetic datasets created by GMs can also address
this predicament [62]. Additionally, GMs can be employed for the purpose of anomaly
detection. In adversarial scenarios in safety-critical settings, anomaly detection models can
help human operators with incident diagnosis and mitigation tasks [63]. LLMs have also
found applications in safety-critical industries, where they are being utilized to analyze large
sets of textual reports, such as accident reports, and generate insights into the data [64].
LLMs’ ability in generating human-like text has been considered for developing safety
management and HE prevention procedures [64].

3. Methodology and AI/ML Applications for HE

As discussed in Sections 1.3 and 1.4, classification of HE varies across or even within
industries. In this section, we break down selected literature as DM, PM, PSM, and GM. It is
important to note that schemes and algorithms are not mutually exclusive and a study may
also be considered under different or multiple categories simultaneously, even though it may
not be explicitly listed.

While our review is not an exhaustive list of all relevant literature, our main aim in our
selection is to explore the diverse array of studies conducted across various safety-critical
industries and systems to explore similarities in methods and applications. In particular, we
consider studies within the last ten years of publication (2013-2024, to date). We choose this
range specifically to study to gain insights into the state-of-the-art and the recent trends in
the field of HE detection and mitigation across safety-critical industries. Although HE is an
active field of research historically, the use of AI/ML models have only recently began to gain
interest. Our methodology involved a systematic review across Google Scholar, a scholarly
search engine, and multiple academic and scientific databases like IEEE Xplore and Scopus.
We used a combination of keywords and Boolean operators to refine our search. Examples of
keywords considered include a combination of terms such as “human error/factor,” industry
name (e.g. aviation, maritime, nuclear, medical), “safety-critical,” “algorithm,” “machine
learning,” “descriptive,” “predictive,” “prescriptive,” “generative.” Following the initial
keyword search, we applied a manual screening process to further refine our selection. This
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involved reviewing the abstracts, and when necessary, full texts of documents to exclude
those studies that did not fit within the scope of this review. For each selected paper, we
reviewed the method and the modeling types utilized. We also examined that citations of the
selected literature to check for further relevant studies that may not be captured through
keyword searches alone, as well as any related derivative works. For example, we notice that
many relevant studies do not include the term “safety-critical” and may not necessary include
the terms “human error” but rather related terms like operator or personnel error, or not
even mention human error, but still fit within our scope. In total, 58 studies are included.

Figure 1 shows a stacked bar chart of the literature in this study, breaking them down into
industry and modeling type. Figure 2 shows the distribution of the selected studies into
modeling type. Tables 1, 2, 3, and 4 categorize the reviewed studies into modeling type,
industry, model(s) utilized, major objective of the study, the theme of the paper as it relates
to HE, and detection occurrence. In ‘detection occurrence, pre- refers to pre-occurrence,
which refers to error detection that happens before the error has taken place, based on what-
if scenarios. Opt refers to operational detection, with the goal of working in real-time to catch
or alert at an probability of error, based on operator actions. Finally, post- refers to detection
post-occurrence, after the error has already occurred.

3.1. Network Visualization

Figure 3 shows a network visualization of the co-occurrence of keywords in the studies
considered in this review. The VOSViewer software is used to extract and visualize the
cooccurrence networks of key terms from studies included in the review [65]. This
visualization serves as a tool to identify key themes and relationships present in the reviewed
literature, providing insights into the frequencies and relationships between key terms. The
distance between the keywords represents the strength of the relationship of the terms. For
example, ‘clustering’ is closely related to ‘human factors, which highlights the focus on
clustering methods for human factor analysis. ‘Natural language processing’ is also similarly
related to ‘aviation safety’. The size of the keywords represents the frequency of the
keywords. Specifically in this analysis, ‘machine learning, ‘reinforcement learning, and
‘human factors’ are among the most frequent keywords. The size of these terms suggests the
growing importance of AI/ML models in addressing HE.
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3.2. Descriptive Modeling

DM studies primarily focus on retrospectively exploring the underlying human factors
that contribute to an HE incident, identify causal factors of accidents, or classifying accidents.
As descriptive analytics is often the first step in HE analyses, DM techniques often serve as a
foundational step in many HE studies. As such, we consider those studies in particular that
focus entirely or have a significant element of DM in their methodology. Table 1 presents an
overview of the DM studies considered.

Most DM studies identified in this paper fall under the theme of incident/accident
analysis or classification [66, 67, 68, 69, 70, 71, 72, 73], in which the goal is to analyze
historical incident/accident reports and understand the underlying causes or human factors
that contributed to an event. For instance, in [68], construction site incidents from a
construction company between 2014 and 2020 are analyzed and patterns are extracted
between features and type of incident using a decision tree classifier and the Apriori
algorithm used in association rule mining. Similarly, in [72], contributing factors to HEs in
surgery are analyzed using random forests (RFs) from historical event reports. Classification
methods, particularly decision trees and ensemble tree models like RFs used to prevent
overfitting, are widely used as DM and PM techniques. These models are favored in HE
analysis given their interpretable structure and ability to consider the relationships between
many input variables (e.g. human factors or characteristics of incidents) to a target output
[12, 67].

DM studies are particularly prevalent across the transportation industries, with a
majority of the studies considered in this area falling under maritime, railway, and aviation,
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due, in part, to the availability of relatively larger public incident databases. For example, the
goal of both [66] and [67] is to incident analysis and classification, with the underlying goal
of understanding factors or patterns of railway accidents. Similarly, [74, 75, 76] all consider
historical incident databases from the maritime industry to identify human factors or classify
maritime incidents.

While DM studies are not inherently PSMs, they often do include a ‘prescriptive’ element
by recommending specific measures for safety enhancement. Many DM studies provide
additional insights for improving safety within the industry. For example, based on the results
from the DM on maritime accidents, [76] suggests that improved training and enhanced
communication protocols could reduce the occurrence of maritime incidents. The emphasis
on communication is also mentioned in [72], among others. [72] suggests that improved
communication between surgery teams and adopting a specialized safety approach for the
characteristics of each surgery could lessen the likelihood of preventable medical error in
surgeries.

3.3. Predictive Modeling

As discussed in Section 2.2, studies that address HE probability calculations, in which the
likelihood of HE is calculated using available datasets or past incident/accident data, can fall
under the umbrella of PM. Generally, PM in the context of HE focuses on three main
categories: (1) predicting HE or accident probability, (2) predicting the outcome of an
incident, and (3) predicting accident severity. Prediction of HE risk, severity, or category can
be done retroactively, i.e. after an incident or HE has occurred, before an incident based on
what-if scenarios, or in fewer cases, operative, based on the actions of the human operator.
Table 2 presents an overview. Studies such as [80, 81, 82, 83, 84] can fall under the umbrella
of HE risk prediction. Bayesian networks are popular methods for this task. Bayesian
networks are particularly used in the field of HE analysis, given their ability to handle
complex interdependencies in human factors data points and ability to inherently capture
uncertainty [85]. For example, [81], a Bayesian network model based on an accident database
from safety-critical and other high-technology industries is proposed to calculate probability
estimates of errors of cognition and execution, or human failure probabilities. The use of text
mining and natural language processing is also utilized in PM and HE analysis. In [86], the
authors develop a PM to predict human factors from aviation incident reports. The HFACS-
ML model is developed with the goal of extracting HE factors for ML applications. Related to
HE risk analysis, in [87], the authors develop a maritime vigilance assessment model based
on Shallow NN. Vigilance assessment is especially important for operators in safety-critical
roles such as traffic controllers, whose tasks required continuously elevated attention levels.
The goal of the study is to predict the onlookers’ reaction time base on their gaze patterns.
Results of the Shallow NN model are compared against other algorithms such as bagged trees,
decision tree and SVM. While the Shallow ANN provides R2 near 0.8, the decision tree and
bagged trees provide the poorest performance of 0.053 and 0.1, respectively, likely due to
overfit.

Studies such as [88, 89, 90, 91] can be included under the accident risk prediction
category, in which the goal is to quantify the risk of an accident based on human factor traits
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or environmental conditions. In [92], the authors develop an accident prediction model for
repair and maintenance accidents in oil refineries. In [91], a PM is build based on RFs and
multi-class SVMs using Boolean kernel to predict the type of maritime accident (e.g.

Descriptive Modeling

Detection Occurrence

Study Industry Model Objective Theme Pre- Opt Post
Cheng et al. Petrochemical classification & Analyze causes of major  identify and X
(2013) [77] regression petrochemical accidents  categorize causal
tree themes in accident
data
Youn et al. Maritime decision tree, Use optical sensors to classification X
(2018) [78] SVM, KNN simulate lookout
activities and develop a
classification model to
monitor navigators’
lookout actions
Chen & Yu Aviation PCA, Investigate the risk mitigation X
(2018) [79] regression relationship between
analysis intervention strategy
and unsafe acts
Hua et al. Railway text mining, Extract accident risk incident/accident X
(2019) [66] NLP factors from text reports ~ analysis/classification
Alawad etal.  Railway decision tree  Classify accidents and incident/accident X
(2019)[67] patterns Predict analysis/classification
characteristics of
accidents
Fan etal. Maritime BN Risk assessment for human X
(2020) [74] human factors reliability analysis
contributing to maritime
accidents
Chen et al. Maritime association Finding human factor human factor X
(2020) [75] rules cause chain of ship classification
accidents
Ugur et al. Construction  decision tree,  Analyze construction site  incident/accident X
(2021) [68] association incident reports to analysis/classification
rule mining understand incident
causes & relationships to
other factors (incident
type, severity).
Sattarietal.  Oil/Gas BN Label and classify incident incident/accident X
(2021) [69] reports analysis/classification
Paolo et al. Maritime semisupervised Classify sea accidents identify and X
(2021) [76] hierarchical from database using categorize causal
methods clustering method to themes in accident
analyze contributing
factors and contribution ~ data
of HEs to
accident data
Morais etal.  Multi SVM Develop a ‘virtual human incident/accident X

(2022) [70]

factors classifier’ to
automatically read and
classify accident reports
based on individual,
organizational, or
technological factors

analysis/classification
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Ouache etal.  Fire Safety ANN, Identify HE factors incident/accident X

(2022) [71] classification  contributing to fires analysis/classification
Arad et al. Medical RF Analyze  observations incident/accident X
(2023) [72] and RCAs to identify analysis/classification

contributing factors to
the occurrence of
preventable errors in

surgery

Nallathambi  Fireworks rule-based Investigate the impact of  incident/accident X
etal. (2023) human factors analysis

[73] contributing to HE /classification

Table 1: Overview of DM studies included in the review (organized by publication year).

collision, hull fire, etc.) based on the presence of various human factor features. Then, feature
ranking is applied to rank the influence of the human factor features. In [93], an SVM and an
ANN are optimized using genetic algorithm (GA) and particle swarm optimization (PSO) to
predict occupational accidents using a steel mill case study. Accident data is categorized as
injury, near miss and property damage. The best performing classification model, PSO-SVM,
is used to generate rules on the contributing factors of accidents. Similar accident outcome
prediction studies include [94], in which RFs and stochastic gradient tree boosting is utilized
to predict injury type, energy type and body part affected from construction injury reports.
In practice, the user inputs the work package and observations about the job site, and the
model predicts injury type, energy type (e.g. biological, chemical, gravity, mechanical, etc.),
and body part that would be most likely to be affected should an accident occur.

Accident severity studies, such as [95, 96, 97, 98] aim to quantify the severity of an
accident based on its characteristics. In [99], association rule mining is used to find patterns
in accident dataset and the severity of the incident. Various time series forecasting models,
including linear regression (LR), Gaussian processes (GP), MultiLayer perceptron (MP), and
Sequential Minimum Optimization Regression (SMOreg) are utilized to predict one year of
aviation accident trends. The findings from these prediction studies contributes to a better
understanding of the impact of HE and human factors and provide insights into mitigation
and prevention strategies.

In addition to these categories, in [100], the authors develop a model based on LSTM that
can predict the trend of key plant parameters following operator actions in emergency
situations. The model can be considered an operator support system that can be utilized to
allow the operator to check intentions with the predictions of the model to prevent HE.
Although the study is formulated as a prediction model, the practical development of this
model into a diagnostic and error mitigation tool can also classify it as PSM.

3.4. Prescriptive Modeling

Since PSMs are often build upon DMs and PMs, PSM studies are rarely standalone PSM.
Additionally, certain studies not considered to be PSM although not PSM at the current stage,
can have PSM elements. PSM studies are prevalent in the energy and transportation and
aviation industries. Healthcare is also well-suited for PSMs due to its complex, time-critical
and personalized nature, and the large scope of possible diagnoses and treatments [105].
Table 3 presents an overview of the studies.
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In [106], the authors consider how a combination of PM and PSM methods can be utilized
in crash risk minimization in the transportation industry. PMs such as logistic regression,
Poisson regression, NNs, and XGBoost are utilized to predict the crash probability in a
simulated example. K-shortest path is used to find the shortest routes in an example route
network and the results from the PMs are used to rank the suggested routes according to
crash risk. In [107], an RL model that uses historical multi-modal railway data is proposed to
predict causes of railway accidents, and uses to develop accident prevention strategies.

PSM research largely revolves around developing models that actively provide
recommendations and suggested actions, thus the vast majority of PSM studies fall under the
operator or decision support system category. The nuclear industry makes extensive use of
PSMs with the goal of aiding operators in their tasks, such as NPP heat-up operations [108]
and preventing HE. For example, [109] propose an operator support system based on Petri

Predictive Modeling
Detection Occurrence

Study Industry Model Objective Theme Pre- Opt Post
Cai et 0il & Gas BN Quantify human reliability of ~ HE risk analysis X
al.(2013) [80] offshore blowouts
Tixier et Construction  RF, stochastic gradient tree ~ Develop a PM that can predict  accident X
al.(2016) [94] boosting the injury type, prediction

energy type and body part

affected
Burnett & Si Aviation decision tree, k-nearest Predict conditions that can lead accident/risk X
(2017) [88] neighbors, SVM, ANN to accidents prediction
Madeira et Aviation NLP, label spreading, Classify human factor human factor X
al. (2017) SVM categories from incident classification
[86] reports
Morais et Multi BN Predict HE probability in HE prediction X
al.(2018) [81] various sectors
Liao et al. Construction BN Quantify the impact of HE probability X
(2018) [82] improper work environment prediction

on HE probability
Shao-Yu et Aviation fuzzy clustering, back Predict the affect of pilot age accident/risk X
al. (2018) propagation NN on flight accident risk prediction
[89]
Zaranezhad 0il ANN, fuzzy, GA, Ant Colony Create accident prediction accident X
etal. (2019) Optimization model for repair and prediction
[92] maintenance accidents
Sarkar et Steel SVM, ANN optimized with Predict occupational accident  accident X
al.(2019) [93] GA, Particle Swarm ‘Eé‘tgcomes from accidentdata  prediction

injury/near miss/property

damage)
Wang et al. Transportation RF, Adaboost with decision  Predict driving risk from crash accident/risk X
(2019) [90] tree, GBDT, and XGboost and violation records prediction
Abesamis et Aviation association rule mining time Predict conditions that can lead accident X
al.(2020) [99] series forecasting to accidents prediction
Coraddu et Maritime RE multi-class SVM Predict accident type based accident/risk X
al. (2020) on presence of human factors; prediction
[91] rank the influence of different

human factor features
Suh & Yim Nuclear SVM, bio-signals Identify worker’s fitness for HE risk analysis X
(2020) [84] duty status based on

bio-signals
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Zhang et al. Nuclear SVM with bootstrap Predict operator performance operator X

(2020) [101] in NPPs using multiple performance
sources of task and prediction
physiological information
Bae et al. Nuclear LSTM Predict parameter trends operator X
(2021) [100] after operator actions in NPP support system
emergency situations
Zhu et al. Construction  logistic regression, decision  Predict the severity of accident X
(2021) [96] tree, SVM, Naive Bayes, k- construction accidents severity
nearest neighbor, RF, Multi- prediction
Layer Perceptron and
AutoML
Lietal Maritime shallow ANN Assess vigilance levels predict  vigilance X
(2022) [87] reaction time based on gaze assessment
patterns
Tamascelliet ~ Chemical linear, Deep NN, hybrid wide Correlate the features of an accident X
al.(2022) [95] & deep accident to predict accident severity
severity prediction
Yan et Nuclear back propagation NN Predict HE probability from eye HE probability X
al.(2022) [83] response, situational prediction
awareness, workload
Nogueira et Aviation RE ANN, active learning Predict fatalities based on accident X
al.(2023) [97] accident data severity
prediction
Ganguly et Medical NLP, linear SVM, MLP, CNN Categorize medical error error type X
al. (2023) reports prediction
[102]
Lan et al. Maritime association rule mining, Predict the severity of ship accident X
(2023) [98] complex network, RF accidents by understanding severity
correlation of risk factors prediction
Fan & Yang Maritime ANN Conduct human performance operator X
(2023) [103] measurement and predict experience

operators’ experience level prediction

based on physiological data
Fan & Yang Maritime Lasso, BN Identify critical fatigue-related fatigue X
(2024) [104] factors; build a fatigue prediction

prediction model

Table 2: Overview of PM studies included in the review (organized by publication year).

Nets and deep NNs that detect operator error during emergency situations, such as a coolant
loss accident, and notifies the operator through a warning system of an deviancy from the
procedure. Similarly, [110] and [111] also discuss operator support systems with the goal of
alerting operators if there is a presence of HE. [112] proposes an XAl operator diagnostic
assistant that can diagnose scenarios and provide rationale behind the diagnosis, with the
goal of supporting NPP operators in their diagnosis tasks during abnormal operating
conditions.

In healthcare, decision support systems can come in the form of clinical decision support
systems. These systems are intended to provide clinicians with suggestions regarding
possible diagnoses and treatment models, which, in turn, can reduce medical error. [105]
propose a clinical decision system PSM that is built on a PSO PM. [113] propose an real-time
operator assistance system based on POMPD that can aid stroke patients during their daily
tasks and provide feedback when they err in their actions.

Al-based PSMs are also utilized in aviation. For example, [114] propose the use of a PSM
based on MDP to make decisions as to whether to give the control of unmanned aircraft
system from the pilot to the computer system to avoid pilot loss of control. Similarly, [115]
propose the use of human-in-the-loop RL model that utilizes computer vision to understand
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the pilot’s psychological reaction and the simulated flight path to learn flying skills, with the
goal that, once sufficiently trained, the RL can fly the aircraft and support the pilot in flight.

3.5. Generative Modeling

Generative models are closely related to the other modeling types, in that they can
incorporate elements of data analysis (DM), PM, and suggesting recommendations (PSM).
Based on the reviewed literature, GMs are considered across a range of applications for HE
in safety-critical industries, including incident analysis, fault detection and diagnosis, and
anomaly detection.

The potential of generative language models, such as Bidirectional Encoder
Representations from Transformers (BERT) and generative pre-trained transformers (GPT)
used in LLMs such as ChatGPT, have been considered in safety-critical literature, especially
in relation to incident and human factors analysis [116]. In healthcare and medical fields, for
example, GPT models are considered by radiologists and clinicians for diagnosis support.
[117] consider the performance of ChatGPT in evaluating and correctly categorizing
diagnostic errors in healthcare, a time-intensive task often performed manually by
physicians. Results of the study suggest that the ChatGPT model was able to successfully
detect 95% of the diagnostic errors and identify the contributing factors of the errors. GPT
models are also considered in the aviation and aerospace fields where they are utilized in the
accident data analysis. For example, [118] uses a GPT model to classify aviation “decision
errors” based on the HFACS framework. While the performance of the GPT model did not
meet the expectations of the subject matter expert, especially without prompt engineering,
the authors highlight the potential of these models for accident analysis, in particular when
used in conjunction with the domain knowledge of experts. In another study [116], authors
consider the use of ChatGPT for generating incident summaries based on narratives and later
identifying human factor causes based on aviation incident summaries, the results of which
are validated against real safety analysts. Relatedly, LLMs are also being considered for the
purpose of fault diagnosis. Fault diagnosis in complex systems such as NPPs and chemical
processing plants can involve time-sensitive tasks that are prone to HE. [119] consider fine-
tuning pre-trained LLM for the purpose of fault diagnosis in complex systems.

Anomaly detection is another important application area of generative models. Similar to
fault diagnosis, the manual process of detecting anomalies in safety-critical industries can
itself lead to HE through time pressures and cognitive overload. Thus, anomaly detection
techniques can either point to outliers that may be resulting from HE or aid human personnel
mitigate problems in a timely manner. GANs and GAN-based techniques in particular have
emerged as promising anomaly detection tools. The basic GAN architecture consists of two
subnetworks that work in adversarial fashion - a generator, which attempts to generate
synthetic data representative of the input data, and a discriminator, which attempts to
categorize between real and generated data. [120] propose the use of GAN-based anomaly
detection model to identify mismatches between automatically collected sensor and
manually collected surveillance data in an NPP, suggesting the potential presence of HE.
Autoencoders and VAEs can also be employed for the purpose of anomaly detection. [121]
employ an autoencoder model to identify pilot error in multivariate time series data. [63]
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propose a LSTM-VAE model to detect system and component anomalies in an NPP, under the
idea that anomalous accident data will not be reconstructed properly in comparison with the
normal input data.

4. Opportunities for Advancing Al Models

Going beyond DM, PM, PSM, and GM, digital twins (DT) and the concept of human-in-the-
loop (HITL) present opportunities for advancing Al models through the opportunity for real-
time simulation, enriched human-machine collaboration, and improved decision-making. In
this section, we discuss the role of digital twins and human-in-the-loop for HE.

4.1. Digital Twins

Digital twins (DTs) can effectively act as a combination of DM, PM, PSM, and GM
depending on the task and the complexity of the model simulated [124]. The use of DT in
various industries, including for aviation [125, 126], is an emerging, but promising concept.
A DT serves as a digital copy of a dynamic system which simulates the real-world outcomes
in real time. In DTs, historical data and data collected from the system can be used as a DM to
display the real-time status of the system. PMs can be utilized to anticipate critical
parameters or forecast trends related to system or component health or potential failure risk.
This proactive approach can enable effective decision-making, facilitating timely
maintenance activities and preemptively addressing issues before they escalate in failures or
unplanned downtime [127]. PSMs can be used to detect critical situations and provide
recommendations on corrective measures. DT can model future outcomes and can
recommend the best course of actions for any pre-specified outcome. Additionally, a
backward simulation can be created based on the historical incident data to find the root
cause of an error [128] and reduce the probability of late detected errors. In automated
systems especially, DTs can reduce HE by minimizing human input and thus increasing the
integration between the virtual and physical system [129], among one of the promises of
Industry 4.0 [130]. DTs require a working environment or an actual asset to model, which
makes their practical

Prescriptive Modeling

Detection Occurrence

Study Industry Model Objective Theme Pre- Opt Post
JeanBaptise  Medical Partially Monitor patients operator X
et al. Observ- during ‘activities of assistance
g(l);]s ) able MPD daily living’ tasks
Provide feedback
when HE is detected
Kruse et al.  Aviation MDP Assess risk of pilot operator X
(2019) loss of control in support
[114] UAS system
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Vemuru et Aviation computer  Learn to fly from operator
al. (2019) vision, RL  pilot’s reaction and support
[115] flight path system
Park et al. Nuclear RL Learn diagnosis of operator
(2020) safety functions support
[122] system
Hu et al. Transportation PMs Combine PMs to crash risk
(2020) (logistic rank shortest routes  prediction
[106] regression,  from the crash risk

Poisson

regression,

NN,

XGBoost), k-

shortest

path
Ahn et Nuclear Colored Detect operator error operator
al.(2020, Petri in emergency support
2021, Nets, NNs situations, Alert system
2022) operator of deviancy
[109, 110, from procedure
111]
Park et al. Nuclear GRU-AE, Diagnose abnormal operator
(2022) Light- operating scenarios diagnostic
[112] GBM, assistant

SHAP
Park et al. Nuclear Deep RL Perform automatic operator
(2022) control during NPP support
[108] heat-up stage system
Yan et al. Railway RL Predict causes of accident
(2023) railways accidents prediction
[107]
Hoyos etal.  Medical Fuzzy Suggest treatments, decision
(2023) cognitive follow-up, prevention support
[105] maps PSO, system

GA
Lui et al. 0il & Gas functional  Update and optimize  decision
(2024) resonance  emergency support
[123] ?;1;1})1733 proced.ures in. . system

RL dynamic conditions

Table 3: Overview of PSM studies included in the review (organized by publication year).

implementation in safety-critical systems particularly challenging, given the infrastructure,
deployment costs and issues with data quality and big-data analysis [131]. Regulatory
implications, in the nuclear industry in particular, are a large hindrance in the application of
DT technologies [132]. Furthermore, a lack of an unified DT architecture across industries
exacerbates the gap between theoretical DT concepts and practical applications [133].
Although full-scale DT implementations are limited and largely conceptual in some

industries
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Generative Modeling

Detection Occurrence

Study Industry Model Objective Theme Pre- Opt Post
Parketal.  Nuclear LSTMVAE Detect system & anomaly X
(2021) [63] component anomalies detection
in NPP
Tikayat et Aviation GPT Generate incident safety X
al. (2023) summaries based on analysis
[116] aviation safety
analyses reports
Gursel et Nuclear GAN Correlate NPP data; anomaly X
al. (2023) suggest the presence  detection
[120] of HE anomalies
Harada et  Medical GPT Detect diagnostic error X
al. (2024) errors; identify analysis
[117] contributing factors
to errors
Mural et  Aviation Autoencoder Quantify pilot errorin  anomaly X
al. (2024) multivariate data detection
[121]
Saunders  Aviation GPT Analyzing aviation accident X
‘E; 8;4) accidents based on analyses
[118] HFACS
Zheng et  Multi LLaMa, LLM model for fault fault X
al. (2024) GPT diagnosis diagnosis
[119]

Table 4: Overview of GM studies included in the review (organized by publication year).

due to these aforementioned challenges, various DTs are already used in different capacities
in safety-critical industries. The construction industry, for example, actively uses DTs.
Further, national labs and research institutions are actively working to bridge the gap
between concept and implementation. [132] discuss the potential applications of DTs in the
nuclear industry and provide a roadmap for practical implementation given regulatory
requirements. Additionally, there are several large-scale research projects focused on DTs in
nuclear, such as Advanced Research Projects Agency-Energy (ARPA-E) GEMINA, developing
a predictive maintenance DT for the General Electric advanced reactor, the BWRX-300, and
Idaho National Lab MAGNET, which attempts to build a DT of an experimental testbed using
sensor data [134].

The concept of human digital twins (HDT) has also been explored in recent literature, a
review of which is provided in [135]. Similar to DTs, which are digital replicas of physical
system, an HDT is a digital replica of a human [135]. Although the application of HDTs is still
in its infancy and largely conceptual, an HDT may be used to analyze and understand HEs and
the conditions under which errors occur [136]. Additionally, HDTs may be used to evaluate
the readiness of personnel [136]. HDTs can be particularly useful in domains such as
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healthcare by aiding in personalized diagnoses and real-time patient monitoring. For
example, [137] suggest a perioperative (during the period of surgery) HDT that can assess
the situation of a patient in real-time and test every possible diagnosis to come to an optimal
course of action. Another recent example of a preliminary development of a HDT for a safety-
critical industry is the Human Unimodel for Nuclear Technology to Enhance Reliability
(HUNTER) [138]. HUNTER, when integrated with NPP simulation models, acts as a ‘virtual
operator’ that can do dynamic and computational HRA, such as calculating HE probabilities
and time spent on task. In [139], the authors developed a HDT for process industries that
mimics operators’ behavior during abnormal operating conditions. In addition to existing
challenges with DTs as discussed above, additional concerns with privacy and data security,
complexity of modeling human cognition, and regulation with regards to ethics and user data
make the development of HDTs particularly challenging [135].

4.2. Human-in-the-Loop and HE

In recent years, safety-critical systems have become increasingly reliant on automation
with the intention of improving system safety and efficiency. While automation can offer
numerous advantages in improving system performance and reducing HE by automating
certain tasks that may be more prone to HE (such as data entry, etc.) and lighten the load of
personnel when used at an appropriate level, automation is not a solution to HE [140]. In fact,
the increased reliance on automation can aggravate the human factor component of safety
[28]. Highly automated systems risk significantly increasing the monitoring workload and
lowering freedom for operators to override the system’s decisions, given the lack of
transparency in Al models [141, 142]. One significant unintended consequence of
automation is the out-of-the-loop (OOTL) performance problem, which arises when humans
become complacent and lose vigilance [140]. In this case, humans lose situational awareness,
impairing their ability to correctly observe or interpret the system in cases where the
automation system fails to do so, thereby increasing the likelihood of HE. The OOTL problem
can lead to operator delays or failures in system intervention or inadequate mitigation of
critical conditions [140, 143].

Recognizing the indispensability of humans in safety-critical systems, the solution to the
OOTL problem does not lie in building fully automated systems and removing humans from
the system altogether [144]. Increased automation in complex systems necessitates more
human oversight since humans are needed to diagnose the system in cases of emergencies
or abnormal operating conditions [145, 146] In safety-critical systems, the expertise of
humans and trained operators remains unparalleled, and in cases where safety is at stake,
automation should work to support, rather than replace humans in the decision-making
pipeline [147]. Proper human-machine interaction and a meaningful level of human control
can address the problems caused by OOTL. The development of human-in-the-loop (HITL)
systems, in particular, can help solve the OOTL problem. A HITL system can leverage a priori
human knowledge into the ML model. This is especially valuable in certain safety-critical
industries, such as healthcare, where training data can be sparse and a reliable and timely
diagnosis is necessary [148, 149]. By incorporating human expertise and decision-making
abilities, a HITL system can enhance the performance and reliability of Al models. This
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collaborative approach enables ML models to benefit from the strengths of both human
personnel and machine intelligence, leading to more effective and safer outcomes in safety-
critical systems. HITL systems mitigate the risks associated with over-reliance on automation
and ensure that human expertise remains utilized in the system by actively employing
humans in the decision-making process. For example, according to [150], even the most
advanced autonomous shipping systems necessitate some form of human control and
support, highlighting the importance of designing resilient HITL systems.

HITL systems prevent errors in safety-critical industries through a combination of real-
time monitoring, human expertise, and the ability of rapid intervention. Two main issues
with highly automated systems include lack of transparency and controllability, thus the goal
of HITL systems is to address these two main concerns [151]. HITL systems can take on many
forms depending on the context, and the level of autonomy of the system. In the context of
ML, human expertise can be utilized in data annotation, such as for active learning, and for
model validation and fine-tuning the predictions of a model [149, 152]. For example, in
healthcare settings, as discussed in Section 3.4, HITL can take the form of ‘clinician-in-the-
loop, in which clinicians set the initial truth labels for training samples (e.g. diagnosis labels),
and iteratively provide feedback to the Al model regarding the validity or quality of the
results [153]. Ultimately, the suggestions of the Al are combined with the expertise and
decision-making capability of the human,; it is the decision of the clinician to follow the
suggestions of the model [154]. In systems like NPPs or aircrafts, HITL takes a similar form
of ‘operator-in-the-loop.

HITL is often achieved through the use of effectively designed user interfaces (Uls). The
integration of DM, PM, PSM, and GMs can lead to the development of intelligent (Al-based)
Uls. Al-based Uls can enable effective human-machine interaction (HMI), and facilitate HITL
interaction. Well-designed Uls incorporate human behavior, allowing for an efficient
collaboration between humans and machines. For example, the main control room (MCR) in
an NPP is a typical example of HMI in a safety-critical system. A MCR can be equipped with
various Al technologies, such as computer vision, natural language processing, and RL to
improve HCI [155]. Effective HMI in the MCR can reduce mental and physical pressure on
personnel, the complexity of data to be monitored, and the steps required for proper
operation [155]. While Al-based Uls can bring many advantages, the development of these
interfaces for complex systems can be particularly challenging due to high stakes and the
various factors involved in effective design. The design and implementation of Al-based Uls
necessitate careful consideration of factors such as system reliability, human factors and
safety. User-centered design is necessary to ensure optimal usability, trust, and effectiveness
of these interfaces.

5. Challenges in using AI/ML Models for HE

Despite the benefits and the many applications of Al and ML in safety-critical industries,
the use of Al, especially in safety-critical industries, is hampered by several challenges. The
most common challenges to using Al to detect or mitigate HE frequently brought up in safety-
critical literature include biases, erroneous data collection techniques or lack of appropriate

23



training data, generalizability, trustworthiness, explainability, uncertainty, and
security/privacy concerns. Many of these challenges are widely noted across the studies
reviewed, as well as in other reviews with similar focuses on AI/ML in safety and reliability
contexts, such as [12, 156]. In this section, we explore these challenges in greater detail and
discuss possible techniques for addressing these issues.

Biases: Biases in the Al model may be present throughout the model development
pipeline, from the data collection process to algorithmic bias. Additionally, there is also a risk
of automation bias, which is the humans’ tendency to accept the output of the AI/ML model
as accurate even in cases where the output may not be true. This is a particular problem for
decision-support systems, where operators may rely heavily on Al-generated warnings or
suggestions for error mitigation, presenting additional opportunities for HE [157]. As
discussed in Section 4.2, this necessitates careful design.

Data Collection and Lack of Training Data: The trustworthiness of a model can be
compromised by incorrect data collection methods, the lack adequate training data or lack of
enough training data representative of the population. For example, the lack of sufficient
labeled fault or accident data from real NPPs proves to be a challenge in building Al models
that provide satisfactory results [158]. Collecting data is a time and cost-intensive task, which
makes building extensive datasets all the more challenging, especially for rarely documented
incidents/accidents or fault conditions, which may be considered anomalies. The dataset
challenge is similarly encountered in the HE context, where the overall scarcity of HE data
complicates the quantification of HE and HRA across many industries [159]. To address the
dataset predicament inherent in AI/ML model development, it may be necessary to perform
data augmentation by generating synthetic data through the use of simulators or generative
models, such as GANs, as discussed in Section 2.4, using regularization techniques for
unbalanced datasets, or using transfer learning to share domain knowledge [158, 160].
However, the use of simulators to generate training data may introduce its own challenges.
In nuclear energy for example, generating synthetic data for probabilistic safety assessment
often requires a large number of thermal-hydraulic (TH) code runs, which demands
significant resources in terms of time, cost, and manpower [161]. The role of TH code is to
simulate the trends of key plant parameters following an initiating event. Thus, an immense
number of TH code runs is required to catalog the possible undesirable scenarios in an NPP
[161]. Furthermore, the computational cost of TH code runs is exacerbated by uncertainty
quantification for best estimate runs, making cataloging of all anomalous event progressions
computationally infeasible [162] (curse of TH code runs). To this end, research efforts ([163,
162]) have focused on addressing the curse of TH code runs. For example, [162] has explored
the use of reduced-order models (ROMs) to approximate TH code runs with less
computational overhead. Additionally, existing datasets may also be messy or incomplete,
particularly exacerbated by a lack of guidelines on the data collection process, necessitating
data cleaning techniques to enhance the quality and usability of these datasets.

Generalizability: Generalizability is the extent to which the results of a study are
applicable to a wide range of populations or situations, outside of the datasets from which
the model was trained from. Generalizability can be particularly challenging for Al models. It
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is difficult to build generalizable models within an industry, much less across industries. In
healthcare, for example, the lack of generalizable Al models is one hindrance towards the
practical implementation of Al-based clinical decision support systems, which can reduce
medical errors by helping clinicians come to a correct diagnosis [164]. Generalizability can
also be impacted by the lack of quality or representative training data. In the context of
generative modeling for example, incomplete datasets or datasets not representative of the
entire patient population can perpetuate biases and ultimately impact the fairness of models
[156]. Confidentiality concerns, combined with lack of sufficient time to collect data and/or
lack of funding, makes building generalizable datasets particularly challenging. Additionally,
public access to many human factors and safety databases are largely limited; the integration
of ML models with safety databases across industries can facilitate comparisons [12] and
improve model generalizability. Generalizability is also a concern for XAI models, since
explanatory needs will change among users [165]. When possible, open access and
collaborative datasets can help in building more generalizable models.

Trustworthiness: The trustworthiness of Al models may be undermined by many
factors, such as erroneous methods of data collection, biases and lack of fairness, ethical and
privacy concerns, and lack of model interpretability [166, 167]. Another issue regarding
trustworthiness is possible lack of trust in the Al's decision-making capabilities. In [168],
among the top concern of interviewed pilots regarding the use of Al-driven cockpit assistant
systems was the belief that the operational complexity would exceed the capabilities of the
Al model.

Explainability: Trustworthiness and explainability in Al are often interconnected, in that
increasing explainability in Al can also lead to increased trust [169]. In many aspects, most
Al models are still ‘black boxes, which is an especially significant problem for high stakes
environments like safety-critical industries. The lack of rationalization into the model
algorithm and outputs may make users feel like the decisions made are arbitrary and
therefore intensify trust issues, which is a problem especially for real-time decision systems.
In NPPs, for example, a lack of a convincing explanation for a diagnosis made by Al, can make
the operator feel accountable for any adverse effects and thus increase reluctancy to use the
Al support system [112]. Thus, explainable Al, or XAl is a rising area of interest within Al
research that aims to offer insights about the model’s predictions [170]. To this end, XAl
frameworks such as SHapley Additive ExPlanations (SHAP) have been used by researchers
to improve model explainability in safety-critical contexts [112] to give insights to the human
operators on the most significant features contributing to the model prediction. For example,
[171] utilize XGBoost along with SHAP models to understand the contribution of features to
build a maritime accident prediction model. However, XAl is also hampered by several
challenges, and does not always lead to increased trust [172]. Among the challenges of XAl
include the lack of expertise of the Al model to be assessed, the dynamic and context
dependent nature of decision-making, and inherent bias in developing the algorithms [172].
On the other hand, as discussed in Section 4, too much trust through increased reliance on
automation and Al can also hinder human decision-making capabilities and thus increase HE.
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To this end, effective Al design, as discussed in Section 4.2, plays an important role in
ensuring that human expertise and Al capabilities work off each other.

Uncertainty: Given the stochastic nature of AI models and the fact that Al models only
provide an approximation of relationship between model input and outcome, uncertainty in
ML is inherent. Uncertainty can be defined as the likelihood that the model outcome is
erroneous or outside the accepted range [173]. Uncertainties in Al models can occur as a
consequence of three factors: data quality, model fit, and adherence to scope [173]. Managing
uncertainty is important when actions of AI/ML systems can have a direct impact on humans
and environment, as in the case of safety-critical industries. Uncertainty quantification (UQ)
methods are useful in reducing the impact of uncertainties in model evaluation and can
increase the reliability of results. UQ can also increase trustworthiness in the model by
providing increased transparency regarding data quality or the model architecture [174].

Security: Security, especially in the context of safety-critical industries, presents a
significant risk for the effective utilization of Al technologies. The integration of Al systems
introduces added security vulnerabilities and risks, as all ML models are vulnerable to
attacks compromising the integrity, availability, and the privacy of data and models [175].
Generative Al models and LLMs add another level of concern, given issues regarding
‘hallucinations’ of current models and the lack of privacy in training and input data.
Erroneous information caused by model hallucinations can have direct negative implications
on the end user, especially when used in the context of healthcare and medical fields, such as
for medical diagnosis [176]. This drawback underscores the need for HITL systems and
human experts to validate domain knowledge [118], as discussed in Section 4.2. Concerns
about safeguarding data privacy also limit the practical use of publicly available LLMs in
safety-critical industries, outside of academic contexts [177, 176]. Reviews of Al security
risks are provided in [175, 178]. To this end, [179] propose a software architecture for deep
learning with a focus on safety and security for safety-critical industries.

In addition to these overarching challenges inherent to Al, effective implementation of Al
models in safety-critical systems is hindered by lack of staff competency and industry
support [180]. All of these challenges ultimately culminate in the ‘certification’ process;
certification is required for the practical deployment of ML models in safety-critical
industries [181]. In addition, industries may experience knowledge gaps between how to
operate an Al model and this too can amplify hesitations regarding trust and explainability.
Addressing these requires partnerships between all stakeholders to ensure proper training
and communication regarding AI/ML practices in industry. Especially, as noted in [181],
strengthening collaboration between academia and industry partners can allow for more
relevant datasets to be utilized and the development of ML models that better match the task
and reliability requirements and constraints imposed in safety-critical industries.

6. Discussion

In this section, we provide a discussion of key insights drawn from the literature reviewed
and outline possible future research directions. Based on the studies reviewed in this paper,
we can broadly categorize literature into two categories: those that directly consider the
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impact of HE and aim to categorize or mitigate it and those that aim to benefit human
operators with their tasks, which, in turn, help to reduce HE. The former includes studies that
aim to quantify or categorize HE, with the goal of understanding how HE occurs in the
respective industry. For the latter, we can consider studies that focus on improving tasks that
human operators do, with the goal of enhancing the reliability and efficiency of tasks, and
ultimately, creating an environment that is less prone to HE.

Our review reveals that the majority fall under the umbrella of PM, with fewer
concentrating on DM, followed by PSM and GM. As discussed in Section 2, it is often the case
that many studies do not fit neatly into a single modeling type; they often incorporate
multiple dimensions, such as building a PM from DM or integrating a PM with PSM. In DM,
studies are generally similar in purpose, with the goal of identifying causal factors,
categorizing HE or drawing human reliability insights, from historical incident datasets.
Commonly employed techniques include classification models, such as decision trees, RFs,
and SVMs. In the PM category, generally, studies often concern HE or accident prediction,
accident outcome, or accident severity prediction. We find that in our reviewed studies, HE
risk analysis remains heavily considered, suggesting the ongoing importance of
understanding HE in safety-critical domains. Many PMs are based on NNs or SVMs, rather
than regression analysis models, which is consistent with [93]. Sometimes the quantity and
complexity of relationship between human factors or data features can increase the risk of
overfit for other ‘simpler’ models, such as DTs. PSM studies often include some DM or
historical data analysis and may build on PM with accident/HE prediction. Operator support
systems are common forms of PSMs. We find that in almost every study reviewed, more than
one ML method is utilized, often combining algorithms or using multiple models are
implemented to find the best performing model.

Another key insight relates to the distribution of modeling types in the literature.
Although DMs are popular in the grand scheme of HE literature, we observe that more DM
studies involved a combination of DM and PM or PSM, rather than purely DM using Al/ML.
Statistical models or the use of HRA/classification schemes, as discussed in Section 1.4,
remain popular methods for descriptive analytics in safety-critical industries, likely due to
being well-established and accepted methods in practice. This trend toward other modeling
methods can be driven by the need of safety-critical industries to adapt to new technologies
and provide operators with additional methods of support. While DM still remains
invaluable, these complex industries often require more advanced models that go beyond
describing past events but anticipate future events or provide recommended actions. This
observation is also consistent with a review by [10], and [182], in which the authors state
that some industries, such as healthcare, may value prediction more than explanation, due to
the potential severity of consequences resulting from delayed or inappropriate actions in
these fields. Consequently, PM or PSMs can be more valuable in providing timely insights that
enhance decision-making capabilities. Interestingly however, we also find that although
PSMs have gained added interest in recent years, fewer studies focus specifically on PSMs
compared to DM and PM. Many PM studies, for example, express the potential for future
research to develop PSMs. The current disparity in literature between DM and PMs and PSMs
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suggests an opportunity to transition more towards developing actionable models that
provide specific recommendations and guidance. This shift from describing and predicting
to prescribing can provide a more holistic view to HE as it relates to safety-critical industries.
Similarly, we find that despite the rising popularity of GMs across a wide range of
applications, GMs remain largely underrepresented in safety-critical contexts. However, we
anticipate the number of GM studies to increase, particularly in light of increased prevalence
and application range of GMs, such as LLMs.

Although we find that there are plenty of research opportunities in this field, especially
with regards to PSM and GMs, certain limitations need to be acknowledged. Namely, as also
discussed in Section 5, challenges with data quality and/or availability are widely noted in
the studies reviewed. Additionally, the general lack of regulation or standards on building
industry-acceptable HE AI/ML models can make model comparisons and robustness testing
more challenging.

7. Conclusion

This study focuses on literature contributions related to Al and ML in addressing HE in
safety-critical industries, with a focus on studies published between 2013 and 2024, to date.
Our objective in this review is to offer a comprehensive and multi-industry overview of
literature and to provide a holistic understanding of how Al/ML models are being applied to
detect and mitigate HE in safety-critical industries. Specifically, we explore (1) how different
modeling types (DM, PM, PSM, and GM) are utilized to detect and mitigate HE in safety-critical
industries, (2) the differences in applications among the modeling types, (3) the limitations
and challenges of Al/ML, and (4) key insights from the literature. As explored in Section 3,
Al/ML models are applied by researchers in various ways across a wide range of applications
and industries to identify patterns and relationships, predict the risk and severity of HE, and
assist human operators in their tasks to reduce the likelihood of HE, suggesting the potential
of these technologies in enhancing safety and reducing opportunities for HE. We also identify
several key challenges in Section 5, especially with regards to data quality and availability
and safety-critical specific challenges that hinder practical deployment of ML models. Lastly,
we explore key insights identified in Section 6. Our review highlights under-represented
modeling types that hold significant opportunities for future research to enhance practical
applications in safety-critical contexts.

This review has certain limitations. Namely, as mentioned in Section 3, the search is not
exhaustive, as we are limited by the specific keywords utilized and space limitations. As is
consistent with findings from other reviews on safety-critical industries [11, 183], studies in
this area are fragmented, from a variety of outlets, making an exhaustive review especially
challenging. Notably, the chosen keywords may not be included in every relevant work,
further complicating the search process. Additionally, ‘safety-critical’ systems covers a wide
range of industries and applications, and focus for HE may be different across industries. A
future paper can consider additional studies and can expand to include manufacturing.
Manufacturing, although not considered safety-critical by our definition, can also provide
additional insights for safety-critical industries. Similar to safety-critical industries,
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manufacturing is held to high reliability and safety standards and HE is a significant concern
that can affect the efficiency of the system. Thus, there is value in exploring manufacturing
studies. Additionally, given the increasing popularity of autonomous driving systems, this
topic could warrant a separate, focused review.
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