
INL is a U.S. Department of Energy National Laboratory operated by Battelle Energy Alliance, LLC

INL/CON-24-77172-Revision-0

Securing Solar for the Grid
(S2G): SETO Peer Review

March 2024

Megan Jordan Culler, Jake P Gentle, Daniel Alan Ricci



DISCLAIMER

This information was prepared as an account of work sponsored by an
agency of the U.S. Government. Neither the U.S. Government nor any
agency thereof, nor any of their employees, makes any warranty, expressed
or implied, or assumes any legal liability or responsibility for the accuracy,
completeness, or usefulness, of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately
owned rights. References herein to any specific commercial product,
process, or service by trade name, trade mark, manufacturer, or otherwise,
does not necessarily constitute or imply its endorsement, recommendation,
or favoring by the U.S. Government or any agency thereof. The views and
opinions of authors expressed herein do not necessarily state or reflect
those of the U.S. Government or any agency thereof.



INL/CON-24-77172-Revision-0

Securing Solar for the Grid (S2G): SETO Peer Review

Megan Jordan Culler, Jake P Gentle, Daniel Alan Ricci

March 2024

Idaho National Laboratory
Idaho Falls, Idaho 83415

http://www.inl.gov

Prepared for the
U.S. Department of Energy

Under DOE Idaho Operations Office
Contract DE-AC07-05ID14517



Megan Culler 
Idaho National Laboratory

Funded by:

Securing Solar for the Grid (S2G)
SETO Peer Review 

March 26, 2024

INL/CON-24-77172



Funded by:

Securing Solar for the Grid

Objectives
• Work with industry to address gaps in solar 

cybersecurity standards
• Develop tools and resources for cyber risk 

assessment
• Assess supply chain impacts and mitigations
• Promote training and education for solar 

stakeholders
• Advance monitoring & incident response 

capabilities

64 individuals representing 30+ organizations!

Growth of solar penetration along with historical lack of cybersecurity standards 
and industry awareness drives need for research and deployment-ready solutions
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Research Areas

Source: DOE EERE
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Accomplishments

INL NREL
• CyberSHIELD

o Tuned solar cybersecurity assessment module in CSET 
o Malcolm used for asset identification and solar protocol analysis
o Developed materials, websites, and demonstrations to support 

program and education of CyberSHIELD program for industry
• CyberStrike STORMCLOUD

o 6 hardware boxes built
o Over 75 students taken at least some part of the training
o All 8 lab exercises tested in the classroom
o Very positive feedback: 100% would recommend to a colleague
o Promotional video released

• Hardware Bill of Materials (HBOMs)
o Developed HBOMs for three different solar inverters
o Each integrated circuit board was broken down into individual 

components
o Identifiers pulled from components directly or through online 

research
• Codified Attack Surface (CAS)

o Created Structured Threat Intelligence Expression (STIX) bundle for 
16 solar inverters and identified vulnerabilities for six of them. 

o Scoring for inverters involved vulnerabilities, evidence of flaw 
remediation, days to update, and market share

o ML scraping in progress to automate analysis 

• UL 2941 Cybersecurity Certification
• Co-led the development and publication of UL 2941
• Supported the development of technical committee for UL 2941.
• Leading development of test procedures

• IEEE 1547 standard and IEEE 1547.3 cybersecurity guide
• Co-led the development of IEEE 1547.3 as vice chair, now published
• Supporting IEEE 1547 revision as subgroup lead for including 

cybersecurity in the standard
• DER cybersecurity requirements

• Performed correlation of DER cybersecurity requirements from 
three different sources for CPUC

• Engaging with NERC’s SITES and SPIDER working groups
• DER Supply chain Cybersecurity

• Performed gap analysis of supply chain cybersecurity for DERs
• Developed supply chain cybersecurity recommendations for Solar

• Distributed Energy Resources Management System (DERMS)
• Developed DERMS cybersecurity recommendations for Solar

• Collaboration with Standard Development Organizations
• Collaborated with NERC, IEEE, UL, CPUC, NARUC, NASEO, and 

others to harmonize standard development efforts.
• Hosted FY22 workshop at NREL and supported the planning & 

coordination of FY23 IAB meetings and workshop.

Standards Development and Best Practices
 

Cybersecurity Tool Kit and Supply Chain
Education and Workforce Training
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Accomplishments

PNNL SNL
• Universal Utility Data Exchange (UUDEX): 

o Developed information exchange models for Solar DER report
o Made it available to the UUDEX standardization efforts in IEEE 

(P2040.103)
• Secure Design & Development Cybersecurity Capability Maturity 

Model (SD2-C2M2)
o Guided self-assessment of internal processes 
o Design, Build, Test, Integrate, Deploy, Lifecycle domains

• Cybersecurity Assessments
o Completed the Cybersecurity Assessment in DER-rich Distribution 

Operations
o Completed one SD2-C2M2 assessment with Operant Networks
o Scheduled additional assessment for the clean energy industry 

stakeholders
• Standard cyber-physical test systems for solar PV/DER 

o Translate publicly available distribution system models to 
enable benchmarking of cybersecurity test procedures

o Completed conversion of three distribution models and 
validated them in OPAL-RT using ePHASORsim

o Criticality Levels and Impact Analysis submitted to ISGT 2024
• Supported Supply chain efforts for Solar product evaluations

• Security orchestration, automation, and response for DER
o Developed a DER cybersecurity testbed for developing and evaluating 

a SOAR playbook for DER. Available on git repository.
o Published chapter in ‘Power Systems Cybersecurity’ on SOAR for DERs.

• Published cybersecurity recommendations flyer in 
collaboration with NERC & SEIA
o 58 recommendations covering supply chain management, incident 

response, threat & vulnerability management, situational awareness, 
and more.

• Partnered with Xcel Energy to develop two scenarios for 
GridEx VII
o Story board: Malicious firmware update on residential and community 

solar installations disables communications to power plant 
o A cyber-attack that changes the power output from a 100 MW PV site

• Vulnerability Disclosure Best Practices 
o Define process for disclosing DER vulnerabilities 
o Publish best practices methodology 
o Coordinate with CISA

• CyTRICS for “clean energy” devices
o Identify specific considerations to do PV inverter assessments 

• CyberStrike STORMCLOUD training 
o Included a virtualized environment and a hardware environment
o Includes attacks against a single-axis tracker

Standards Development and Best Practices
 

Cybersecurity Tool Kit and Supply Chain
Education and Workforce Training
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Roadmap for Solar PV Cybersecurity 

Contents

• Executive Summary
• National Energy Cybersecurity Efforts
• Solar Energy Technology Landscape
• Solar Cyber Threat Landscape 
• Solar Cybersecurity R&D
• Standards Development 
• Best Practices
• Stakeholder Roles & Industry Targets

Vision and Milestones 
Broader Context

Technology Background
Motivation & Trends

What can labs do?
How to adopt?

How to implement?
Who’s responsible?



• Secure Renewables (June 2023)
• RE+ (Sept. 2023)

• IAB meeting
• The State of Cybersecurity for Renewable Energy
• Creating a 'Cybersecurity Energy Star' for Distributed Generation with Inverter-Based 

Resources
• IEEE 1547 meeting participation
• Engagement with NERC SITE’s and SPIDER working groups
• Energy Transitions Summit (Feb. 2024)

• CyberStrike STORMCLOUD workshop 
• S2G Panel 
• CyberStrike STORMCLOUD workshop

• 2024 IEEE Innovative Smart Grid Technologies North America (IGST NA) conference (Feb. 2024)
• Spring IAB Meeting (Mar. 2024)

Recent S2G Events
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Resources 

S2G quarterly newsletterBook Chapter

https://www.energy.gov/eere/solar/securing-solar-grid-s2g

Reports


