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Funded by:

Securing Solar for the Grid il

Growth of solar penetration along with historical lack of cybersecurity standards

and industry awareness drives need for research and deployment-ready solutions

64 individuals representing 30+ organizations!
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Research Areas
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STANDARDS DEVELOPMENT &
BEST PRACTICES

Stakeholder engagement to investigate

gaps and develop best practices that can
become standards to enable the secure
integration of inverter-based resources
and DERs.

EDUCATION & WORKFORCE
DEVELOPMENT

Development of educational modules and
training to increase cybersecurity
awareness and knowledge within solar
stakeholders.

CYBERSECURITY TOOL KIT &
SUPPLY CHAIN

R&D of tools to understand cybersecurity
posture, risk assessment to inform
investments, and device design security
& maturity model for cyber supply chain.
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INCREASING CYBERSECURITY LEVELS OF SOLAR TECHNOLOGIES

Source: DOE EERE



Education and Workforce Training
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Cybersecurity Tool Kit and Supply Chain

() CyberSHIELD
o Tuned solar cybersecurity assessment module in CSET
o Malcolm used for asset identification and solar protocol analysis
o Developed materials, websites, and demonstrations to support
program and education of CyberSHIELD program for industry

(] CyberStrike STORMCLOUD

6 hardware boxes built

Over 75 students taken at least some part of the training

All 8 lab exercises tested in the classroom

Very positive feedback: 100% would recommend to a colleague
Promotional video released

( Hardware Bill of Materials (HBOMs)
o Developed HBOMs for three different solar inverters
o Each integrated circuit board was broken down into individual
components
o Identifiers pulled from components directly or through online
research

@ Codified Attack Surface (CAS)
o Created Structured Threat Intelligence Expression (STIX) bundle for
16 solar inverters and identified vulnerabilities for six of them.
o Scoring for inverters involved vulnerabilities, evidence of flaw
remediation, days to update, and market share
o ML scraping in progress to automate analysis

O O O O O

UL 2941 Cybersecurity Certification
* Co-led the development and publication of UL 2941
e Supported the development of technical committee for UL 2941.
* Leading development of test procedures
IEEE 1547 standard and IEEE 1547.3 cybersecurity guide
* Co-led the development of IEEE 1547.3 as vice chair, now published
* Supporting IEEE 1547 revision as subgroup lead for including
cybersecurity in the standard
() DER cybersecurity requirements
* Performed correlation of DER cybersecurity requirements from
three different sources for CPUC
* Engaging with NERC’s SITES and SPIDER working groups
@ DER Supply chain Cybersecurity
e Performed gap analysis of supply chain cybersecurity for DERs
* Developed supply chain cybersecurity recommendations for Solar
() Distributed Energy Resources Management System (DERMS)
e Developed DERMS cybersecurity recommendations for Solar
Collaboration with Standard Development Organizations
* Collaborated with NERC, IEEE, UL, CPUC, NARUC, NASEO, and
others to harmonize standard development efforts.
* Hosted FY22 workshop at NREL and supported the planning &
coordination of FY23 IAB meetings and workshop.



Education and Workforce Training

Cybersecurity Tool Kit and Supply Chain

Universal Utility Data Exchange (UUDEX):
o Developed information exchange models for Solar DER report
o Made it available to the UUDEX standardization efforts in IEEE
(P2040.103)

@ Secure Design & Development Cybersecurity Capability Maturity
Model (SD2-C2M2)
o Guided self-assessment of internal processes
o Design, Build, Test, Integrate, Deploy, Lifecycle domains
@ Cybersecurity Assessments
o Completed the Cybersecurity Assessment in DER-rich Distribution
Operations
o Completed one SD2-C2M2 assessment with Operant Networks
o Scheduled additional assessment for the clean energy industry
stakeholders

() Standard cyber-physical test systems for solar PV/DER
o Translate publicly available distribution system models to
enable benchmarking of cybersecurity test procedures
o Completed conversion of three distribution models and
validated them in OPAL-RT using ePHASORsim
o Criticality Levels and Impact Analysis submitted to ISGT 2024
@ Supported Supply chain efforts for Solar product evaluations
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Security orchestration, automation, and response for DER
o Developed a DER cybersecurity testbed for developing and evaluating
a SOAR playbook for DER. Available on git repository.
o Published chapter in ‘Power Systems Cybersecurity’ on SOAR for DERs.
Published cybersecurity recommendations flyer in

collaboration with NERC & SEIA
o 58 recommendations covering supply chain management, incident
response, threat & vulnerability management, situational awareness,
and more.
Partnered with Xcel Energy to develop two scenarios for

GridEx VII

o Story board: Malicious firmware update on residential and community

solar installations disables communications to power plant

o A cyber-attack that changes the power output from a 100 MW PV site
Vulnerability Disclosure Best Practices

o Define process for disclosing DER vulnerabilities

o Publish best practices methodology

o Coordinate with CISA
CyTRICS for “clean energy” devices

o Identify specific considerations to do PV inverter assessments
CyberStrike STORMCLOUD training

o Included a virtualized environment and a hardware environment

o Includes attacks against a single-axis tracker
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Roadmap for Solar PV Cybersecurity 1 eemetses i

Contents e
* Executive Summary Vision and Milestones

* National Energy Cybersecurity Efforts Broader Context

* Solar Energy Technology Landscape ‘
- Solar Cyber Threat Landscape Motivation & Trends

* Solar Cybersecurity R&D What can labs do?

* Standards Development How to adopt?

« Stakeholder Roles & Industry Targets Who's responsible?




Recent S2G Events W =i I

U.S. Department Of Energy

*  Secure Renewables (June 2023)
*  RE+ (Sept. 2023)
IAB meeting
The State of Cybersecurity for Renewable Energy

Creating a 'Cybersecurity Energy Star' for Distributed Generation with Inverter-Based
Resources

* |EEE 1547 meeting participation
*  Engagement with NERC SITE’s and SPIDER working groups

*  Energy Transitions Summit (Feb. 2024)
CyberStrike STORMCLOUD workshop
S2G Panel
CyberStrike STORMCLOUD workshop
e 2024 |IEEE Innovative Smart Grid Technologies North America (IGST NA) conference (Feb. 2024)

*  Spring IAB Meeting (Mar. 2024)
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Resources SOLAR ENERGY

https://www.energy.gov/eere/solar/securing-solar-grid-s2g .

SOARJ4DER: Security Orchestration,
Automation, and Response
for Distributed Energy Resources

S RCPORT @ Sandia Cybersecurity Assessment in DER-rich Distribution

iboaes Operations: Criticality Levels and Impact Analysis

Manisha Maharjan, Shiva Poudel, Scott R. Mix, and Thomas E. McDermott
Pacific Northwest National Laboratory (PNNL)
Richland. WA, USA
email: manisha.maharjan@pnal.gov

Recoh'nmenda ns for Data-in-
Transit Requirements for Securing
DER Communications
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In today's interconnected world, cybersecurityis paramount to ensuring the safety and reliabilty of our crifical infrastructure,
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The S2G project brings together leading experts from national laboratories, industry and academia o tackle a wide range of
cybersecurity issues, including:

o Developing cybersecurity standards and
certifications for DERS to ensure they meet
minimum safety and security requirements.

o Creating cyber-physical network monitoring tools
to detect and respond to cyberattacks in real time.

Power Systems

 Conducting risk assessments and mitigation
strategies to identfy and address potential
Vulnerabilies in solar systems and the grid

o Providing stakeholder training and education to
equip industry professionals and policymakers
with the knowledge and skils to protect solar
systems from cyberthreats

Hassan Haes Alhelou
Nikos Hatziargyriou
Zhao Yang Dong Editors
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¥ Tools for Evaluating & Improving Solar Technologies 4
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SolarSHIELD

Cyberdefense needs in the solar industry are as varied and diverse as the populations the industry serves. Location,
hardware, software, data acquisition, collecting connective tissue — all these elements, as well as countless other variables,
factor into an effective cyberdefense strategy. Utiizing the groundwork laid by the Cyber Security Evaluation Tool (CSET®)
and Malcolm, SolarSHIELD aims to faciitate S2G's goal to deliver standardized, repeatable cybersecurity-evaluation
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