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EARLY-STAGE DESIGN AND EVALUATION FOR NUCLEAR POWER PLANT 
CONTROL ROOM UPGRADES 

 
Ronald L. Boring, Jeffrey C. Joe, Thomas A. Ulrich, and Roger T. Lew 

Idaho National Laboratory, Idaho Falls, Idaho 83415 
 

As control rooms are modernized with new digital systems at nuclear power plants, it is necessary to 
evaluate operator performance with these systems as part of a verification and validation process. While 
there is regulatory and industry guidance for some modernization activities, there are no well defined 
standard processes or predefined metrics available for assessing what is satisfactory operator interaction with 
new systems, especially during the early design stages. This paper proposes a framework defining the design 
process and metrics for evaluating human system interfaces as part of control room modernization. The 
process and metrics are generalizable to other applications and serve as a guiding template for utilities 
undertaking their own control room modernization activities. 

 
CONTROL ROOM MODERNIZATION 

Main control room (MCR) modernization is a necessity at 
nuclear power plants (NPPs). With life extensions of plants 
beyond the original 40-year operating licenses, there is 
strong impetus to upgrade aging systems to achieve greater 
efficiencies and maintain high operational reliabilities. Since 
existing MCRs in United States (U.S.) plants are largely 
analog or mechanical systems and since equivalent analog or 
mechanical replacements for these systems cannot be readily 
obtained, modernization comes in the form of digital 
upgrades. In particular, utilities are replacing individual 
analog systems on the control boards with distributed control 
systems (DCSs) featuring digital displays, programmable 
logic controllers, and alphanumeric and touch input devices. 
These upgrades have to date been centered on non-safety 
systems, which do not require extensive license 
modifications through the U.S. Nuclear Regulatory 
Commission (NRC). Nonetheless, because the human-
system interaction (HSI) between the operators and the DCS 
is considerably different than the analog systems it replaces, 
it is prudent to undertake a thorough process of ensuring the 
utility and performance of the new systems. 

Because of the central role the operator plays in using the 
upgraded HSIs in the MCR, it is crucial that utilities properly 
design and evaluate their new systems using a vetted human 
factors engineering (HFE) process. However, currently 
available guidance on HFE for NPPs either does not address 
control room modernization (instead focusing on new builds) 
or doesn’t explain how to use an iterative design-evaluation 
process that provides early stage feedback on a novel design. 
This paper provides practical guidance and a framework for 
combining early-stage design with verification and 
validation in the upgrade of an MCR. 

 
NUREG-0711 FRAMEWORK 

 
The U.S. Nuclear Regulatory Commission (NRC) 

publishes the Human Factors Engineering Program Review 
model in NUREG-0711, Rev. 3 (O’Hara et al., 2012). The 
purpose of NUREG-0711 is to provide the procedure by 

which U.S. NRC staff review the effectiveness of human 
factors activities related to new construction and license 
amendments. Title 10, Parts 50 and 52, of the Code of 
Federal Regulations (10 CFR 50 and 52) provide the legal 
basis for requiring human factors considerations in nuclear 
power plant main control rooms. NUREG-0711 further 
defines human factors engineering as “The application of 
knowledge about human capabilities and limitations to 
designing the plant, its systems, and equipment.” Put 
succinctly, NUREG-0711 outlines the process utilities must 
follow to ensure that control rooms support the activities 
operators need to perform safely and efficiently. 

NUREG-0711, Rev. 3, contains four general categories of 
activities, ranging from planning and analysis, design, 
verification and validation (V&V), and implementation and 
operation. Each of these phases is described below: 
• The planning and analysis phase gathers information on 

the system, functions, tasks, and operator actions, which 
help to define the requirements for the new system being 
implemented.  

• These requirements, in turn, drive the second category 
of activities, related to iterative design of the new or 
modified system.  The requirements are turned into a 
style guide and specification, which is then translated 
into the actual HSI. 

• After the system design is finalized, it must undergo 
verification and validation to ensure that the system 
works as intended. Importantly, from a human factors 
perspective, the system should also be usable by the 
target users of the system, which are reactor operators in 
the case of the MCR. V&V remains an area of 
confusion in the field of human factors, as the 
distinction between verification and validation is not 
always clear. Fuld (1997) suggests that verification 
entails confirming existing truths, while validation 
involves confirming performance. This can be 
understood simply to mean that verification involves 
checking the HSI against an existing human factors 
standard like NUREG-0700 (U.S. NRC, 2002), while 
validation requires checking the performance of the 
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system and operators according to desired performance 
criteria. 

• Finally, the system must be implemented and operated, 
which includes monitoring operator performance in the 
actual use of the system. 

While NUREG-0711, Rev. 3, is an invaluable guide to the 
regulator as well as a roadmap for many human factors 
activities by the licensee, it falls short of addressing three 
critical areas: 
1. Types of Testing Specified: Chapter 8 of NUREG-0711, 

Rev. 3, outlines the required process for HSI design. 
The current version briefly references performing 
evaluations in the design phase—prior to V&V—but 
doesn’t give detailed guidance. Specifically, Section 
8.4.6 suggests there are two types of tests and 
evaluations that are appropriate during the design phase: 
• Trade-off evaluations, in which different design 

alternatives are considered, and 
• Performance-based tests, in which operator 

performance is assessed. 
These two are not mutually exclusive, e.g., 
performance-based tests can be used as part of trade-off 
evaluations. NUREG-0711 does not specifically require 
tests and evaluations during the design phase, nor does it 
provide examples of how such approaches are useful in 
shaping the design of the HSI. NUREG-0711 does 
require evaluation as part of the V&V activities 
conducted after the design phase. In particular, it 
advocates integrated system validation (ISV), which is 
“an evaluation, using performance based tests, to 
determine whether an integrated system’s design (i.e., 
hardware, software, and personnel elements) meets 
performance requirements and supports the plant’s safe 
operation” (O’Hara et al., 2012, p. 73). ISV is further 
elaborated in the earlier NUREG/CR-6393, (O’Hara et 
al., 1995). Note that NUREG/CR-6393 specifically 
states in Section 4.1.3 that the general evaluation 
methods used for ISV should not be used during earlier 
design phase activities, since they have different 
underlying goals. The ISV approach in NUREG-0711 
and NUREG/CR-6393 has garnered criticism in terms 
of the limits of how well one set of test results can 
generalize to every possible subsequent situation (Fuld, 
2007), an argument that could be extrapolated to suggest 
more frequent tests earlier in the process may generalize 
better. Still, an emerging consensus maintains 
verification works very well at the tail-end of design, 
while validation needs to be conducted earlier and 
iteratively (see, for example, Hamblin et al., 2013). 

2. Non-Safety Systems: NUREG-0711 provides extensive 
guidance in Section 8.4.4.2 on control room 
requirements, but these requirements refer to overall 
systems—especially safety systems—that need to be 
present in the control room at design time. However, 
there is no guidance on individual non-safety systems. 
While non-safety systems (e.g., turbine control) are not 

subject to the same level of regulator review as safety 
systems (e.g., reactor control), a standardized set of 
good practices across both applications is desirable. 
There is no guidance on how to scale the approach to 
non-safety systems, including differences in the level of 
rigor expected. 

3. Modernization:  Finally, it must be noted that NUREG-
0711 is optimized for reviewing initial license 
submittals (e.g., new builds) or license amendments 
(e.g., changing the operating characteristics of an 
existing required safety system). NUREG-0711 fails to 
provide clear guidance on modernization—replacement 
of an existing non-safety system—except to say that it 
should reasonably conform to operator expectations to 
minimize the need for additional training 

Because guidance is missing on how to apply human factors 
engineering for modernization efforts on the existing fleet, 
the goal of this report is to augment the guidance in 
NUREG-0711 specifically to address how to upgrade 
existing HSIs for non-safety systems as part of a NUREG-
0711 compliant (albeit unrequired) process. Note that this 
approach to augmenting NUREG-0711 has to date not been 
reviewed or endorsed by the U.S. NRC. 
 

EPRI GUIDANCE 
 
The Electrical Power Research Institute (EPRI) has 

published useful guidance on development of a human 
factors engineering process in support of control room 
modernization. Human Factors Guidance for Control Room 
and Digital Human-System Interface Design and 
Modification: Guidelines for Planning, Specification, 
Design, Licensing, Implementation, Training, Operation, 
and Maintenance, TR-1010042 (EPRI, 2005) provides 
thorough discussions on a number of relevant steps in 
modernization, including control room modernization related 
to hybrid control room upgrades. 

Section 3.8 of EPRI-TR-1010042 emphasizes that these 
activities should be performed not as a single step after the 
design process but as a parallel activity coinciding with 
design. Important steps in the assessment prior to the final 
ISV include: 
• 3.8.3.2: Verification activities performed by designers 

and validation by independent human factors experts 
• 3.8.3.3: Review of HSI elements (e.g., location of 

displays, readability of graphical elements on displays, 
etc.) 

• 3.8.3.4: Task support verification in which 
representative tasks to be performed on the system are 
tested with operators using either static or dynamic HSI 
display elements 

• 3.8.3.5: Design verification of the finalized HSI against 
design specifications and standards 

• 3.8.3.6: Operational conditions sampling, in which key 
aspects of personnel tasks, plant conditions, and 
situations as determined in the planning and analysis 
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A SIMPLIFIED EVALUATION FRAMEWORK 

•

•

•

• Formative Verification:

 
Figure 1.  An Example of Design Phase Evaluations and Milestones. 
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Table 1.  Verification and Validation for Formative and Summative Evaluations. 
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Expert Review 
(Verification) 

Heuristic 
Evaluation 

Design 
Verification 

User Testing 
(Validation) Usability Testing Integrated 

System Validation 

 
 
 

• Summative Verification: Completed after the design 
phase by expert review. Typical for this type of 
evaluation would be a review against applicable 
standards like NUREG-0700 (O’Hara et al., 2002) or 
requirements like an HSI style guide. 

• Formative Validation: Completed during the design 
phase by user testing. Typical for this type of evaluation 
would be usability testing of a prototype HSI (ISO 9241, 
2010). 

• Summative Validation: Completed after the design 
phase by user testing. Typical for this type of evaluation 
would be integrated system validation as described in 
NUREG-0711 (O’Hara et al., 2012). 

 
HUMAN PERFORMANCE CONSTRUCTS AND 

METRICS 
 

No framework to evaluate HSIs in MCR modernization 
activities would be complete without guidance on theoretical 
constructs and metrics. As utilities engage in modernization 
activities, they need to be able to evaluate operator 
performance as they interact with new digital HSIs. While 
there is a standard for the human-centered design of systems 
(ISO 9241, 2010), there is no publicly available and widely 
disseminated standard template of metrics available to 
utilities to help determine what is satisfactory operator 
interaction with modernized components of an NPP MCR. 
Thus, this section presents a brief overview of what 
theoretical constructs of usability, metrics, and measures a 
utility can use to assess usability issues in their control room 
modernization activities. This section also describes factors 
that help utilities choose which constructs and metrics to use, 
depending on regulatory considerations, the type of usability 
study being conducted, the usability study’s goals, the target 
user, the testing environment and equipment, and other 
resource constraints. 

Some of the common human factors theoretical constructs 
of usability include: 

1. Task success: Assessing the extent to which the user (or 
operator) is able to accomplish their task goal(s). 

2. Task time: How long it takes a user to complete a task. 
3. Efficiency: How quickly and with what level of effort 

the user exerts to accomplish the task. 
4. Satisfaction: How pleased the user is with their 

experience interacting with the system. 
5. Errors: Assessing the user’s performance relative to 

success/failure criteria. Errors can be incorrect actions 
that contribute to task failure, or failures to act when 
action would have avoided task failure. 

6. Learn-ability: How quickly a novice user is able to use a 
new system effectively. 

All of these constructs assess important dimensions or 
aspects of usability.  The extent to which a system facilitates 
the user’s ability to efficiently complete tasks using an 
interface that minimizes human errors, is satisfying to use, 
and easy to learn is the extent to which it can be called 
usable. 

With respect to measuring these usability constructs, the 
possible set of measurement tools includes: self-reported 
metrics (e.g., surveys, interviews, etc.), behavioral measures, 
physiological measures (e.g., eye tracking), simulator logs, 
and combined issues-based metrics, which are the 
aggregated frequency count of all of the usability issues the 
other metrics detect.  More details about usability constructs 
and metrics can be found in Tullis and Albert (2008), Dumas 
and Redish (2002), and Rubin (1994), among other sources. 

Given the number of constructs and metrics available for 
use, it is important to keep in mind that not all of them are 
applicable to the kinds of usability studies that can and 
should be conducted for NPP MCR modernization. Only 
certain kinds of studies can be conducted at certain points in 
the design process. As such, depending on what stage the 
utility is at in their modernization activities, some usability 
studies and their companion constructs and metrics are 
appropriate while others are not. Using the framework 
proposed in Table 1 helps select the appropriate constructs 
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and metrics.  For example, verification, whether formative or 
summative, can use all usability constructs and metrics, since 
this expert review will primarily extract the expert’s insights 
on operator performance, but other external factors such as 
cost and schedule also need to be considered.  Validation 
may also avail itself of all usability constructs and metrics, 
but for formative evaluations of early prototypes, it is often 
desirable to use only self-report and behavioral measures to 
assess the usability constructs. Summative reviews typically 
involve more detailed analyses and may establish formal 
acceptance criteria, since the focus shifts from discovering 
what users think about the system and interface to measuring 
their performance objectively. In addition, usability testing 
and ISV require more resources than heuristic evaluation or 
design verification. Usability testing and ISV both require 
knowledgeable operators as participants in the evaluation. 
Usability testing and ISV require at least a part-task 
simulator, and produce better results as the fidelity and scope 
and size of the simulator increases.  

In general, the following criteria should be factored into 
the selection of usability constructs and metrics:  
• The type of usability study (see Table 1) 
• The goal(s) of the study 
• Regulatory considerations (i.e., which constructs and 

metrics will demonstrate satisfactory operator 
interaction with the new system) 

• Availability and/or accessibility of technology and 
experimental equipment to conduct the usability study 
(e.g., it may not be feasible to bring some physiological 
measurement equipment such as eye tracking into a 
simulator)  

• Budget, schedule, and availability of expert end-users 
(e.g., licensed operators), and human factors experts to 
conduct the study  

 
CONCLUSIONS 

 
Current guidance for HFE in support of control rooms is 

either focused primarily on design and evaluation for new 
builds or evaluation at the tail-end ISV phase. There is a 
need, however, to address HFE for control room upgrades 
and to incorporate earlier evaluation in the design cycle. By 
providing practical guidance on early stage design evaluation 
in support of control room modernization, this paper has 
answered two main objectives: 
• To emphasize the importance of evaluation as an 

ongoing activity that supports design, not follows it 
• To demonstrate a graded approach to HFE in which a 

practicable, reasonable, and cost-effective process is 
used to support control room modernization. 

By understanding the opportunities for both verification and 
validation across the design life cycle of the upgrade, utilities 
will find a systematic and readily extensible process that 
ensures the success of the HSI when embarking on control 
room upgrades. 
 

 

DISCLAIMER 
 

This work of authorship was prepared as an account of 
work sponsored by an agency of the United States 
Government. Neither the United States Government, nor any 
agency thereof, nor any of their employees makes any 
warranty, express or implied, or assumes any legal liability 
or responsibility for the accuracy, completeness, or 
usefulness of any information, apparatus, product, or process 
disclosed, or represents that its use would not infringe 
privately-owned rights. Idaho National Laboratory is a multi-
program laboratory operated by Battelle Energy Alliance 
LLC, for the United States Department of Energy under 
Contract DE-AC07-05ID14517. 
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