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- Recent Renewable Energy Cyber Attacks

Increased renewable sector
influence

Primary U.S. adversaries
g - China
| NISSE
Iran
North Korea

o : Development of more
e N Erm——— & TS sophisticated attacks
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- Key Trends

Exploitation of disclosed vulnerability

Limited visibility and asset inventories
Weak / hardcoded / plaintext storage of passwords
OT systems are not the only target

Denial-of-view and denial-of-service are common impacts
OT security needs consideration of embedded IT systems
Increased access to OT networks exposes a larger attack surface |
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Vulnerability Exploitation in Clean Energy

Weak credentials

- Weak requirements > Make sure the fix is really a fix

— Hard-coded credentials > Best practices for storing

— Passwords derived from available information sensitive information (i.e.
passwords)

— Plaintext storage

. o » Web portal security
— Weak encryption or authentication

Web page vulnerabilities allowing arbitrary code execution

Cross-site scripting vulnerabilities

Unauthorized access to sensitive files

Web apps were the most targeted service type followed by remote management protocols

5 OT protocols were constantly targeted (Modbus was a third of attacks, DNP3 was about
18%)

RATs and information stealers were the most popular malware types
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Cyber SHIELD

Cyber Security through Hardware Integration, Education, and Layered Defense
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Inventory and Control of Software Assets ~

2.1 Establish and maintain a detailed Inventory all licensed software and firmware

Yes No N/A An ™~
v Standard Results installed on all technology assets (IT and OT assets) including: (a) enterprise; (b) J
7 = operational technology; (c) PV System end devices; and (d) any other technology /
Swain Analysis Dashboard
Server
)
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cyber assets used to operate, manage, protect or secure all entity owned assets and
terras Server ocs3 #
Offline PCAP Hstonsn A Control Priorities perimeters. The software inventory must include all key data related to the
Security Operati purchase, installation, management (including patches) of that software and
Sl Secdd Standards Summary firmware. The inventory should be reviewed and updated on a periodic basis, not
Center (SOC) f ventory shoul and upda ape asis, not
Remate Pubic Ranked Categories less than annually
Aconss Htoran

5: Results By Category !| o W 5 i“ Q ‘ Reveved
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High-Level Assessment —
CYBERSECURITY Description Executive Summary & 2.2 Referalso to 1.2 above. Ensure that a process exists to address unauthorized ‘ Yes ‘ no | wa I an
AT software and firmware. Process should provide for Identification, assessmentand
& INFRASTRUCTURE ability to immediately remediate where applicable. For PV system end devices
/ SECURITY AGENCY
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ot y . Reports communications systems, workstations and similar critical assets or assets used
) Nel W()r_k D]_ag'ra m e for and data . are/ should
30090 elther be removed or an exception documented with identified remediation
S| [ e measures for any risks. Reviews for unauthorized software/firmware should be
- St o Settntemy - conducted on a periodic basis not less than monthiy.
13,458 - -
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Malcolm + Asset Interaction Analysis (AlA) CSET - Cyber Security Evaluation Tool

v" OT Asset to business processes mapping v" Renewable Sector Focused Capability

v" Log collection & analysis tool suite v Tuned for renewable industry

v Increases cyber maturity by adding visibility of assets and threats v Identifies gaps in Cybersecurity process and procedures
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« Secure Design and Development
Cybersecurity Capability Maturity Model —

S D2 _C2 M 2 MIL B?:Et%r;?:tlrgn& Design Build Test Integrate Deploy IEiEadcyicflif%
— Guided self assessment of a .ﬂ s e \, 14 oy
. “ 40
manufacturer or developer internal “

processes for design, development, Mgu
manufacture, and support of
Operational Technology products
— Assess over 800 Practice Statements
for implementation as:
* Not Implemented (NI), Informally
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Implemented (I1), Documented (D),
FO rm al |y I m p I e m e nted (F I) MIL1is a subset of MIL2; M\L2Fiisg:r:uak;speiteosful\lfl-nlgélg?;::—S:Jirs:tpt;;:):n::pz:i::tr::;:Its of MiLs, refer to Figure 5in
— Each Practice Statement assigned a

maturity level of:
« MIL 1 — Basic; MIL 2 — Intermediate;
MIL 3 — Advanced
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Bl sol-ReMM “?’/

- Solar Power Resilience Maturity Model (Sol-ReMM)
— Tool under development to assess resilience of
solar operator’s cybersecurity operational
p r aCt| ces SOL-REMM sotesteny taty ose e ®
« Utility-scale, commercial, and industrial Sol-REMM V1.0
f aC I I I t I e S The Solar Resilience Maturity Model (SokREMM) is an easy and free-to-use tool designed for individual electric transmission system utilties to

evaluate and benchmark the relative maturity of their transmission resilience program. The tool can identify capability gaps and prioritize actions

and investments to improve the resilience of their systems, It can also be used to share transmission-related knowledge, best practices, and

. . .
— I n C I u d e S ‘ b e rS e C u r I t O e ratl O n al S e C u r I t relevant information within the utility and with business partners to calibrate and improve resilience capabilities. The Sol-REMM evaluates the
] 3 development of strategies, policies, and dures and the of activities to support resilience.
d Physical S it

y . y . industry-focused guidance for resilience programs. The model content is presented at a high level of abstraction so that it can be interpreted by

—_ Self_evaluatlng the |eve| Of matu rlty Of key ............... pastons o fwions ypes, shocaes,md zss
. ags
C O l I l p O n e n tS Of th e I r re S I | I e n C e p ro g r am a n d An assessment can be completed in a matter of hours by a utility's designated *Sol-REMM facilitator® with input from a diverse set of utlity subject

matter experts, The assessment can be conducted in one day or spread out over a period of days or weeks to accommodate staff schedules. The

The Sol-REMM is designed to support self-assessments by a transmission organization. The Sol-REMM provides descriptive rather than prescriptive

Sol-REMM tool automatically generates a detailed output product for sharing results with utility subject matter experts, decision makers, and other

Identifying programmatic improvements to
achieve resilience goals. it e el
- Management tool to determine desired
maturity levels based on business drivers
— Compare assessments over time to measure
progress in addressing gaps
— Modeled after existing maturity model tools

(C2M2 tool suite),
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Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research
in each of DOE’s strategic goal areas: energy, national security, science and the environment.




