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The goal of this research is to thwart cyber adversaries to meaningful ends by 
integrating fully homomorphic encryption schemes into control systems.

Integrate fully homomorphic encryption 
into network/cloud-based control systems.

If this research is successful, then we will be to do the following:

Analyze real-time characteristics to maintain 
proper operation of encrypted control systems.

Realize design on embedded/cloud-based hardware 
that is controlling a physical (or virtual) asset.

 
  
 
  
 
  
 
     

 
 
 

   
 
   

 
  
 
 
 
  
  
  
 
 



MFANS2024

The goal of this research is to thwart cyber adversaries to meaningful ends by 
integrating fully homomorphic encryption schemes into control systems.

Integrate fully homomorphic encryption 
into network/cloud-based control systems.

If this research is successful, then we will be to do the following:

Musing: How can formal methods help 

integrate these two systems?
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Fully homomorphic encryption secures data while preserving its utility, enabling 
privacy-preserving applications for sensitive data and functions.
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SoK: Cryptographic Neural Network Computation

https://sokcryptonn.github.io/
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Using fully homomorphic encryption, we can perform any operations on 
encrypted signals without the need to decrypt it.
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In order to integrate FHE into control systems, signals and controller 
matrices are required to be integers.

Problem Statement

Plant:

Controller:

Fully encrypt controller dynamics 

and signals from sensor, through 

the controller, to the actuator.

∈ ℝ



All FHE schemes encode the message space to an algebraic structure 
prior to encryption.

Research Question: Can we exploit 

the encoding function in LWE and the 

gadget decomposition tool to achieve 

a function 𝑓: ℝ → ℤ?
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We propose a modified encoding function and gadget decomposition 
tool to achieve a fully encrypted control system

Encrypting Controller Input

Encrypting System Matrices

ො𝑥𝑘 = LWE(𝑥𝑘 , 𝑠𝑘) = 𝑣 + Δ𝑦𝑘 , 𝐴 𝑞

𝑣 = [−𝐴 ⋅ 𝑠𝑘 + 𝑒]𝑞

መ𝐴 = GSW ҧ𝐴, 𝑠𝑘 = ҧ𝐴 ⋅ 𝐺∗ + LWE 0log 𝑞 𝑁+1 ×1
𝑞

Decrypting Controller Output

Dec 𝑐, 𝑠𝑘 =
1

𝛿
඄ ඐ
𝑐 ⋅ 𝑠

Δ 𝑞

Fully Encrypted Control System

ො𝑥𝑘+1 = 𝐺∗−1 ො𝑥𝑘 ∙ መ𝐴 + 𝐺∗−1 Ƹ𝑟𝑘 ∙ ෠𝐵- 𝐺∗−1 ො𝑦𝑘 ∙ ෠𝐵

𝐺∗ = 𝕀𝑁+1 ⊗ 𝑅∗𝐹 𝑢𝑘 = Dec( መ𝐶 ො𝑥𝑘, 𝑠𝑘)

𝑥𝑘+1
𝑝

= 𝐴𝑥𝑘
𝑝

+ 𝐵𝑢𝑘

ො𝑦𝑘 = LWE(𝐶𝑥𝑘
𝑝

, 𝑠𝑘)

External Product

𝑅∗ = [𝛿, 𝛿𝑏, 𝛿𝑏2, … , 𝛿𝑏𝐹−1] for 𝐹 = (𝑁 + 1) log𝑏 𝑞

𝑐𝑚𝑢𝑙𝑡 = 𝐺∗−1 ො𝑥𝑘
መ𝐴

ҧ𝐴 = trunc(𝐴, log𝑏(𝛿))



Modern FHE schemes are based on the Learning With Errors 
problem, which is post-quantum secure.

Learning WITHOUT Errors

Problem Statement: Can we learn the secret vector?

Suppose we have a secret vector: 𝑠 = 𝑠1, 𝑠2, … , 𝑠𝑛 ∈ ℤ𝑛.  We 

have a set of linear equations from sampled points from a lattice 

that yields 𝐴𝑠 = 𝑑:

𝑎1,1𝑠1 + 𝑎1,2𝑠2 + ⋯ + 𝑎1,𝑛𝑠𝑛 = 𝑑1

𝑎2,1𝑠1 + 𝑎2,2𝑠2 + ⋯ + 𝑎2,𝑛𝑠𝑛 = 𝑑2

⋮
𝑎𝑛,1𝑠1 + 𝑎𝑛,2𝑠2 + ⋯ + 𝑎𝑛,𝑛𝑠𝑛 = 𝑑𝑛

Answer: Yes! Gaussian elimination will easily provide a solution in 

polynomial time.



Learning the secret vector by injecting noise (or errors) makes the 
problem nearly impossible.

Learning With Errors

Problem Statement: Can we learn the secret vector from this set of noisy 

equations?

Suppose we have a secret vector: 𝑠 = (𝑠1, 𝑠2, … , 𝑠𝑛) ∈ ℤ𝑛 and 

sampled small error values 𝑒 ∈ ℤ𝑛. We have a set of linear 

equations from sampled lattice points:

𝑎1,1𝑠1 + 𝑎1,2𝑠2 + ⋯ + 𝑎1,𝑛𝑠𝑛 + 𝑒1 = 𝑑1 

𝑎2,1𝑠1 + 𝑎2,2𝑠2 + ⋯ + 𝑎2,𝑛𝑠𝑛 + 𝑒2 = 𝑑2 

⋮
𝑎𝑛,1𝑠1 + 𝑎𝑛,2𝑠2 + ⋯ + 𝑎𝑛,𝑛𝑠𝑛 + 𝑒𝑛 = 𝑑𝑛 

Answer: There is no polynomial time algorithm that approximates lattice 

problems to within polynomial factors (Regev09) – LWE is an average-case hard.



We will integrate an LWE encryption scheme that is suitable
for network/cloud-based control systems.

Suppose we wanted to encrypt a 

sensor measurement denoted 𝑦𝑘.

𝑠 =
1

𝑠𝑘
∈ ℤ𝑞

𝑁+1 𝒔𝒌 N
𝑠𝑘 ←  ℤ𝑞

𝑁Secret 

Key:

𝐴 ←  ℤ𝑞
𝑛𝑥𝑁

A

N

n

Public 

Key: 𝑒~𝑁𝑑
𝑛(0, 𝛼)

e n+

𝑐 = LWE(𝑦𝑘) = 𝑣 +
𝑞

𝑡
𝑦𝑘 , 𝐴

𝑞
∈ ℤ𝑞

𝑛×(𝑁+1)
Encryption:

Dec 𝑐 = ቜ ቟
𝑐𝑠

𝑞/𝑡
𝑞

= 𝑦𝑘Decryption:

𝑣 = [−𝐴 ⋅ 𝑠𝑘 + 𝑒]𝑞

𝑣 =

𝑝𝑘 = [𝑣, 𝐴] ∈ ℤ𝑞
𝑛×(𝑁+1)

−

඄ ඐ
𝑐𝑠

𝑞/𝑡 𝑞
= ቜ ቟

−𝐴⋅𝑠𝑘+𝑒+
𝑞

𝑡
𝑦𝑘,𝐴 ∙

1
𝑠𝑘

𝑞/𝑡
𝑞

=  ቜ ቟
−𝐴⋅𝑠𝑘+𝑒+

𝑞

𝑡
𝑦𝑘+𝐴⋅𝑠𝑘

𝑞/𝑡
𝑞

Unpacking Decryption

ڿ = 𝑦𝑘ۂ + 𝑒 𝑞 = 𝑦𝑘



We will integrate an LWE encryption scheme that is suitable
for network/cloud-based control systems.

Suppose we wanted to encrypt a 

sensor measurement denoted 𝑦𝑘.

𝑠 =
1

𝑠𝑘
∈ ℤ𝑞

𝑁+1 𝒔𝒌 N
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−

Selecting

𝑛, 𝑁, 𝑞, 𝛼

Security

Functionality Efficiency



We will exploit the homomorphic operations that are derived from 
LWE – this includes addition and multiplication.

Homomorphic Addition

𝑐1 + 𝑐2 = −𝐴1𝑠𝑘 + 𝑞/𝑡 𝑚1 + 𝑒1 , 𝐴1 + −𝐴2𝑠𝑘 + 𝑞/𝑡 𝑚2 + 𝑒2 , 𝐴2 𝑞

= − 𝐴1 + 𝐴2 𝑠𝑘 + 𝑞/𝑡 (𝑚1 + 𝑚2) + (𝑒1 + 𝑒2 ),  𝐴1 + 𝐴2 𝑞

Note: injected noise accumulates 

with homomorphic operations!

If noise accumulates passed a 

threshold, then the probability of 

an incorrect decryption increases.

Error Threshold
𝑒 < 𝑞/4



Homomorphic Multiplication

Gentry 2013: Can we construct an LWE-based FHE scheme with a natural multiplication procedure i.e. 𝑐1 ∗ 𝑐2?

New encryption method: ℂ2 = GSW 𝑚2 = 𝑚2 ∙ 𝐺 + LWE 0log 𝑞 𝑁+1 ×1  𝜖 ℤ𝑞
log(𝑞)(𝑁+1)×(𝑁+1)

• 𝐺 = 100, 101, … , 10log 𝑞−1 𝑇
⨂ 𝕀𝑁+1 → size is log(𝑞)(𝑁 + 1) × (𝑁 + 1)

• 𝕆 = LWE 0log 𝑞 𝑁+1 ×1  𝜖 ℤ𝑞
log(𝑞)(𝑁+1)×(𝑁+1)

• Each row is an encryption of 0 but are all unique due to the 

randomness of 𝐴 ← ℤ𝑞
𝑛𝑥𝑁 and 𝑒~𝑁𝑑

𝑛(0, 𝛼).

• Decomposition Function 𝐺−1: ℤ𝑞
𝑛×(𝑁+1)

→ ℤ𝑞
𝑛×log(𝑞)(𝑁+1)

• 𝐺−1 𝜁 = [𝜁0, 𝜁1, … , 𝜁log 𝑞−1 ]

• Any vector 𝜁 ∈ ℤ𝑞
1×(𝑁+1)

 is represented by a radix of 10.

• 𝜁 = σ𝑖=0
log 𝑞−1

𝜁𝑖 ∙ 10𝑖  → 𝜁 = 𝐺−1 𝜁 𝐺

Homomorphic multiplication is performed through an external product 
between the Gentry-Sahai-Waters (GSW) and LWE ciphertext.

𝑐1 = LWE(𝑚1) 𝜖 ℤ𝑞
𝑛×(𝑁+1)

→ same encryption procedure as before.

𝑐1ℂ2 = 𝐺−1 𝑐1 ℂ2  ∈ ℤ𝑞
𝑛×(𝑁+1)



We can perform an external product between real numbers that have 
been shifted using the modified gadget tool.

Homomorphic Multiplication

𝑐1ℂ2 = 𝐺−1 𝑐1 ℂ2  ∈ ℤ𝑞
𝑛×(𝑁+1)

Dec(𝑐1ℂ2) = Dec(𝐺−1 𝑐1 ℂ2 ∗ 𝑠)

= 𝐺−1 𝑚1
ҧ𝐴 ⋅ 𝐺

𝐺∗ = 𝕀𝑁+1 ⊗ 𝑅∗𝐹

𝑅∗ = [𝛿, 𝛿𝑏, 𝛿𝑏2, … , 𝛿𝑏𝐹−1] 
for 𝐹 = (𝑁 + 1) log𝑏 𝑞

Recall from Previous Slide

ҧ𝐴 = trunc(𝐴, log𝑏(𝛿))

ℂ2 = GSW ҧ𝐴, 𝑠𝑘 = ҧ𝐴 ⋅ 𝐺∗ + LWE 0log 𝑞 𝑁+1 ×1
𝑞

𝐺−1 𝑐1 ∈ ℤ𝑞
𝑛×log(𝑞)(𝑁+1)

, ℂ2  ∈ ℤ𝑞
log(𝑞)(𝑁+1)×(𝑁+1)

𝑛 × log 𝑞 𝑁 + 1 ∙ log 𝑞 𝑁 + 1 × 𝑁 + 1

Results in a 𝑛 × (𝑁 + 1) matrix.

SANITY CHECK



We can perform an external product between real numbers that have 
been shifted using the modified gadget tool.

Homomorphic Multiplication

𝑐1ℂ2 = 𝐺−1 𝑐1 ℂ2  ∈ ℤ𝑞
𝑛×(𝑁+1)

Dec(𝑐1ℂ2) = Dec(𝐺−1 𝑐1 ℂ2 ∗ 𝑠)

= 𝐺−1 𝑚1
ҧ𝐴 ⋅ 𝐺

𝐺∗ = 𝕀𝑁+1 ⊗ 𝑅∗𝐹

𝑅∗ = [𝛿, 𝛿𝑏, 𝛿𝑏2, … , 𝛿𝑏𝐹−1] 
for 𝐹 = (𝑁 + 1) log𝑏 𝑞

Recall from Previous Slide

ҧ𝐴 = trunc(𝐴, log𝑏(𝛿))

ℂ2 = GSW ҧ𝐴, 𝑠𝑘 = ҧ𝐴 ⋅ 𝐺∗ + LWE 0log 𝑞 𝑁+1 ×1
𝑞

Dec 𝑐, 𝑠𝑘 =
1

𝛿
඄ ඐ
𝑐 ⋅ 𝑠

Δ 𝑞

Modified Decryption Function



By developing a method to design and realize LWE-integrated control systems, we can 
achieve end-to-end encryption to thwart cyber adversaries to meaningful ends.

Robert S. Lois

robert.lois@pitt.edu
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