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Non-Cognitive Predictors of Student Success:

A Predictive Validity Comparison Between Domestic and International Students

Amid growing concerns over foreign manufactured 

equipment deployed in critical energy infrastructure, 

a supply chain security program goes a long way 

towards mitigating risk. 
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• Growing concerns over dominance of foreign 

supply chain for critical energy infrastructure

• Availability, quality control, number of parties 

with influence, etc.

• Cyber considerations for key digital components

• Lab approach at the micro-to-macro scale

• Evaluation of devices

• Technical assistance to owners & operators

• Landscape analysis to understand national 

exposure

• Supply chain risks exist across the grid, and 

supply chain security risks continue to grow with 

increased digitization.

• A good asset inventory is necessary before 

other supply chain security concepts can be 

effectively implemented. 

• Patches should be applied as quickly as 

possible, still following good testing and 

approval practices to ensure there is no 

disruption to operational environments. 

•  DOE research is examining ways to support 

asset owners and evaluate the risk from a 

national level. 

• Industry supply chain analysis:

• What are the key digital components? 

• Where are the suppliers located? 

• Where are the parts actually manufactured?

• Component criticality breakdown

• Connectivity (attack exposure)

• Impact (consequence of failure)

• Vulnerability analysis – several tools and projects

• CIE approach to mitigating risk

BACKGROUND and OVERVIEW

 

TAKE-AWAYS

COMPONENTS / METHODS

KEY SUCESSES / MILESTONES

• Coordination across labs for solar supply chain 

analysis: SBOM, HBOM, vulnerability analysis

• Quick mobilization to support asset owners in 

understanding risk of existing and future BESS 

installations. 

• HBOM Catalog and vulnerability tracking 

developed for wind controllers and other devices
Patch Management is the process of tracking and 
applying fixes for software bugs or security flaws 
released by vendors. Patches can only be applied if the 
user is tracking the equipment and software in their 
systems. Patches should be applied quickly, as events 
have demonstrated that adversaries quickly exploit 
disclosed vulnerabilities, but this can be difficult in 
operational environments.   
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Critical components for modern energy systems are highly dependent on 
foreign companies and manufacturing, no matter how it is broken down. The 
transition to a digitized grid underscores the need for a robust, resilient, and 
secure supply chain. 

Asset Inventory is critical to supply chain security. Building a baseline of components 
and actively maintaining it to accurately reflect what is in the field gives asset 
owners and operators the awareness to perform more in-depth risk assessment. As 
noted in the mock dashboard above, asset inventories may track exposure of 
devices based on network placement, asset criticality, asset support from vendors, 
asset management (managed/unmanaged) and more. 

Software bill-of-materials (SBOMs) provide detailed information about the 
software components of key digital infrastructure. SBOMs are built to be machine-
readable and can help automate  vulnerability awareness. 
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Research is addressing supply chain security 
on many fronts. This framework cascades 
from a macro to a micro perspective, focused 
on a risk-based approach that considers the 
source and foreign influence over 
components, the impact of individual 
components and potential for consequential 
events. Results from this analysis will identify 
repeatable methodologies for assessing 
supply chain cyber risk for electric energy 
organizations.  
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