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Amid growing concerns over foreign manufactured

equipment deployed In critical energy Infrastructure,

BACKGROUND and OVERVIEW

* Growing concerns over dominance of foreign
supply chain for critical energy infrastructure
 Avallability, quality control, number of parties

with influence, etc.

* Cyber considerations for key digital components

« Lab approach at the micro-to-macro scale
« Evaluation of devices
* Technical assistance to owners & operators
« Landscape analysis to understand national

exposure

a supply chain security program goes a long way

towards mitigating risk.

COMPONENTS / METHODS

* |ndustry supply chain analysis:
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« Patches should be applied as quickly as

, _ _ _ Asset Inventory is critical to supply chain security. Building a baseline of components
possible, still following good testing and

and actively maintaining it to accurately reflect what is in the field gives asset

approval practices to ensure there Is no
disruption to operational environments.

DOE research is examining ways to support
asset owners and evaluate the risk from a
national level.
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owners and operators the awareness to perform more in-depth risk assessment. As
noted in the mock dashboard above, asset inventories may track exposure of
devices based on network placement, asset criticality, asset support from vendors,
asset management (managed/unmanaged) and more.

Additional project contributors: John C. Bell, Emma Stewart, Remy Stolworthy,

Dependencies Tasks Version
components E/’ - Certificates @ q string

Libraries Supplier Vulnerabilities Usage Info

Software bill-of-materials (SBOMs) provide detailed information about the
software components of key digital infrastructure. SBOMs are built to be machine-
readable and can help automate vulnerability awareness.



