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Background and Context
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The Realities of Cyberspace

INL’s technical doctrine is based on the following 

assumptions: 

• Existing security efforts are insufficient to protect control systems and 

the infrastructure they support against catastrophic technical attacks.  

• A determined, well-resourced and 

patient adversary WILL succeed in 

penetrating and exploiting a critical 

infrastructure network.  

Given time and resources, cyber attackers WILL have success



Start with Why

• Consistent observation that engineers and 
technical staff are not aware of how cyber 
threats affect digital designs and operations

• Need to ensure that inherent risks of digital 
technology (which manifest through failure, 
error, malign disruption, or compromise) are 
considered and mitigated in the earliest 
possible stages of the design lifecycle



Our Origin Story

• Conducted hundreds of assessments over more 
than a decade

• Saw common themes with outsized impact on 
security

• These shaped our worldview and most 
subsequent work

• First codified in the Consequence-driven, Cyber-
informed Engineering (CCE) methodology



Keeping the Acronyms Straight

• Critical Function Assurance – managing the 
risks inherent from using digital technology in a 
world with adversaries – is the why

• CIE is the what

• Principles distilled from trends in years of work

• CCE is a how

• Based on and developed by many of the same people 
as CIE 

• There are other how’s!



Why? Critical Function Assurance!
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Critical Functions
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An adversary exploits our Enabling Functions AND impacts our 
Critical Functions

Exploiting how we deliver our critical functions.



Enabling Functions are PPTII



Critical Function Assurance Guides Our Activities
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What? What exactly is CIE?
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Cyber-Informed Engineering (CIE)

• CIE uses design decisions and engineering controls to 
eliminate or mitigate avenues for cyber-enabled 
attack.

• CIE offers the opportunity to use engineering to 
eliminate specific harmful consequences throughout 
the design and operation lifecycle, rather than add 
cybersecurity controls after the fact.

• Focused on engineers and technicians, CIE provides a 
framework for cyber education, awareness, and 
accountability.

• CIE aims to engender a culture of security aligned with 
the existing industry safety culture.



CIE Principles
PRINCIPLE KEY QUESTION

Consequence-Focused Design
How do I understand what critical functions my system must ensure and the undesired 

consequences it must prevent? 

Engineered Controls
How do I implement controls to reduce avenues for attack or the damage which could 

result?

Secure Information Architecture How do I prevent undesired manipulation of important data? 

Design Simplification How do I determine what features of my system are not absolutely necessary?

Layered Defenses How do I create the best compilation of system defenses?

Active Defense How do I proactively prepare to defend my system from any threat?

Interdependency Evaluation How do I understand where my system can impact others or be impacted by others?

Digital Asset Awareness
How do I understand where digital assets are used, what functions they are capable of, 

and our assumptions about how they work?

Cyber-Secure Supply Chain Controls How do I ensure my providers deliver the security we need?

Planned Resilience How do I turn “what ifs” into “even ifs”?

Engineering Information Control
How do I manage knowledge about my system? How do I keep it out of the wrong 

hands?

Organizational Culture How do I ensure that everyone performs their role aligned with our security goals?



#HowDoYouCIE?



National CIE Strategy

• Directed by the U.S. Congress in the Fiscal Year 2020 National 

Defense Authorization Act

• Outlines core CIE concepts

• Defined by a set of design, operational, and organizational principles

• Placed cybersecurity considerations at the foundation of control systems 

design and engineering

• Five integrated pillars offer recommendations to incorporate CIE as 

a common practice for control systems engineers

• Intended to drive action across the industrial base stakeholders—

government, owners and operators, manufacturers, researchers, academia, 

and training and standards organizations

• DOE issued the National CIE Strategy June 15, 2022

https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-
%20June%202022_0.pdf

https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-%20June%202022_0.pdf
https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-%20June%202022_0.pdf


Pillars of the National CIE Strategy



Our how: Consequence-driven 
Cyber-informed Engineering
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Consequence-driven Cyber-informed Engineering

The goal of CCE is to 
protect critical functions 
from existing and 
emerging threats and 
proactively prepare for 
the next generation of 
cyber-enabled sabotage.
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CCE Phase 1: Consequence Prioritization
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CCE Phase 2: System-of-Systems Analysis
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CCE Phase 3: Consequence-based Targeting
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CCE Phase 3: Consequence-based Targeting
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Ways to Conduct CCE

• INL-supported and DOE-
sponsored (Tier 1) engagement

• Self-driven (Tier 2) engagement
• Licensed partner support

• Internally resourced with reference 
materials

• ACCELERATE training
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Free, Available Resources
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Read Up at the Open-Source Library

• Find at: https://inl.gov/cie-

resource-library/

• DOE-sponsored research 

on Cyber-Informed 

Engineering as far back as 

2013

• Multiple laboratories

• Multiple Application Areas

https://inl.gov/cie-resource-library/
https://inl.gov/cie-resource-library/


Join our Community of Practice
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Cyber-Informed Engineering COP
Quarterly

11 AM ET on the 2nd Wednesday of January, April, July, and 
October

CIE Standards WG

Monthly

1st Wednesday, 9 AM MT / 11 AM ET

CIE Education WG

Monthly

3rd Wednesday, 9 AM MT / 11 AM ET

CIE Implementation WG

Monthly 

4th Wednesday, 9 AM MT / 11 AM ET

Multi-stakeholder team to aid the translation 
of CIE into technical requirements that can 
inform guidance, practices, and standards 

development

Support integration of CIE 
into engineering and 

cybersecurity standards

Develop curricula and 
materials that integrate 

CIE principles into 
engineering degree 

programs

Develop CIE 
implementation guidance 

and an open-source library 
of resources



CIE Implementation Guide: A Self-Help Tool 

Applying CIE across the SE Lifecycle



CIE Implementation Guide: A Self-Help Tool

https://www.osti.gov/servlets/purl/1995796

https://www.osti.gov/servlets/purl/1995796


CIE Implementation Guide: A Self-Help Tool



CIE Implementation Guide: A Self-Help Tool



CIE Implementation Guide: A Self-Help Tool



CIE Analysis Tool

• Find at: 

https://github.com/inlguy

/CIE

• Interactive application of 

the CIE Implementation 

Guide

• Local installation, no 

external data transfers

https://github.com/inlguy/CIE
https://github.com/inlguy/CIE


For More Information

• Critical Function Assurance
• https://inl.gov/national-

security/cfa/ 

• Cyber-Informed Engineering
• https://inl.gov/national-

security/cie/ 

• Consequence-driven Cyber-
informed Engineering 
• https://inl.gov/national-

security/cce/ 

https://inl.gov/national-security/cfa/
https://inl.gov/national-security/cfa/
https://inl.gov/national-security/cie/
https://inl.gov/national-security/cie/
https://inl.gov/national-security/cce/
https://inl.gov/national-security/cce/


CIE@inl.gov

https://inl.gov/cie/

Samuel.Chanoski@inl.gov

https://www.linkedin.com/in/sdchanoski/

Thank You!


