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Small Office/Home Office (SOHO) routers are used by millions BinWalk WiiBin

of consumers across the United States, and are | | | | | |
commensurately vulnerable. Forensic analysis of SOHO |° Firmware analysis tool for analyzing, reverse -+ Afterfirmware images have been decompressed into a
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router firmware helps to understand and mitigate those engineering, and extracting firmware images filesystem, WiiBin processes the binaries inside to find
vulnerabilities.  Used to extract firmware images for Ubiquiti, TP- their endianness, architecture, the percent
Cp v s 23 e Link, Netgear routers compressed/encrypted, and compiler data. [5]
' : « A different tool, called UnBlob, was used to extract <+ WiiBin can be scripted to analyze multiple files at once
b ASUS routers. [4] » Found near-exact data for Busyboxes from different
”M Séfné'??ﬁ?  Binwalk was also used to build entropy graphs, versions of the same firmware
-l —cn e extract Linux kernel images, and identify CPU
-Elité‘é‘fétéfxi VIe‘bl Keratity " T“””‘“’“ cele architectures. select File... ‘ /home/wiibin/my_downloads/routers/Busyboxes/ERBusyboxes/erbusybox20¢
% = ﬂ Entropy Span: (0.9:0.1  Block Size (b): 512  Chunk Size (b): |10000 Req'd Votes: 5 of 8

« Architecture — Compiler Slide (%): 50

© Bytecode T Arch&Byte Endianness: Little
Percent Compressed/Encrypted: 2.44%
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mipsel 99.99% NeuralNetwork
Figure 1: A visual representation of recent SOHO router vulnerabilities mipsel  20.72% AdaBoost
. . mipsel 31.82% RandomForest
using Structured Threat Intelligence Graph (STIG). [1] mipsel 106.0% NN
mipsel 100.0% Tree
= mipsel N/A SVM
mipsel 100.0% NaiveBayes
n ro u C I O n mipsel 36.73% LogisticRegression
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Analysis starts with extraction of publicly-available firmware for

SOHO routers in a multitude of formats, such as .bin, .img, u
and w. Figure 2: The entropy graph of the Unifi UDM Pro v1.9.2 BusyBox executable.

Figure 3: Determining the architecture of a Ubiquiti EdgeRouter X

In WiiBin using eight different machine learning algorithms.
* Tools like Binwalk are used to decompress firmware from .
ASUS, Netgear, UblC]UItI, and TP'Llnk rOUterS intO d @DISCO Matching Function Percentage _
lete squashfs Linux filesystem [2] . . . . . e TR
comp _ 9 _ y o « @DisCo is a machine learning tool used to determine function .. By o000 @DisCo similarity
- Analysis focused especially on analyzing BusyBox similarity in disassembled binaries. [6] o DR 0 1 oo al
I I I o o _ _ erbus...2.00000010 [FEEEc c c o000 000 0
executables, a software suite that provides several Unix » Analyzed similarities and determined versions of extracted BusyBox <o cssesio SEEEE e 0 0 o oo o000 W, 19 router
UtI|ItIeS |n a S|ng|e flle [3] ] . erbus...6.00000010 [FYEYEIEIEY 0 c 0 0 0 0 0 0 0 © Busybox files
files from each router; 4-6 versions of each router were used e R R R against each
» Surprisingly, there was very little overlap between files that did not . 58ttt s cREEEE. o o o o oner Most
. nbusy..-0 0 0 0 0 0 0 0 o FEFNENENEN 0 0 0 o o - 0.4 USyboOXxes 1rom
. 'y - ubusy... - i R s TR : 0 0 BN 1 0.98 91
 Venders from all five routers utilized the same version of the wws. soc00000000 00 0EEEww:: are exact
he BusyBox version inside-each router filesystem rarely BusyR fwar -oss different firmwar dat oo EEEEEEEEEEEEEEE - matches, with no
ar(ged even ~across months _or years of firmware dSYDOX SORYAI5-ALToss aliferent irmware updates sy 90/0/0/0/00000000 woomeoofRy | |~ Smiariies o
dat This d frates th + ¢ tant * These files all contained the same open-source software, so such i dddddddddd other routers.
updates. [This defmonstrates the |importahce -of iconstan distinct differences between venders was unexpected. 123559585 2222285333
firmware scrutiny, by both venders and consumers, to
protect against security vulnerabilities.
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