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Abstract—The 2023 National Cybersecurity Strat-
egy has recommended a transition to secure-by-design
methodologies in critical infrastructure. This paper
presents the adoption of the National Cyber-Informed
Engineering (CIE) Strategy as initiated by the U.S.
DOE’s CESER office, advocating for the integration of
cybersecurity at the earliest stages of system design.
The strategy targets design engineers responsible for
energy infrastructure to embed CIE principles within
the engineering lifecycle, thus enhancing cyber re-
silience.

This paper discusses the expansion of secure-by-
design concepts to cyber-physical systems, moving be-
yond traditional IT security to include engineering
considerations that can mitigate cyber risks through
design choices. The paper introduces Digital Risk Man-
agement, balancing traditional cybersecurity with CIE
to reduce both likelihood and impact of cyber threats.

A set of CIE starter questions derived from 12 core
principles is detailed, aiding engineers to consider
cybersecurity in their designs and highlights the impor-
tance of CIE in anticipating and reducing the impacts
of cyber attacks, suggesting that such integration is
essential for national security and infrastructure re-
silience.

Keywords—Cyber-Informed Engineering, National
Cybersecurity Strategy, Critical Infrastructure, Secure-
by-Design, System Resilience, Digital Risk.

I. Introduction

The National Cybersecurity Strategy of 2023 [1]
called for a large scale shift to secure-by-design ap-
proaches for the digital ecosystem that underpins U.S.
critical infrastructure systems. For energy infrastruc-
ture in particular, it explicitly recommends implement-
ing the congressional-directed National CIE Strategy
[2] to proactively build in cybersecurity. This imple-
mentation of CIE takes a crucial step in this direction
by guiding engineers to incorporate CIE principles
throughout the design and engineering process. The
National CIE Strategy was developed by an execu-
tive task force, assembled by the U.S. Department of
Energy (DOE)’s Office of Cybersecurity, Energy Secu-
rity, and Emergency Response (CESER), that included
energy sector asset owners and operators, vendors
and manufacturers, standards organizations, research

and academic institutions, National Laboratories, and
government agencies.

Engineers and technicians who design critical energy
infrastructure installations use the practice of CIE to
integrate the 12 principles into each phase of the en-
gineering lifecycle, from concept to retirement. Rather
than software engineers or operational cybersecurity
practitioners, the application of CIE is aimed at system
or design engineers because the engineers who design,
build, operate, and maintain the physical infrastructure
are best positioned to leverage a system’s engineering
design to diminish the impact of cyber attacks or
digital technology failures. At a minimum, CIE expands
cybersecurity decisions into the engineering space, not
by asking engineers to become cyber experts, but by
calling on engineers to apply engineering tools and
make engineering decisions that improve cybersecurity
outcomes. CIE examines the engineering consequences
that a cyber adversary could achieve, and drives engi-
neering changes that may provide deterministic mit-
igations to limit or eliminate consequences and the
impacts of those consequences.

Furthermore, CIE extends “secure-by-design” con-
cepts [3]] beyond information technology (IT) and soft-
ware engineering to include the engineering of cyber-
physical systems. Secure-by-design approaches typi-
cally describe a shift in focus for software developers
from finding and patching vulnerabilities to eliminat-
ing the design flaws in the software architecture that
enable those vulnerabilities. CIE extends this concept
beyond software design, introducing cybersecurity con-
siderations that engineers can address at the earliest
stages of system engineering, before the incorporation
of software and other digital security controls. Tradi-
tionally, engineering design teams have not recognized
the opportunity to create cybersecurity improvements
in systems through initial design and engineering deci-
sions. These opportunities, if missed, are often costly or
even impossible to implement later in the development
process, potentially leaving in place cyber risks that
security teams must endlessly manage and monitor.
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Enabling engineering considerations at the beginning
of the system lifecycle not only avoids this outcome, but
creates new opportunities to secure the system using
physics and mechanics, not just digital monitoring and
controls.

II. Digital Risk Management

At its heart, the practice of cybersecurity is the
risk management of digital functions, whether those
functions are checking your email or controlling when
a pump turns on or off. The latter being the fo-
cus for cyber-physical systems. As risk, it has tradi-
tionally been calculated as the combination of likeli-
hood of occurrence times consequence (Risk = like-
lihood*consequence). As either the probability of oc-
currence or the magnitude of consequence goes up,
the amount of risk equally goes up. Cybersecurity and
its use of controls and countermeasures has expanded
the probability-centric measures within the risk calcu-
lation into many alternate cybersecurity variables, such
as the measure of vulnerability, exposure, or threat.
The likelihood that a digital function is compromised
is based on the probabilistic quantification of these
cybersecurity variables where cybersecurity practices
are considered.

Traditional cybersecurity frameworks and practices,
such as NIST 800-53 [4]], C2M2 [5]], IEC 62443 [6]] have
implemented many practices that focus on the reduc-
tion or elimination of the probability-centric variables
within these risk calculations. For instance, by im-
plementing access control mitigations like passwords,
changing default passwords, adding role-based access
control (RBAC), and many others, the system attempts
to make it harder for the adversary (lower the likeli-
hood) to compromise the digital function. But in the
event those mitigations are bypassed, the adversary
is able to realize the full extent of the specific digital
function’s ability to create a consequence. It is here
that traditional cybersecurity uses defense in depth
practices and the combination of many independent
probabilistic-centric reductions to further challenge
the adversary and their probability of realizing a con-
sequence. This overall cybersecurity practice is a nec-
essary element in the overall defensive strategy for a
cyber-physical system.

The use of CIE principles and its mitigation seek
to amplify the consequence-centric aspects of the risk
equation. With CIE, the focus is to control impact
independently of likelihood. That way, CIE has the
potential to reduce consequence, which is not other-
wise controlled by digital mitigations. The next section
will describe how CIE uses this basis to effectively

walk through an engineering process to promote con-
sequence reduction practices.

When taken together, the implementation of tradi-
tional cybersecurity and the practice of CIE, the system
is designed to reduce or eliminate both elements of
the risk calculation and provide the system owner
with a strategy that further promotes the practice of
defense in depth so that in event either does not work
as envisioned the risk involved in the digital function
remains bounded. Ideally the success of both practices
produces a new frontier in the understanding and
acceptance of risk in cyber-physical systems especially
those that manage a nation’s critical infrastructure.

ITI. CIE in System Design

Modern systems are increasing being digitized. More
and more of infrastructure functions are the result of
measurements read through an analog-to-digital (A/D)
circuit providing an abstraction of the physical process,
logic and decisions operating on that process state, and
any commands being sent through a digital-to-analog
circuit (D/A) to actuate the physical process. Engineers
often use safety and protection engineering to provide
countermeasures outside this digitization paradigm to
reduce the impact of digital operations going astray.
However, even these safety and protection engineer-
ing practices, such as protection relays in power grid
operations, are increasingly implemented with digital
functionality. Given this, the practice of CIE in system
design is paramount to engineer the system to account
for this increased digital risk. Where safety and protec-
tion engineering focus on operations that malfunction
due to changes in the environment or non-malicious
failure modes, CIE practice puts focus on operations
that malfunction due to malicious failure modes. This
lens of consequence is another focus area for engineers
designing a system to manage. When applying CIE in
system design, using the twelve principles to provide a
basis for targeted questions to ensure that failure mode
analysis and subsequent design patterns are realized
is an effective strategy across any system design. The
next section provides a set of CIE starter questions
that allows any system engineer to ensure that the
design is interpreted through the lens of CIE. Though
these questions are similar to those posed in the CIE
Implementation Guide [7]], these are unique, designed
to be relevant at any phase of the system lifecycle.

IV. Minimum Set of Questions To Consider

Principle 1 - Consequence-Focused Design

o What are the systems that perform and support
critical facility functions?
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« What are the unacceptable high consequence
events that impact mission delivery, safety, se-
curity, the environment, equipment and property,
financials, or corporate reputation?

« What are the critical processes, operations, and/or
administrative actions required to protect against
unacceptable high consequence events?

o« How are identified high consequence events doc-
umented, monitored for change, and reassessed?

o« Which stakeholders (e.g. operations staff, engi-
neering staff, executive leadership, external par-
ties) would be impacted during or by damage
from high consequence events and how are they
included in mitigation decisions?

Principle 2 - Engineered Controls

« How are the storage, movement, and use of haz-
ardous quantities of mass or energy (potential and
kinetic) controlled by digital technologies?

« How are engineered systems (e.g., IT, operational
technology [OT], electrical, mechanical pneumatic,
mechanical hydraulic, thermal, chemical) that
store, move and use hazardous quantities of prod-
uct or energy dependent on digital technologies to
support critical functions?

o What consequences of failure or maloperation are
the engineered controls designed to prevent?

« Where engineered controls depend on digital tech-
nologies, where might an analog engineered con-
trol add to the protection (or lower the impact) of
a high consequence event?

+ How do we monitor and ensure the effectiveness of
engineering controls through system changes (e.g.
expansion) and operational conditions, including
those that may weaken their effectiveness (e.g.
through undue stress)?

« How do we validate the efficacy of engineered
controls, especially those that may be affected or
circumvented by administrative workarounds?

Principle 3 - Secure Information Architecture

+ What are the key data elements, the critical inputs
and outputs, and the mechanisms (people, tools,
systems) each process step that the system exe-
cutes?

o« How independent are the key data elements, phys-
ically or digitally, to allow diagnosis of the extent
or cause of an anomaly?

o Which information exchanges with the system
would result in a high consequence event if the
data was disrupted or manipulated?

+ What engineering and operations-based protection
and verification could ensure that key data ele-
ments have not been manipulated?

How could unanticipated adverse or extraordinary
operating modes potentially violate security con-
trols or validation mechanisms placed on the data?

Principle 4 - Design Simplification

Where are opportunities to simplify or eliminate
device/system elements or features that are not
necessary to meet the minimum functional capa-
bilities and defined system requirements?

How would a given design simplification intro-
duce tradeoffs (e.g., loss of redundant control,
reduced reliability, reduced operator visibility) that
conflict with other stakeholder requirements or
downstream dependencies?

How do each of the design elements traceable to
a specific project requirement or critical opera-
tion/process?

What non-digital alternative to a digital feature
could be applied to satisfy a requirement?

Which system features used for supporting the op-
eration and maintenance of the system by person-
nel not necessary (e.g., engineering workstations,
remote access for third-party entities, human-
machine interfaces [HMIs], operator laptop con-
nections)?

Principle 5 - Layered Defenses

What layers of digital control defenses (e.g., net-
work segmentation, access control, encryption,
etc.) are present in the system?

What layers of engineered control defenses are
present in the system?

How are multiple defenses independent of each
other such that the failure or compromise of one
has no effect on others?

How are critical functions sufficiently protected by
layered defenses?

Where are there single points of failure that could
result in undesired exposure of the critical func-
tion?

How can the team assess and adjust layered de-
fenses to maintain the desired level of protection
after system upgrades, configuration changes, re-
quirements changes, or changes in critical conse-
quences?

Principle 6 - Active Defense

What are the indicators, including the earliest
precursors, that a high consequence event could
be caused, intentionally or unintentionally?

What temporary operational changes can be made
in response to a perceived threat?

What countermeasures, compensating controls, or
alternative operations strategies support active de-
fense while maintaining critical functions?
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How are active defense features/tools/procedures
tested, validated, and regularly exercised during
systems operations and are those results represen-
tative of how they would be expected to perform?
How are current or new features tested following
maintenance, changes, and upgrades?

Who has the documented responsibility and ac-
countability to initiate and terminate active de-
fense measures, and how are they and others
notified of an active threat or aware of triggers
to temporarily change operations?

Principle 7 - Interdependency Evaluation

What supporting utilities (e.g., telecommunica-
tions, water, power) provide inputs to the system
that are essential for system-level critical function
delivery?

What inputs do the system’s critical functions re-
quire that are not directly and completely con-
trolled by the system?

If access to a critical input is lost, can the input
be obtained from alternative sources, and/or how
will the system continue to execute its critical
functions without it?

What outputs does the system provide that are
critical inputs to other business systems or infras-
tructures?

If system outputs to dependent system’s critical
inputs are lost, can the output be produced from
alternate sources?

How are changes in interdependent systems com-
municated and used to inform the need for addi-
tional controls, capabilities, or investments?

Principle 8 - Digital Asset Awareness

Which digital features in a system have the po-
tential to cause high consequences events from
adversarial manipulation or control?

How are digital feature abuse/misuse scenarios
used to identify high consequences events, inform
requirements for what the system must be de-
signed to not do, and drive digital and non-digital
(i.e., engineered controls) mechanisms to prevent
abuse/misuse?

How do abuse/misuse scenarios inform operators’
thinking about systems and affect system require-
ments?

What processes ensure that digital assets are
tracked and that third-party vendors provide the
specifications needed to enable asset tracking?
What processes ensure that operations and main-
tenance activities (e.g., changes to software, logic,
or configurations) appropriately trigger updates to
asset tracking records?

What is the process to ensure that applied pack-
ages from updates/patches are necessary, desired,
and make all the changes promised (and only the
changes promised; no new unexpected features
introduced)?

Where updates or patching are delayed or not
performed, are there alternate defenses that could
be implemented to limit impacts of the resulting
vulnerability or related exploitations?

Principle 9 - Cyber-Secure Supply Chain Con-
trols

What assumptions have been made about the avail-
ability, quality, and security of the products or
services that are critical to system functions or to
the mitigation of high consequence events?

How can the organization reduce supply chain risk
by prioritizing familiar technologies, technologies
that are expected to be continuously available, and
suppliers with a strong history of meeting supply
chain constraints?

How are delivery interruptions of critical compo-
nents avoided by using alternate methods of deliv-
ery or by arranging for multiple alternate sources?
How does the organization ensure the services and
components that are critical to system function
are being used in alignment with the vendor’s
intended purpose to minimize consequences of
disruption, the expected security functions and
requirements, and the vendor’s responsibility and
accountability in mitigating and preventing disrup-
tions?

How will the organization identify and manage the
risks of continued use of a component or subcom-
ponent if a vendor support contract expires?

Principle 10 - Planned Resilience

What are the limits of acceptable degradation for
critical system functions and what alternate op-
erating modes would protect and maintain those
critical system functions within acceptable limits?
How reliable are the supporting utilities (e.qg.,
power, communication) and what plans are in
place for continued operation if one or more is
lost?

How does the system maintain safety, security,
and/or stable operation in the case of partial or
complete functional failures (i.e., fail-secure, simi-
lar to fail-safe)?

Do processes controlled by an automated system
have a manual operation mode that is practiced
and has been verified to have no dependencies on
automation?

How does the organization maintain business con-
tinuity and critical function delivery through inci-



2024 IEEE Workshop on Security and Resiliency of Critical Infrastructure and Space Technologies (SR-CIST)

dent response and recovery?

How will resilience measures be validated?

How do you practice and continually improve re-
sponse and recovery processes?

Principle 11 - Engineering Information Control

What information about the system (e.g., require-
ments, procurement, engineering diagrams, pro-
cesses and procedures) is sensitive and how is that
information protected?

How are internal stakeholders trained and held
accountable to ensure potentially sensitive infor-
mation is correctly identified and protected?

How are data sensitivity controls and requirements
passed to external stakeholders (e.g., subcontrac-
tors, service providers, distributors) and enforced
through contracts, procurement, and reporting
documents?

How are internal stakeholder roles and associated
access privileges defined and adjudicated to en-
able necessary access to sensitive system data?
Do information security policies that overly con-
strain workflows “encourage” workarounds and
bypasses?

Could an adversary reasonably derive sensitive
system information from hiring, recruitment, mar-
keting or other externally facing information
sources?

Principle 12 - Organizational Culture

How do expectations around creating, operating,
and maintaining the system transfer from the or-
ganization to supporting organizations (e.g., hard-
ware vendors, consulting engineers)?

How can choices that make the organization less
resilient or bring on undue complexity/cost (e.g.
delaying hardware and software life-cycle updates)
be recognized and documented?

What assumptions are made about existing skill
and experience and what training, education, and
practice will be needed for those who will operate,
maintain, secure, and defend the system?

How is interpersonal trust maintained across the
entire organization?

What processes ensure that operators consider the
possibility of digital sabotage when responding to
and diagnosing process anomalies?

How can the organization foster a culture of timely
reporting of issues in people, process, and technol-
ogy without fear of reprisal, and with confidence
that the issues will be addressed?

How can the organization positively reinforce be-
haviors and choices that support security out-
comes, while reducing those that harm security
outcomes?

V. Applying the Questions

When answering these questions, engineers are
guided to key considerations when interpreting the so-
lution to a design problem through the CIE Principles.
For each of the twelve principles, the questions guide
engineers to the following behaviors and outcomes that
provide direct beneficial design patterns throughout
the system lifecycle.

Principle 1 - Consequence-Focused Design En-
gineers map out the system’s critical functions and
categorize high-consequence events with a cyber-risk
focus, similar to their approach for safety risks. This
enhances the risk assessment by ensuring that cyber-
enabled high consequence events are monitored in
system design and regularly reassessed with changing
threats. Additionally, engineers and cybersecurity staff
ensure that stakeholders are aware of and included in
the decision-making for mitigation strategies.

Principle 2 - Engineered Controls Engineers iden-
tify how hazardous quantities are controlled by digi-
tal technologies and evaluate where analog or alter-
nate controls could enhance resiliency, potentially tak-
ing ’dual-credit’ for existing safety controls. This also
guides continuous monitoring and validation of these
engineered controls, especially during system changes
and varying operational conditions. Additionally, engi-
neers help validate these controls to ensure they are
not circumvented by administrative workarounds.

Principle 3 - Secure Information Architec-
ture Engineers identify the most consequential data
elements and ensure their independence to effec-
tively diagnose anomalies. This involves conducting
a data exchange impact analysis to determine which
information exchanges could result in high conse-
quence events if manipulated. Engineers and informed
cyber-professionals, then, implement engineering and
operations-based monitoring and verification methods
of these key data elements.

Principle 4 - Design Simplification Engineers
evaluate opportunities to simplify or eliminate unnec-
essary device or system elements and features. Not for
the sake of simplification, but under the understanding
that this reduces threat vectors that may contribute
to the realization of a high-consequence event. Fur-
thermore, engineers consider non-digital or simplified
alternatives while continuing to satisfy system require-
ments.

Principle 5 - Layered Defenses Engineers doc-
ument the layers of digital and engineered controls
present in the system. This includes judging the in-
dependence of multiple defenses to prevent cascading
failures. Engineers also identify single points of failure
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to cyber-risk and implement measures to mitigate their
impact.

Principle 6 - Active Defense Engineers document
indicators and early precursors of high consequence
events. This enables the early detection of potential
threats useful for cybersecurity professionals. In re-
sponse to these indicators, engineers also develop and
implement temporary operational changes to mitigate
perceived threats effectively by operations staff.

Principle 7 - Interdependency Evaluation Engi-
neers identify supporting utilities and critical inputs
required by the system. This ensures that all depen-
dencies are clearly understood. Engineers, then, can
develop strategies to obtain these critical inputs from
alternative sources in case access is lost, thereby main-
taining system functionality. Any changes in interde-
pendent systems are communicated effectively in the
organization and used to inform possible additional
control needs.

Principle 8 - Digital Asset Awareness Engineers
hypothesize scenarios where digital functions/variables
could be abused or misused, potentially leading to high
consequence events. Engineers implement processes
to ensure digital functions/variables are tracked in
asset inventories. Additionally, engineers participate
in the process for validating updates and patches to
ensure they are necessary and do not introduce unex-
pected features.

Principle 9 - Cyber-Secure Supply Chain Con-
trols Engineers document assumptions regarding the
availability, quality, and security of critical products
or services; which provides a foundation for supply
chain risks. Engineers focus on reducing these risks by
prioritizing the use of familiar technologies and reliable
suppliers. Identified critical services and components
are then used in alignment with specifications to min-
imize the potential for disruption.

Principle 10 - Planned Resilience Engineers de-
fine acceptable degradation limits for critical digital
functions and develop alternate operating modes to
maintain functionality within those limits. One key
alternate operating mode for system design could in-
clude ensuring that automated processes have man-
ual operation modes. Engineers provide assessment of
the reliability of supporting utilities and help develop
contingency plans to address potential cyber-enabled
losses.

Principle 11 - Engineering Information Control
Engineers identify and protect sensitive information
about the system. Engineers inform internal stake-
holders on how to identify this sensitive information.
Access privileges for internal stakeholders are devel-
oped to ensure they have the necessary access to

perform their roles without encouraging workarounds
that could compromise data protection.

Principle 12 - Organizational Culture Engineers
ensure expectations are effectively transferred to sup-
porting organizations for a unified approach to system
implementation and operation. They document choices
impacting resilience to clarify trade-offs in decision-
making and assess skills, providing necessary train-
ing and education for system operators and service
providers.

VI. Conclusions

The minimum set of questions presented in this work
provides a scaffolding for incorporating CIE principles
into system design. A more comprehensive understand-
ing is available through the CIE Implementation Guide
[71 which presents questions across each specific stage
of system design. This guide offers consideration for
each system lifecycle phase, whether it be at the
conceptual, operational, or decommissioning phases.
By integrating these specialized questions into their
design processes, engineers can proactively design
systems with enhanced resilience. Such an approach
is critical to ensure that digital functions are resilient
to compromise by persistent adversaries, including
nation-state actors. Modern systems must be designed
to not only withstand attacks but also to continue func-
tioning effectively, diminishing the consequences of
any digital function compromise. This is especially true
for those systems leveraged for critical infrastructure.
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