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DISCLAIMER

This information was prepared as an account of work sponsored by an
agency of the U.S. Government. Neither the U.S. Government nor any
agency thereof, nor any of their employees, makes any warranty, expressed
or implied, or assumes any legal liability or responsibility for the accuracy,
completeness, or usefulness, of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately
owned rights. References herein to any specific commercial product,
process, or service by trade name, trade mark, manufacturer, or otherwise,
does not necessarily constitute or imply its endorsement, recommendation,
or favoring by the U.S. Government or any agency thereof. The views and
opinions of authors expressed herein do not necessarily state or reflect
those of the U.S. Government or any agency thereof.
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National Significance

* Cyber attacks on physical systems exemplify a new and
growing threat to the Nation’s critical infrastructure.

* Multiple U.S. government departments and offices assigned
critical infrastructure security missions need methods and
tools to understand fully the extent and nature of this threat.

* Current research will establish the science-based foundation
for methods and tools that optimize the value of effects-
analyses through: credible linkages among critical
infrastructure assets and their interdependencies, targeted
industrial control systems; and cyber attack capabilities.

SCALE AND CYBER-SECURITY

scale for physical impacts is
primarily spatial: what is the
extent and character of the
physical impact of the attack?

scale for targets is primarily
consequence-based: what,
if any, disruption occurs to
the economy or society?

scale for attack profiles is
primarily network-based:
how large is the social
network of the attacker?

cascading effects:
does upscaling
accelerate or

dampen impacts?

Diffusion of impacts across space:
contagious, hierarchical, or both

Approach and Outcomes

* Integrate proposed cyber attack model to cyber-component
model established in the Industrial Control Systems -Cyber
Attacks and their Physical Effects LDRD (#16-106).

* |Integrate innovative effects analysis tools developed within the
All Hazards Critical Infrastructure Knowledge Framework LDRD
(#14-093).

* Model control system networks of different infrastructure types
to allow for the simulation of various cyber attack scenarios.

* Research conducted under this project has led to direct
funding from the DHS National Risk Management Center
(NRMC).

Collaboration
with geospatial
industry leader
ESRI

Research supports INL
employee’s pursuit of PhD from
the University of Idaho

Research supported through the INL Laboratory Directed Research & Development (LDRD) Program under DOE
Idaho Operations Office Contract DE-ACO7-051D14517
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National Challenge: Enable resilience and emergency planners to perform reliable, measurable,
and data-driven analyses of the local and regional effects of a cyber attack

LDRD: 17A1-142
INL/EXT-17-42358

Research Significance:

* Discovers, articulates and accentuates poorly
understood crucial cyber and physical security
connections

* Provides original, theoretical, and methodological frameworks
for critical infrastructure resilience planning

» Allows for predictions of the impacts of a variety of cyber
attacks as they propagate over time and space

* Enables preparations for and rapid strategic response to
cyber attacks on physical infrastructure
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