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To support the transition to digital instrumentation and control (1&C)

Benefits of Digital I&C systems [1]
— Reduced signal noise
— Rapid data processing
— Automatic self-testing
— Remote Software modification

Technical Barriers for the implementation of |
Flzijqital I&C systems in Nuclear Power Plants
— The unique characteristics of digital
systems
— The potential for software based
common cause failures (CCF)
— Need for an assessment method
tailored to digital 1&C

[1] H. Hashemian, "Nuclear Power Plant Instrumentation and Control," in Nuclear Power - Control, Reliability and Human Factors, P. Tsvetkov, Ed., Intech, 2011, pp. 49-66.
[2] National Research Council, Digital Instrumentation and Control Systems in Nuclear Power Plants: Safety and Reliability Issues, Washington, DC: The National Academies Press, 1997.

Images: Unsplash 3
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Status of Digital 1&C Risk Assessment Research

NUREG/CR-5485: Modeling CCFs in risk assessments

NUREG/CR-6303: Application of diversity to minimize CCFs EPRI: Hazard analvsis compare/contrast FMEA. FTA. HAZOP
NEI 16-16: Guidance on addressing CCFs [7] STPA anZPGA [4] ys! P ’ ’ ’

EPRI/Sandia: Hazard and consequence analysis (HAZCADS)

[]
NUREG 6430: mostly lists methods that might be used

NUREG/CR-6901: Reliability modeling

NUREG/CR-6942: Dynamic Reliability modeling
NUREG/CR-6985: Dynamic Reliability and Benchmark

IAEA Nuclear Energy Series: Dependability Assessment [6]

NUREG/CR-6303: Application of diversity to minimize CCFs
NUREG/KM-0009: Historical Review of Defense in Depth
NUREG/CR-7007: How much diversity is enough

EPRI/Sandia: Hazard and
consequence analysis HAZCADS

[4] Electric Power Research Institute, "Hazard Analysis Methods for Digital Instrumentation and Control Systems," EPRI, Palo Alto, CA, 2013.

[5] A.J.Clark, et. al, "Hazard and Consequence Analysis for Digital Systems — A New Approach to Risk Analysis in the Digital Era for Nuclear Power Plants,” in Transactions of the American
Nuclear Society, Orlando, Florida, USA, 2018.

[6] International Atomic Energy Agency, “Dependability Assessment of Software for Safety Instrumentation and Control Systems at Nuclear Power Plants,” IAEA, Vienna, Austria, 2018.
[7] Nuclear Energy Institute, “Guidance for Addressing Digital Common Cause Failure,” NEI, Washington D.C., 2017
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Where our work fits

We will provide a means to assess the risks of highly redundant
digital systems by ensuring a systematic method of identifying
hazards.

The objectives of this work (Hazards analysis) include:
Providing a technical basis for the implementation of a
reliability analysis.

Providing a technical basis to help utilities optimize the
use of diversity attributes in a cost-effective manner.
Helping engineers efficiently mitigate risk by allowing
them to systematically identify the most critical hazards
(including CCFs) of digital 1&C systems.

Hazard analysis comes in three bsic parts. Historically most of
the interest has been in the reliability assessment and so there.
But there generally has been work in all the areas. These nuregs
are concerned with reliability.

A riclr acencermant nneware thoa fraca mMmaAaim Arliactinne AanA fAr
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Need a method for both digital I&C and CCF concerns

The use of digital technologies may “increase the potential for CCF vulnerabilities because of the
introduction of undetected systematic faults” [3].

Redundancy breeds potential for CCFs
Need to capture redundant features in the method
Vulnerabilities/systematic faults may result from [3]:
Errors in requirement specification
Inadequate provisions to account for design limits (environmental concerns etc.)
Technical faults in the system architecture or implementation of the design.
Combinations of analysis methods may be beneficial

2018 EPRI and Sandia National Laboratory created a hazard analysis method called HAZCADS which
combines the benefits FTA and STPA for portion of their method [9].

Our current work incorporates this concept of combining FTA and STPA as part of the approach for a
redundancy guided hazard analysis.

[3] M. Muhlheim and R. Wood, "Technical Basis for Evaluating Software-Related Common-Cause Failures," Oak Ridge National Laboratory, Oak Ridge, 2016.

[9] A. J. Clark, et. al, "Hazard and Consequence Analysis for Digital Systems — A New Approach to Risk Analysis in the Digital Era for Nuclear Power Plants,” in Transactions of the American
Nuclear Society, Orlando, Florida, USA, 2018

6
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FTA and STPA

FTA Provides fast qualitative indicators of most significant o
failures.(objective 3) I1&C function failure
Redundant features with FTA is straightforward (chief 5
motivation)

STPA has been demonstrated to address digital systems _ _
STPA does not center the analysis on redundancy [ Hardware failure ] [ Software failure ]
STPA is ideally applied early[10] in design before the T T

addition of safety features (e.g. diversity, redundancy)
An analysis focused on identifying CCFs should include all [Independent fauure] [Independent failure}
the redundant features and components of the system.
STPA should be reframed in a redundancy-guided [ ccr J [ ccr J

way to accomplish this purpose ﬁ ﬁ

FTA STPA
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Process for a redundancy-quided systems-theoretic hazard
analysis

Step 1: Create a detailed representation Step 4: Construct an integrated FT by
of the system of interest (SOI) adding applicable UCAs as basic events.
Step 2: Develop a fault tree (FT) consisting Step 5: Identify potential software CCFs
of the hardware failures for a chosen based on duplicate or redundant UCAs
function of the SOI. within the FT.
Step 3: Determine unsafe control actions Step 6: Solve the FT for the minimal cut
(UCAs) based on a redundancy-guided sets to determine potential single points
application of STPA. of failure {SPOFs) in the design.

Step 7: Identify and provide guidance to ‘?

eliminate triggers of critical failures in the
design including CCFs and SPOFs.
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N
Step 1: System Sketch

To DPS/ Control Rooms - RTB-A1-ST
- RTB-A2-ST
IR TR TR HH-HH W |~

RTB-A2-UV

* Boundary and scope
« Detail the hardware and software
*  Map out the system

Division A

RTB-A1-UV

iTolDPS/iControliRooms ensors . RTB-B1-ST
RTB-B2-ST
‘ Jui [ TETHTET] HHHH BN =

g RTB-B2-UV

RTB-B1-UV

To DPS/ Control Rooms ensors ’ RTB-C1-ST :
el Control Rod
RTB-C2-ST ~

R
Mechanism

1
Control Rods

Division C

RTB-C1-UV

To DPS/ Contr ooms

a
[=3
o

2

=

a

RTB-D1-ST

RTB-D2-ST

RTB-D2-UV

RTB-D1-UV

MCR/RSR TRIP all
Breakers 9
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O ITEP-2: Develop a fault tree (F1) consisting of the hardware faillures for a chosen function or the

SOOI

« Select a top event and resolution for the analysis

* Include basic events for hardware

* Include any CCFs for hardware components

*  The main assumption for this step is that all software
failures will be captured using STPA in STEP-3

Failure of the A1 Breaker

RTB-A1

&

RTE A1 undervoltage trip failure

RTB-A1_UV

~

=

DA selective processar-1 fails to
send trip signal to RTB A1

DA-5P1
1 1
DA Logic Cabinet Rack 1 Fails to 'Zzndom hardware failure of DA
send signal to DA SP1 SP1
DA-LC-R1-51 DA-5F1-HD
External 1.0000E+00
DA Logic Cabinet Rack 2 Fails to Hardware CCF of DA selective
send signal to DA SP1 pProcessors
DA-LC-R2-51 DA-SP-HD-CCF
External 1.0000E+00

A

FT models were made with SAPHIRE program [11].

Hardware CCF of all division
selective processors

SP-HD-CCF

1.0000E+00

O

I
rdware CCF of undervoltage
trip mechanism of all RTBs

RTB-UV-HD-CCF
1.0000E+00

Random hardware failure of
undervoltage trip mechanism in
RTE-A1

RTB-A1-UV-HD

1.0000E+00

ldaho National Laboratory

10
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STEP-3: Determine unsate control actions (UCAsS) based on a redundancy-
quided application ot STPA.

Define the Model the |dentify Unsafe Identify Loss

Purpose of the
Analysis

o S & i B s & g T S

Control Structure Control Action Scenarios

| System Controll e Control s . Determine the
ontrofier —Lh ontrofier 1Ly, . scenarios leading
. Define: | | : . to the unsafe

. . ' Control Control . . .

e | osses i : Action l 1 Feedback Action l 1Feedback ! ' control actions |
. Hazards i Controlled Controlled | . and other system
. * boundary i | ontrofie ontrotie Hazards

« Environment Process : : Process

e S I S S S— l 1 S

The details shown have been adapted from the STPA Handbook [10]

11
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STEP-3: Determine unsafe control actions (UCAs) based on a
redundancy-qguided application of STPA.

« STEP 3A: defining the system

Table 1: Major losses to be prevented [6] Table 2. Hazards which may lead to Losses [6]
Human injury or loss of life [ZET Reactor temperature too high (L1, L2, L3, L4, L5)
Environmental contamination IIF3 Equipment beyond limits (L1, L2, L3, L4, L5)
- STEP 3B: create a model of the (i=m Equipment damage ~ )CUZEN Release of radioactive materials (L1, L2, L5)
Power generation IZI8  Reactor shutdown (L4, L5)

Public perception

Layer 1: Reactor Trip Redundancy Layer 2: Divisional Redundancy (Division A Shown) Layer 3: BP Redundancy Layer 4: Local Coincidence Logic Cabinet Redundancy

Main Control Room Reserve Shutdown Room S Dldsms Yy B (_:’ DES D RIsE
Cabinet
A A A A J
1 ] . i 1 1 CAS, 9, 29, 33, 53, 57, 77, 81
1 1 hemmeae e =L—-4 I | (e
i -~ ~
T T (- I I ! 1
[ ) ! 1 e _d____ J 1
| - T T T T T T T T I 1 {- “TTy "™ ° \l | 1
1 . 1 1
: l_ | Bistable Processors CAs from Div. A | ! 1 1 :
! mmmmbe-ommm i to Div. B, C, &D | - U ! !
1 1 : | LCL Cabinets ] | ! 1 i
: 1 1 : : 1 1
Dlvers.e Reactc_)r q i : : 0 I CA5-8 CA9-12 | i :
Protection Protection 1 | a H 1 | 1 1 i
System (DPS) System (RPS) ] 1 H LA H 1 ! 1 1 \
: Local Coincidence o CAs from 1 / ! ! !
m ! G 0 ovsco ! b : ! -
; : , G, i &
CAL| |cA2 CAX CAX A A : : |
! 1
1 Plant Processes
1 CA5, 9 CA6-8, CA10-12
i &Components
L T B S 1 I
1 1 | 4 \ 4 r
: Feedback/Info Signals = = = 1 Division A Local Coincidence Divisions B, C, and D Local 1
v I Control Action Signals ':2‘:[:;‘;?;;5 Logic Cabinet Coincidence Logic Cabinets :
Reactor Trip Breakers RTBs) SELUNNEEENGG_G_G—— N B N RTBAL  RTBA2 [ N R B e e b el
\ J/ J N J U J

12
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STEP 3C: Create a table of UCAs

A UCA is control action that, in a particular context and environmental conditions, will lead to a

hazard.
« Categories[10]:

« Control action is not provided when it is needed.

» Control action is provided when it is not needed.

« Control action is provided when it is needed, but
too early, too late, or in a wrong order.

« Control action lasts too long or stops too soon
(only applicable to continuous control actions).

Control
Action (CA)

CA18:
DOM-1
demands
SP1 to trip
the reactor

CA20:
DOM-3
demands
SP1 to trip
the reactor

UCAa: CAis
needed, but not
given

UCA18a: DOM-1
does not provide
trip command to
SP1 during AOO
[H1, H2, H3].

UCA20a: DOM-3
does not provide
trip command to
SP1 during AOO
[H1, H2, H3].

UCADb: CA is
Given, but not
needed

UCA18b: DOM-1
provides trip
command to SP1
when there is NO
AOO [H4].

UCA20b: DOM-3
provides trip
command to SP1
when there is NO
AOOQ [H4].

UCAc: CA is given
too early, too late,
wrong order

UCA18c: DOM-1
provides trip
command to SP1
after AOO has
existed for some
time [H1, H2, H3].

UCA20c: DOM-3
provides trip
command to SP1
after AOO has
existed for some
time [H1, H2, H3].

Table 3. Examples of UCAs.

UCAd: CAis
applied too long
or stopped too
soon

UCA18d:
Not applicable.

UCA20d:
Not applicable.

Note: AOO: Anticipated Operational Occurrence; DOM: Digital Output Module; SP:
Selective Processor.




-

STEP-4: Construct an integrated FT by addin

basic events.

Table 3. Exampla= ~f UCAs.

Control UCAa: CAis
Action needed, but

UCADb: CAis
Given, but no

UCAc: CA is
given too early,

UCAd: CAis
applied too

((07:Y] not given too late, wrong [ long or
stopped too
soon

CA18: : UCA18b: UCA18d:

DOM-1 ] DOM-1 Not

demands not provide provides trip provides trip applicable.

SP1 to trip command command to command to

trip the to SP1 during  SP1 when SP1 after AOO

reactor AOO [H1, H2, thereis NO has existed for

H3]. AOO [H4]. some time [H1,
H2, H3].

CA20: UCA20a: UCA20b: UCA20c: UCA20d:

DOM-3 DOM-3 does DOM-3 DOM-3 Not

demands not provide provides trip provides trip applicable.

command to

SP1 after AOO
has existed for
some time [H1,
H2, H3].
Note: AOO: Anticipated Operational Occurrence; DOM: Digital Output

SP1 to trip command command to
trip the to SP1 during  SP1 when
reactor AOOQO [H1, H2, thereis NO
H3]. AOO [H4].

Module; SP: Selective Processor.

Top Event

and
Hardware
Basic Event 1
Hardware
Basic Event 2

g ﬂépplicabl

—
\Eﬂl_) ldaho National Laboratory

e UCAs as

L
RTB A1 undervoltage trip failure

RTB-A1_UY

=l

DA selective processor-1 fails to
send trip signal to RTB A1

DA-SP1

1
iare CCF of undervoltage
p mechanism of all RTBs.
IBUVHDCCF
_0000E+00
Randem hardware failure of

undervoltage trip mechanism in
RTB-A1

DA Logic Cabinet Rack 1 Fails to
send signal to DA SP1

DALC-R1-G1

External

DA Logic Cabinet Rack 2 Fails to
send signal to DA SP1

DAL C-R2-51

External

dom hardware failure of DA
SP1

Hardware CCF of DA selective
processors

RTE-A1-UN-HD
1.0000E+00

DA-SP-HD-
1.0000E+00

dware CCF of all division
selective processors
ROOOOE+00

14
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STEP-5 Identify potential software CCFs based on duplicate or

redundant UCAs within the FT.

Table 3. F-.amples of UC As.

Control
Action
(CA)

CA18:
DOM-1
demands
SP1 to
trip the
reactor

CA20:

DOM-3
demands
SP1 to
trip the
reactor

UCAa: CAis
needed, but
not given

DOM-1 does
not provide
trip command
to SP1 during
AOOQO [H1, H2,
H3].

UCA20a:
DOM-3 does
not provide
trip command
to SP1 during
AOO [H1, H2,
H3].

UCA18b:
DOM-1
provides trip
command to
SP1 when
there is NO
AOO [H4].

UCA20b:
DOM-3
provides trip
command to
SP1 when
there is NO
AOO [H4].

UCAc: CAis
given too early,
too late, wrong

DOM-1
provides trip
command to
SP1 after AOO
has existed for
some time [H1,
H2, H3].
UCAZ20c:
DOM-3
provides trip
command to
SP1 after AOO
has existed for

some time [H1,

H2, H3].

long or

stopped too

soon

UCA18d:
Not

applicable.

UCA20d:
Not

applicable.

Note: AOO: Anticipated Operational Occurrence; DOM: Digital Output
Module; SP: Selective Processor.

UCAd: CA is
applied too

L
RTEB A1 undervoltage trip failure

RTB-A1_UV

~

=

DA selective processor-1 fails to
send trip signal to RTE A1

DA-SP1

A

e

|
e CCF of undervoltage
ip mechanism of all RTEs

(0000E+00
Random hardware failure of
undervoltage trip mechanism in
RTE-A1

DA Logic Gabinet Rack 1 Fails to
send signal to DA SP1

DALC-R1-51

External
DA Logic Cabinet Rack 2 Fails to
send signal to DA SP1

(DALCR251

D& SP1 software failures

RTB-A1-UV-HD
1.0000E+00

O

m hardware failure of DA
SP1

.0000E+00

External

DA-SP1-SF
Hardware CCF of DA selective
Processors
! ! DASPHD-CCF
UCA2E type A software failures UCA2E type C software failures 1 0000E+00
of DA-SP1 of DA-SP1 -
& CCF of all division
selective processors
DA-SP1-SF-TA DA-SP1-SF-TC

~
1

~
1

ommand to RTE A1

SP1 does not provide trip

5P1 provides trip command
B Al too late during A00

durring

JA-SP1-SE-UCAISA
IrlpcommandtoRTBs dum a

ommand to RTBs too late

ADO during AQQ
DA-CSP-SF-CCF-TA IDA-SP-SF-CCF-TC

1.0000E+00

|| 1.0000E+00
-CCF: SPs provide trip
zommand to RTEs too late
during AQQ

Hl
“7

CF: SPs do not provide trip |
d to RTBs durring ADOD
—SF—CCF TA

' F—CCF—TC

.0000E+00

15



-

-~
\Eﬂb ldaho National Laboratory

STEP-6: Solve the FT for the minimal cut sets to determine potential
single points of failure (SPOFs) in the design.

Table 4. Cut set results.
Truncation Full RTS
(order) model

N/A
1,184,652
85788

468

o O O

RTS hardware Automatic

only
15234

only

N/A
4,583,568
1,038,956
13,1628
9,532

52

0

trip  RPS only

N/A

N/A
328,355
54,899
15,283
1,203
13

Table 5: First order cut sets or single points of failure for the RPS system, UV

Cut set

SP-HD-CCF
LC-DOM-HD-CCF
RTB-UV-HD-CCF
LC-BP-HD-CCF
LC-LP-SF-CCF-TA
LC-LP-SF-CCF-TC
LC-DOM-SF-CCF-TA

LC-DOM-SF-CCF-TC

SP-SF-CCF-TC
SP-SF-CCF-TA

LC-BP-SF-CCF-TA
LC-BP-SF-CCF-TC

~ -
o

13

Description

Selective processor hardware CCF.

Logic cabinet digital output module hardware CCF.
Reactor trip breaker undervoltage hardware CCF.
Logic bistable processor hardware CCF.

Logic cabinet logic processor software CCF type A.
Logic cabinet logic processor software CCF type C.

Logic cabinet digital output module software CCF type
A

Logic cabinet digital output module software CCF type
C.

Selective processor software CCF type C.
Selective processor software CCF type A.
Logic cabinet bistable processor software CCF type A.
Logic cabinet bistable processor software CCF type C.

These tables inform engineers of system vulnerabilities, allowing them to make defensive strategies
incorporate safety measures to ensure that the system is successful (goal 3).

16
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O TEP-/: Identify and §rovide quidance to eliminate triggers of critical failures in the design

including CCFs and SPOFs.

Table 5: First order cut sets or single points of failure for the RPS system, UV trip only.

{7 SP-HD-CCF
5l LC-DOM-HD-CCF
/3 RTB-UV-HD-CCF
[EJ7 LC-BP-HD-CCF
[ LC-LP-SF-CCF-TA
LC-LP-SF-CCF-TC
[ LC-DOM-SF-CCF-TA
[El LC-DOM-SF-CCF-TC
[ SP-SF-CCF-TC
[Ef SP-SF-CCF-TA
[P LC-BP-SF-CCF-TA
[ LC-BP-SF-CCF-TC

Description

Selective processor hardware CCF.

Logic cabinet digital output module hardware CCF.
Reactor trip breaker undervoltage hardware CCF.

Logic bistable processor hardware CCF.

Logic cabinet logic processor software CCF type A.
Logic cabinet logic processor software CCF type C.
Logic cabinet digital output module software CCF type A.
Logic cabinet digital output module software CCF type C.
Selective processor software CCF type C.

Selective processor software CCF type A.

Logic cabinet bistable processor software CCF type A.
Logic cabinet bistable processor software CCF type C.

Causal factors due to category 1 (unsafe controller behavior): Processing delay in the BPs
Casual factor due to category 2 (wrong or incorrect feedback from critical systems): e.g.

Pressure sensor may be incorrectly programed leading to BP failing to receive adequate information.

17
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Conclusions

This work defines a step-by-step approach for the hazard analysis of digital systems, that can help
engineers efficiently make design and risk mitigation decisions by providing them a means to
systematically identify the most critical CCFs and hazards of digital I&C systems(objective 3);

This method identifies the critical hazards of a system, allowing utilities to effectively reduce the cost of
safety-rated digital I&C by strategically eliminating unnecessary design features (objective 2);

This method provides a technical basis for reliability analysis by identifying crucial failure modes
and qualitatively determining their effects on system vulnerability (objective 1).

Ultimately, this method helps improve the design of highly redundant digital 1&C through a detailed
qualitative hazard analysis.

18
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Digital systems exhibit unique failure modes [3,4] extra slide

Errors in design and software implementation relating to system inputs (TypeZ2)

Resource allocation can lead to deadlock and starvation (Type 2

Communication protocols may introduce dependencies between different systems (Type 2)
Improper protocols could cause a program to hang or get stuck.

Digital systems depend on many common (commination, processors, equipment etc.) (Type1/Type2)
may be more vulnerable to CCF

Environmental conditions may effect the performance (Type1)
Electromagnetic/radio-frequency interference
Temperature
Pressure
Radiation, etc. (Type 1)

Type 1: Interactions between the components of the system and the process physics or

environments.

Type 2: Interactions between the components themselves.
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