
INL is a U.S. Department of Energy National Laboratory operated by Battelle Energy Alliance, LLC

INL/JOU-20-57074-Revision-0

Hazard analysis for
identifying common cause
failures of digital safety
systems using a redundancy-
guided systems-theoretic
approach

December 2020

Han Bao, Hongbin Zhang, Tate Shorthill



DISCLAIMER

This information was prepared as an account of work sponsored by an
agency of the U.S. Government. Neither the U.S. Government nor any
agency thereof, nor any of their employees, makes any warranty, expressed
or implied, or assumes any legal liability or responsibility for the accuracy,
completeness, or usefulness, of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately
owned rights. References herein to any specific commercial product,
process, or service by trade name, trade mark, manufacturer, or otherwise,
does not necessarily constitute or imply its endorsement, recommendation,
or favoring by the U.S. Government or any agency thereof. The views and
opinions of authors expressed herein do not necessarily state or reflect
those of the U.S. Government or any agency thereof.



INL/JOU-20-57074-Revision-0

Hazard analysis for identifying common cause failures
of digital safety systems using a redundancy-guided

systems-theoretic approach

Han Bao, Hongbin Zhang, Tate Shorthill

December 2020

Idaho National Laboratory
Idaho Falls, Idaho 83415

http://www.inl.gov

Prepared for the
U.S. Department of Energy

Under DOE Idaho Operations Office
Contract DE-AC07-05ID14517



Hazard analysis for identifying common cause 

failures of digital safety systems using a 

redundancy-guided systems-theoretic approach 
 

Han Bao, Tate Shorthill, Hongbin Zhang 

 

Abstract 

Replacing the existing aging analog instrumentation and control (I&C) systems with modern safety 

control and protection, digital technology offers one of the foremost means of performance 

improvements and cost reductions for the existing nuclear power plants (NPPs). However, the 

qualification of digital I&C systems remains a challenge, especially considering the issue of 

software common-cause failures (CCFs), which are difficult to address. With the application and 

upgrades of advanced digital I&C systems, software CCFs have become a potential threat to plant 

safety because most redundant designs use similar digital platforms or software in the operating 

and application systems. With complex designs of multilayer redundancy to meet the single-failure 

criterion, digital I&C safety systems (e.g., engineered safety-features actuation system [ESFAS]) 

are of a particular concern in the U.S. Nuclear Regulatory Commission (NRC) licensing 

procedures. This paper applies a modularized approach to conduct redundancy-guided systems-

theoretic hazard analysis for an advanced digital ESFAS with multilevel redundancy designs. 

Systematic methods and risk-informed tools are incorporated to address both hardware and 

software CCFs, which provide guidance to eliminate the causal factors of potential single points 

of failure in the design of digital safety systems in advanced plant designs. 

1. Introduction 

Most existing nuclear power plants (NPPs) rely on traditional analog instrumentation and control 

(I&C) systems for monitoring, control, and protection functions. In addition to susceptibility to 

certain environmental conditions, the primary concern with extended analog systems arises from 

the effects of aging (National Research Council, 1997). With the industrial base largely moving to 

https://www.sciencedirect.com/topics/engineering/nuclear-power-plant
https://www.sciencedirect.com/science/article/pii/S0306454920303844#b0090


digital systems, the operation and maintenance of NPPs involves managing issues, including the 

lack of needed analog spare parts, increasing maintenance costs, and the loss of vendor support. 

Compared with existing analog I&C systems, digital I&C systems have significant functional 

advantages, such as reliable system performance in terms of accuracy and computational 

capability, high data-handling and storage capabilities to fully measure and display operating 

conditions, and improved capabilities (Chu et al., 2010). Therefore, in the last few years, the United 

States (U.S.) nuclear power industry initiates replacement of existing aging analog systems with 

digital I&C technology and develops new designs for advanced plants using digital I&C systems 

in integrated control rooms to provide modern control and protection. 

 

In 1997, the National Research Council listed several challenges to successfully implement these 

new digital I&C systems into existing NPPs (National Research Council, 1997). Considering that 

the application of new digital technology also introduces new potential software-based hazards in 

critical safety and control functions, underlying technical infrastructure and regulatory frameworks 

require some changes because much of the experience from analog technology may not be suitable 

for the applications of digital I&C. Some technical problems have been identified from the 

applications of digital I&C in NPPs, such as common-cause failure (CCF) in software, commercial 

dedication of hardware and software, and the possible lack of on-site plant experience with the 

new technology and systems (U. NRC, 2018, Thomas and Scarola, 2018, IAEA, 2016) . 

Meanwhile, the licensing process for regulatory review and approval for digital I&C systems and 

modifications to existing systems is difficult, time-consuming, and largely customized for different 

designs because the industry and regulators have less experience with this new technology. The 

process is further hampered by a lack of consensus on issues underlying the evaluation and 

adoption of digital I&C technology. To be consistent with defense-in-depth (DiD) principles (U.S. 

NRC, 1994), some independent and redundant safety systems are designed to initiate automatic 

actions to prevent and mitigate accident conditions if non-safety systems fail to maintain the plant 

within normal operating conditions. Therefore, these I&C safety systems, such as engineered 

safety features (ESF) systems, are of a particular concern in U.S. Nuclear Regulatory Commission 

(NRC) licensing procedures. 
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For these reasons, the nuclear industry and academics have concentrated considerable efforts on 

addressing the technical and regulatory aspects of issues in digital deployment and upgrades, 

especially digital-based CCFs. CCFs have the potential to generate an unanalyzed event or 

sequence that may not be bounded by previous plant-accident analyses and, thus, to challenge plant 

safety (Thomas and Scarola, 2018). A general conclusion from probabilistic risk assessments 

(PRAs) of commercial NPPs is that CCFs are significant contributors to the unavailability of safety 

systems (Wierman et al., 2007). Existing analyses on CCFs in I&C systems mainly focus on 

hardware failures. With the application of and upgrades to new digital I&C systems, software 

CCFs due to design defects in software, environmental hazards, and human errors have become a 

potential threat to plant safety because a major part of redundancy designs use similar digital 

platforms or software in the operating and application systems. 

 

To deal with these challenges, the NRC has begun an update to its regulatory infrastructure and 

processes, starting in the late 1990s. NUREG/CR-6303 was published by the NRC in December 

1994 as “Method for Performing Diversity and Defense-in-Depth Analyses of Reactor Protection 

Systems.” In it, a method was described to identify design vulnerabilities to common-mode failure 

for computer-based nuclear-reactor protection systems (U.S. NRC, 1994). In October 1995, the 

NRC called attention to top-level system aspect requirements of digital I&C applications in NPPs, 

which were addressed in the general design criteria in Title 10 of the Code of Federal Regulations 

(CFR) 50, Appendix A (U.S. NRC, 1995c). NUREG/CR-6734 Vols.1 and 2, published in 2001, 

provided guidance for reviewing high-integrity software requirements documents in NPPs, which 

contained a set of 45 failures that illustrate the need for and importance of specific requirements-

review guidelines (U.S. NRC, 2001a, U.S. NRC, 2001b) . NUREG/CR-7007, published in 2008 

as “Diversity Strategies for Nuclear Power Plant Instrumentation and Control Systems,” provided 

guidance to determine how much diversity in a safety system is needed to mitigate the 

consequences of potential CCFs identified in the evaluation of safety-system design features (U.S. 

NRC, 2008b). NUREG/CR-6819, published in 2008, reviewed the CCF data of 

emergency diesel generators (U.S. NRC, 2008c), motor-operated valves (U.S. NRC, 2008d), 

pumps (U.S. NRC, 2008g), and circuit breakers (U.S. NRC, 2008e) to gain further understanding 

of why CCF events occur and what measures may be taken to prevent, or at least mitigate the effect 

of CCF events. Next, some general observations on the consistencies and inconsistencies in how 
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DiD has been defined and used were included in NUREG/KM-0009, “Historical Review and 

Observations of Defense-in-Depth.” (U.S. NRC, 2016b) In 2016, the NRC revised the Standard 

Review Plan (SRP) to fully adapt it and the associated regulatory guides to digital I&C systems 

(U.S. NRC, 2016c). Chapter 7 of the SRP provided guidance for the review of the I&C portions 

of (1) applications for nuclear reactor licenses or permits and (2) amendments to existing licenses. 

Diversity and DiD analyses are proposed and performed using deterministic approaches while the 

NRC PRA policy statement encourages the use of risk information in all regulatory activities 

supported by the state of the art and data (U.S. NRC, 1995b). Activities to develop digital system 

models have been in process for some time; however, no approaches have been generally accepted 

for digital system modeling in current NPP PRA efforts. Furthermore, deterministic guidance 

available in Chapter 7 of the SRP does not consider digital-system reliability quantitatively as part 

of determining the acceptability of a digital system for safety applications (Arndt and Kuritzky, 

2010). Currently, NRC continues to perform research that supports the development of licensing 

criteria to evaluate new digital I&C systems. According to guiding principles in SECY-18-0090 

(U.S. NRC, 2018), published in 2018, a DiD analysis for reactor-trip systems and engineered safety 

features should be performed to demonstrate that vulnerabilities to a CCF have been identified and 

adequately addressed, either by a design-basis deterministic approach or best-estimate approach. 

Recently in January 2019, the NRC staff developed the Integrated Action Plan (IAP) (U.S. NRC, 

2019), and it updates the plan as a living document. One of the goals of the IAP is to assist the 

NRC staff in performing regulatory reviews and I&C-system inspections in more-efficient, 

effective, consistent, and risk-informed ways. In addition, industry is seeking a more risk-

informed, consequence-based regulatory infrastructure that removes uncertainty in requirements 

and enables technical consistency (U.S. NRC, 2019). 

 

Therefore, a need clearly exists to develop a risk assessment strategy to support quantitative DiD 

analyses for assuring the long-term safety and reliability of vital digital systems and reducing 

uncertainties in costs, time, and support integration of digital systems in the plant. Many efforts 

from regulatory, industrial, and academic communities have been made for risk analysis of digital 

I&C systems, but there is no consensus method for the software reliability modeling of digital 

systems in an NPP. NUREG/GR-0020, published in 2000, reviewed existing methods for the 

analysis of hardware and software CCFs, and their applicability to digital embedded systems. It 
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was found that there is tight integration of the hardware and software components when embedded 

digital systems are in actual operation, the effects of hardware and software malfunctions must be 

analyzed in a unified manner. Some evaluations have been implemented by different researchers 

for the approaches to model digital protection systems in a PSA for an NPP, results showed that 

the introduction of software causes difficulties in a traditional PRA since probabilistic data are 

scarce and there is no commonly accepted method for assessing reliability data for software, 

models often depend on expert judgement (Chu et al., 2010, Gustafsson, 2012, Backstrom et al., 

2015) . NUREG/CR-6962 (U.S. NRC, 2008f) reviewed traditional PRA methods for digital 

systems, this work indicates that these traditional methods based on event tree/fault tree and 

Markov modeling are useful for the PRA of digital I&C systems but still have limitations in the 

state-of-the-art for modeling digital systems, where additional research and development are 

needed. NUREG/CR-6942 (U.S. NRC, 2006) demonstrated how an existing NPP PRA could 

incorporate a digital upgrade of the instrumentation and control system by considering dynamic 

reliability modeling. NUREG/CR-6985 (U.S. NRC, 2008a), published in 2008, implemented two 

dynamic methodologies, dynamic flowgraph methodology (DFM) and the Markov/Cell-to-cell 

mapping technique (CCMT), are on the benchmark digital feedwater control system. Zio (Zio and 

Maio, 2009) developed a method for processing accident scenarios generated in a dynamic 

reliability analysis of a NPP with digital I&C, which takes into account both the system states 

reached at the end of the scenarios but also the timing and magnitude of the occurred failure events, 

and the characteristics of the process evolution. Ma (Ma et al., 2017) evaluated the dynamic 

reliability performance of digital reactor protection systems using the Colored Petri Net (CPN) 

considering the module repair time and CCFs, and fault tolerance techniques and fault coverage 

are introduced to calculate the different failure rates. In 2018, A platform based on the Claim-

Argument-Evidence (CAE) was designed by Guo and Zou (Guo et al., 2018) for the demonstration 

of the software reliability and the identification of the vulnerability elements which influenced the 

reliability of DI&C system software life cycle. These researches indicate timing 

and interdependency of digital-based failures pose new challenges for the risk assessment of 

digital I&C systems. Besides, to identify the root causes of software failures and estimate the 

failure probabilities of NPP software, Bayesian networks have been applied for incorporating 

software failures into an NPP PRA model (Gran and Helminen, 2001, Pollino and Hart, 

2008, Kang et al., 2018, Lee et al., 2018). 
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In 2019, Idaho National Laboratory (INL) initiated a project under the Risk-Informed Systems 

Analysis (RISA) Pathway of the U.S. Department of Energy’s (DOE’s) Light Water 

Reactor Sustainability (LWRS) program to develop a risk-assessment strategy for delivering a 

strong technical basis to support effective, licensable, and secure digital I&C technologies for 

digital upgrades/designs (Bao et al., 2019). An integrated risk-assessment for digital I&C (RADIC) 

process was proposed for this strategy, which aims to identify key digital-induced failures, 

implement reliability analyses on related digital safety I&C systems, and evaluate the unanalyzed 

sequences introduced by these failures (particularly software CCFs) at the plant level. According 

to the guidelines and requirements of the RADIC process, a redundancy-guided systems-theoretic 

approach was developed for hazard analysis that aims to help system designers and engineers 

address digital-based CCFs and qualitatively analyze their effects on digital-system vulnerability. 

It also provides a technical basis for implementing future reliability and consequence analyses of 

unanalyzed sequences and optimizing the use of DiD analyses in a cost-effective way. This 

approach was developed and previously applied for the hazard analysis of digital reactor-trip 

systems (Shorthill et al., 2020, Shorthill et al., 2019). 

 

Section 2 introduces concepts relevant to CCFs and reviews technical approaches for hazard 

analysis of NPPs, and Section 3 describes the proposed approach for redundancy-guided systems-

theoretic hazard analysis (RESHA). The application of the RESHA approach on an advanced 

digital ESFAS with complex, redundant, and diverse designs is illustrated in Section 4. Section 

5 summarizes the main findings, conclusions, and future works. 

2. Technical background 

2.1. Characteristics of common cause failures in digital systems 

Considering the importance of CCF’s effect on the safety of digital systems, the types and failure 

sources are discussed in this section by leveraging concepts and definitions from previous efforts. 

In this report, CCFs in digital systems refer to the failure of any two or more modules, units, or 

divisions due to a single failure source. In an Electric Power Research Institute (EPRI) report 

“Methods for Assuring Safety and Dependability when Applying Digital Instrumentation and 

Control Systems,” (EPRI, 2016) two fundamental controller architectures were presented to 
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distinguish how a shared source can lead to a CCF of multiple digital systems, structures, and 

components (SSCs). For Type I design, each controller can influence or control multiple SSCs. 

For Type II design, each controller can only influence or control one SSC, but two or more 

controllers can be affected by one shared resource. 

 

For these two types of designs and depending on the location of the failure source, there are three 

different potential types of CCFs, as shown in Fig. 1 (derived from the materials in (EPRI, 2016). 

In Type 1 CCFs, two SSCs share one controller in which the failure source exists. The failure of 

this SSC leads to the malfunctions of both SSC 1 and SSC 2. In Type 2 CCFs, two SSCs are also 

affected by one controller, and the failure source locates in an external resource of this controller 

that results in the failure of the controller and two SSCs. In Type 3 CCFs, each SSC is influenced 

by one controller, and two controllers share one resource where the failure source exists. In Type 

4 CCFs, two controllers have a common or similar design inside the SSC where the failure source 

may locate. It should be noted that the difference between the Type 1 and Type 2 (or between Type 

3 and Type 4) CCF is the location of the failure source—whether it is an internal defect or external 

disturbance. According to the previous efforts described in (Thomas and Scarola, 2018) and (EPRI, 

2016), several potential sources exist that may lead to the occurrence of a CCF: 

• (1) Random hardware failure. Multiple control functions through these components can be 

adversely affected. A Type 1 CCF can be initiated by a random hardware failure (e.g., the 

malfunction of a digital controller or a digital data-communication interface). Type 2 and 

Type 3 CCFs can also be triggered by a random hardware failure, such as a power supply, 

network, or workstation, etc. 

• (2) Design defect. In digital systems, a design defect or latent fault can be activated by a 

trigger and generate a failure (e.g., loss of function) or misbehavior (e.g., spurious 

actuation). An EPRI report (EPRI, 2016) explained that, “A design defect refers to an error 

in the digital equipment design that is introduced at any phase of the development life cycle 

(from conceptual design through implementation) and remains hidden in the system.” 

Activating triggers can occur through a hardware random failure (e.g., the capability of 

hardware device is exceeded due to degradation), a software defect (e.g., unanticipated or 

untested conditions ignored in the design requirements), a rapid change of operating 

environment, or an operator error. Both Type 1 and Type 4 CCFs may be induced by design 

https://www.sciencedirect.com/science/article/pii/S0306454920303844#f0005
https://www.sciencedirect.com/science/article/pii/S0306454920303844#b0030
https://www.sciencedirect.com/topics/engineering/external-disturbance
https://www.sciencedirect.com/topics/engineering/external-disturbance
https://www.sciencedirect.com/science/article/pii/S0306454920303844#b0115
https://www.sciencedirect.com/science/article/pii/S0306454920303844#b0030
https://www.sciencedirect.com/science/article/pii/S0306454920303844#b0030
https://www.sciencedirect.com/topics/engineering/random-hardware-failure
https://www.sciencedirect.com/topics/engineering/digital-controller
https://www.sciencedirect.com/science/article/pii/S0306454920303844#b0030


defects; for a Type 4 CCF, the shared resource may be similar software or digital platforms 

for a same function. 

• (3) Environmental hazards. An environmental change due to high temperature or high 

pressure, a seismic event, or a flooding event, may affect the performance of digital SSCs 

and cause a CCF in Type 2 and Type 3. 

• (4) Human errors. During operation, testing or maintenance, human errors have the 

potential to activate Type 2 and Type 3 CCFs. 

 
Fig. 1. Four types of CCFs of digital SSCs caused by different locations of failure sources 

and controller designs. 

 

In summary, an internal defect or hazardous state must be activated by an external activating 

condition (i.e., trigger) to become a failure. Especially for a CCF, a combination of internal latent 
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fault and external trigger must exist and be encountered separately and concurrently for the 

malfunction of several digital SSCs. Therefore, internal diversity has the potential to eliminate a 

common internal latent fault, thereby preventing a CCF. However, a balance should be reached 

between the cost of introducing diversity and the risk induced by a CCF. 

 

The core of identifying digital-based CCFs is to identify all potential digital-based failures and 

evaluate whether some of them share same root causes and affect multiple digital 

units/modules/channels/functions concurrently. CCF events included in plant logic models 

represent those intercomponent dependencies which are potentially significant, but whose 

mechanisms are not explicitly represented in the logic model (event trees and fault trees) of the 

plant. In 1992, IAEA proposed a procedural framework for CCF analysis, which consists of four 

stages (IAEA, 1992). Stage 1 “system logic model development” is a prerequisite of CCF analysis 

that focuses on identifying all potential failures of the target system. Stage 2 “identification of 

common cause component groups” aims to identify the groups of system components to be 

included in CCF analysis, prioritize these groups so that time and resources can be best allocated 

during CCF analysis, and provide engineering arguments for Stage 3 and 4. Stage 3 “common 

cause modeling and data analysis” selects the CCF models for quantifying their contributions while 

Stage 4 “system quantification and interpretation of results” synthesizes the key output of Stage 3 

and quantifies system failure probability. In the RADIC process (Bao et al., 2019), the qualitative 

analysis in Stage 1 and 2 is included in the proposed approach for hazard analysis, while 

the quantitative analysis in Stage 3 and 4 is classified as reliability analysis that will be performed 

in near future. 

2.2. Technical approaches for hazard analysis 

For a digital-based I&C system, the failure of the I&C function results from either a hardware or 

a software failure, as shown in Fig. 2. There are two types of digital systems in an NPP: non-safety 

systems, such as the feedwater control system, and safety systems, such as the ESFAS. Traditional 

failure-mode effect analysis (FMEA) or fault-tree analysis (FTA) has been widely applied to 

identify the hardware failure modes. However, the interactions between the digital systems and the 

rest of the plants, and the interactions between the internal components of one digital system and 

other digital systems often result in new systematic failure modes that are difficult to discover 
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using FMEA or FTA (Arndt and Kuritzky, 2010). A major concern in the licensing of new digital 

designs is the uncertainty and potential risk resulting from CCFs in I&C software, particularly in 

digital safety systems, which have multilayer redundant divisions, units, and modules compared 

to non-safety systems. NRC staff reviews of failure modes provided in (U.S. NRC) have observed, 

“FMEA does not address CCF when a CCF is rooted in some systemic cause such as an 

engineering deficiency, it is pervasive (i.e., its effects cannot be pinpointed or isolated, but could 

occur at many hard-to-find places).” 

 
Fig. 2. Fault-tree modeling for digital I&C failures. 

 

Several factors lead to many successful methods for analyzing failure modes in traditional analog 

systems not applicable to identifying the software hazards in digital systems. First, software does 

not fail randomly, as does hardware. Software can be designed and programmed without any 

physical support needed. Generally, software failures are systematic; however, a software fault can 

be activated into a software failure by a random hardware failure. Besides, the failure modes of 

digital systems are different from analog ones. Because redundant designs in digital systems use 

identical software or digital platforms, redundant designs are not effective. They can fail due to 

the same design defects or changes in the operational environment. In fact, most of the serious 
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accidents caused by software issues have involved defects in the requirements, not in the 

implementation process of these requirements (Leveson, 2004). Software performs correctly in the 

sense that it successfully conducts its requirements, but the requirements themselves may be unsafe 

due to their incompleteness. Besides, the undocumented assumptions made during the original 

development of software may be inappropriate for the unexpected new conditions in the operating 

environment. Considering that software failure may be triggered by a random hardware failure, 

the requirements for hardware reliability should also be reconsidered and be more rigorous than 

the ones in analog systems. 

 

Therefore, in this proposed RESHA approach, a relatively new hazard-analysis method, systems-

theoretic process analysis (STPA), is applied to identify the software failures for digital I&C 

systems. In 2012, STPA was applied to evaluate the safety of a digital main steam-isolation valve 

in an evolutionary power reactor (EPR) (Thomas et al., 2012). STPA describes how undesired 

outcomes (e.g., losses) can result from inadequate enforcement of constraints (e.g., controls) on 

the design, development, and operation of systems to achieve desired objectives. After the 

identification of software failures, especially software CCFs, another method called hazard and 

consequence analysis for digital systems (HAZCADS) is applied to construct an integrated FT by 

adding applicable software failures as basic events into the existing hardware FT. HAZCADS is a 

recent advancement in hazard analysis by combining FTA and STPA, which is developed jointly 

by EPRI and Sandia National Laboratories (Williams et al., 2018). 

 

Both STPA and HAZCADS are general guidelines for the identification of software failures and 

the construction of an integrated FT. Both have been applied for safety and security analysis; 

however, they do not provide details to deal with the complexity of redundant design in the 

application process, which is greatly applied in digital safety systems such as ESFAS. To deal with 

the complexity problem of redundancy and identify software CCFs effectively, STPA is reframed 

in a redundancy-guided way, which is represented in (1) framing the complexity of redundancy 

problem in a detailed representation, (2) clarifying the redundancy level using FTA before 

applying STPA, (3) building a redundancy-guided multilayer control structure, and (4) locating 

software CCFs for different levels of redundancy. 
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3. An approach for Redundancy-Guided System-Theoretic hazard analysis 

To deal with the complexity problem of redundancy and identify software CCFs effectively, the 

system-theoretic hazard analysis is proposed to integrate and reframe STPA process in a 

redundancy-guided way as a seven-step process, the key outcomes of which are an integrated FT, 

including software failures and hardware failures, identified CCFs, and the minimal cut sets to 

discover the single points of failure (SPOFs) leading to the loss of function of the entire digital 

system. SPOF refers to a situation in which a single part of a system fails, and the entire system 

loses function as a result. The proposed RESHA approach is illustrated in Fig. 3. The steps of the 

RESHA approach are briefly described in this paper, and more details can be found in (Shorthill 

et al., 2019). 

 

Step 1: Create a detailed hardware representation of the digital system of interest. 

 

 
Fig. 3. Workflow of the proposed RESHA approach. 

In this step, detailed information on the structure and functions of the digital system of interest 

should be collected, gathered, and classified. Normally, a digital I&C system has a three-level 

hierarchical architecture (Jockenhovel-Barttfeld et al., 2018): (1) divisions that process the signal 

path from sensor to actuator level (e.g., the four-division design in APR-1400 ESFAS), (2) units 

that perform a specific task by using several modules (e.g., an acquisition and processing unit or a 

voter unit), and (3) modules that realize a specific part of the function processing (e.g., input/output 
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modules, processors). The representation should contain information on hardware structure and be 

created to a detailed level that captures sufficient design information affecting system function and 

reliability. In this work, most efforts on hazard identification and reliability modeling reach to the 

level of modules, which is the smallest hardware component to implement a specific part of the 

entire function processing independently. Besides, based on the requirements and purposes of the 

risk-analysis phase, practical assumptions and reasonable simplifications of the hardware 

representation should be stated and explained in this step. The representation figure should clearly 

display the information flow between different divisions, units, and modules. For the analysis on 

digital systems with redundancy designs, the complexity of redundancy should be illustrated in the 

hardware representation. It builds the basis for the construction of hardware FTs and redundancy-

guided multilayer control structure. 

 

Step 2: Develop an FT of hardware failures for a top event of interest of the digital system. 

Based on the hardware representation created in Step 1, a FT is developed in this step to include 

hardware failures to the detailed level required for representing the loss of functions. For analysis 

of a digital system with redundancy designs, the structure of a hardware FT should follow the 

levels of redundancy from the division to the unit and to module level. This kind of redundancy-

guided structure makes it convenient to add in a software failure identified in the next step. The 

probability quantification of each basic event is not required in this step and will be performed in 

the integrated reliability analysis. 

 

Step 3: Determine Unsafe Control Actions (UCAs) based on a redundancy-guided application of 

STPA. 

In this step, part of the STPA process is applied to identify the UCAs as potential software failures. 

First, based on the requirements and purposes specified in Step 1, key losses and system-level 

hazards are identified. In STPA, a loss impacts something of value to stakeholders or the public 

(e.g., a loss of human life or a human injury, property damage, environmental pollution, or any 

other loss that is unacceptable). (Jockenhovel-Barttfeld et al., 2018) A hazard is defined as, “a 

system state or state or setoff conditions that, together with a particular set of worst-case 

environmental conditions, will lead to a loss.” (Leveson and Thomas, 2018) The identification of 

hazards is tightly connected to the function and operating requirements of the system of interest. 
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Second, according to the redundancy information in the hardware FT, a redundancy-guided 

multilayer control structure is modeled. A control structure is defined as, “a system model 

composed of feedback control loops,” (Leveson and Thomas, 2018) which illustrates the 

interactions between controllers and a controlled process, including sensors and actuators. A 

generic control loop is shown in Fig. 4. Generally, controllers provide control actions to conduct 

certain processes. A controller includes control algorithms representing a controller’s decision-

making process while a process models that represents the controller’s internal criteria used for its 

decision-making. The actions provided by a controller can be influenced by the controller’s 

process models, control algorithms, and feedbacks. 

 

 
 

Fig. 4. A generic control structure in the STPA application. 

In a digital system, all information exchanges—including the decision-making process of the 

controllers, control and implementation of control actions, performance of controlled process, and 

feedbacks from controlled process—have a potential to fail the function of the digital system when 

it is needed or send spurious signals that are not needed. These systematic failures could be 

initiated by the UCAs, as a result of an unrealistic process model, an inappropriate control 

algorithm, an incorrect feedback, or outside information. Therefore, the potential software failures 

can be understood and analyzed by identifying these UCAs. To deal with the complexity problem 

of redundancy and to identify software CCFs effectively, control structure is built in a redundancy-

guided way. The redundancy-guided multilayer-control structure zooms in on systematic 

information exchanges on each redundancy level because CCFs are tightly connected with 
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redundancy designs. Each control-structure layer is created with numbered control actions and 

feedback signals until a final, redundancy-guided, multilayer control structure is created for the 

complete system of interest, as shown in Fig. 5. 

 

 
Fig. 5. Illustration of a multilayer control structure. 

Third, the UCAs are identified according to the multilayer control structure and specified hazards. 

A UCA is defined as, “a control action that, in a particular context and worst-case environment, 

will lead to a hazard.” (Leveson and Thomas, 2018) There are four types of UCAs in an STPA: 

• (1) Control action is not provided when it is needed. 

• (2) Control action is provided when it is not needed. 

• (3) Control action is provided when it is needed, but too early, too late, or in a wrong order. 
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• (4) Control action lasts too long or stops too soon (only applicable to continuous control 

actions). 

•  

The specification of the context for UCAs is important, usually words like “when,” “while,” or 

“during” are used to define the context. The UCA context should represent an actual or true 

condition that would make the control action unsafe, not a controller process model that may or 

may not be true. 

 

Step 4: Construct an integrated FT by adding applicable UCAs as basic events. 

In this step, applicable UCAs are selected and added into the hardware FT as the software failures. 

For a specific top event in the FT, some UCAs may be inapplicable. For example, if the top event 

of hardware FT is “ESFAS fails to actuate ESF components,” Type 2 and 4 of UCAs are 

inapplicable since the control action of “sending actuation command” is needed, and not a 

continuous action. If the top event is “Unexpected actuations by ESFAS,” only Type 2 is 

applicable. Considering the hardware FT and redundancy-guided multilayer control structure are 

tightly connected and consistent with each other, these applicable UCAs (software failures) can be 

incorporated into the hardware FT in parallel with the respective hardware failures. 

 

Step 5: Identify software CCFs from duplicate UCAs for redundant designs within the integrated 

FT. 

After integrating UCAs into the hardware FT, the same types of UCAs, located in the same 

redundancy level, can be separated into independent failures and CCFs. Additionally, software 

CCFs can be classified into different types depending on the redundancy levels: (1) software CCFs 

occurring in all divisions, (2) software CCFs occurring in all of the units in one division, and (3) 

software occurring in all of the modules in one unit. The classification of software CCFs depends 

on the software diversity of the digital system. As one of the guidelines for the DiD analysis, 

software diversity should be considered. Software diversity is defined as, “the use of different 

programs designed and implemented by different development groups with different key personnel 

to accomplish the same safety goals-for example, using two separately designed programs to 

compute when a reactor should be tripped.” (U.S. NRC , 1994) Therefore, before the identification 
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of software CCFs, the level of software diversity should be one of the key assumptions to guide 

the classification of software CCFs. 

 

Step 6: Determine the minimal cut sets to discover the potential SPOFs. 

As the main outcome of the systematic-theoretic hazard analysis, the minimal cut sets of the 

integrated FT should be calculated and evaluated to determine how many potential SPOFs have 

been added by considering the software failures. If the digital system has a low level of software 

diversity, the software CCF types occurring in all divisions could lead directly to the top event 

(e.g., the loss of function of the entire digital system), regardless of the contributions from other 

safety designs. As a part of risk analysis, hazard analysis directly provides evidence to evaluate 

the question, “Does the individual digital failure lead to the loss of function of the digital system?” 

If the individual digital failure is one of the SPOFs, a redesign request will be made for system 

designers and engineers based on the risk evaluation results. 

 

Step 7: Identify and provide guidance to eliminate latent faults or triggers of CCFs. 

A dormant fault does not affect safety before a triggering condition or event activates it to a failure. 

Triggers include plant transients, initiating events, external conditions, interactions among 

systems, human interactions, and internal states. Two main software faults identified by the NRC 

and EPRI were inconsistent with the system-requirements specification (U.S. NRC, 2005), as well 

as the faults introduced during the detailed logic-design phases of software development because 

the interactions between some process logic inhibits and the test logic was not recognized by the 

designers or verifiers (U.S. NRC, 1995a). The NRC proposed two design attributes to eliminate 

CCFs: diversity and 100% testability (U.S. NRC, 2016a). Diversity is applied to mitigate the 

potential for common faults and ensure safety using different or dissimilar means in technology, 

function, and implementation. With respect to 100% testability, the NRC stated, “If a portion or 

component of a system can be fully tested, then it can be considered not to have a potential for 

software-based CCF. Fully tested or 100% testing means that every possible combination of inputs 

and every possible sequence of device states are tested, and that all outputs are verified for every 

case” (U.S. NRC, 2016a). However, both design strategies have limitations. Diversity normally 

leads to higher costs, while potential CCF vulnerabilities will be more complicated and difficult to 
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identify as system complexity increases. Applying 100% testing may reveal the presence of a fault, 

but not its absence, which means 100% testing does not fully eliminate software CCF concerns. 

Therefore, this step focuses on identifying and providing guidance to eliminate the potential latent 

faults or triggers of CCFs and other independent failures based on the redundancy-guided STPA 

application in previous steps. The faults and triggers for hardware CCFs or independent failures 

can be identified straightforwardly. For software CCFs and independent failures, once the 

respective UCAs are obtained, their causal factors or latent faults can be place into one of two 

categories: (1) unsafe controller behaviors (i.e., operator errors, power failure of digital controllers, 

or a pressurizer setpoint that is not correctly programmed in bistable processors) or (2) inadequate 

feedback or outside information (i.e., wrong or absent signals from pressurizer to ESFAS). The 

triggers for software failures are defined as the contexts of the identified UCAs. The identification 

of causal factors should be interpreted by expert teams in system and software engineering, human 

reliability analyses, etc., and would be helpful to provide guidance for risk reduction and redesign 

of the digital systems. 

4. Application on digital engineered safety features actuation system 

In this section, the proposed RESHA approach was applied in the hazard analysis of a four-division 

digital ESFAS, which was modeled based on the a digital ESFAS design for an advanced 

pressurized water reactor (APR1400, 2018). 

 

Step 1: Create a detailed hardware representation of the digital system of interest. 

This four-division digital ESFAS includes the portion of plant-protection system (PPS) that 

activates the engineered safety features and their component-control system (CCS). The safety 

instrumentation and controls of the ESF systems consist of the electrical and mechanical devices 

and circuitry from sensors to actuation-device input terminals that are involved in generating 

signals that actuate the required ESF systems. The ESFAS portion of the PPS includes the 

following functions: bistable logic, local coincidence logic (LCL), ESFAS initiation, and testing 

function. After receiving ESFAS initiation signals from PPS, or main control room (MCR) 

operator console, or remote shutdown room (RSR) shutdown console, ESF-CCS generates ESF 

actuation signals to ESF component interface modules (CIMs) which transmit signals to the final 
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actuated device. ESF-CIMs also receive actuation signals from the diverse protection system 

(DPS). 

 

In each division, the ESFAS portion of PPS consists of four divisions. Each PPS division is located 

in an I&C equipment room and contains both an input and an output module, two bistable 

processors (BPs), two racks for the function of LCL, and other hardware for the interface with 

other PPS divisions, as shown in Fig. 6. The redundant BPs could generate ESF actuation signals 

to the LCL processors in the four redundant divisions if the process values exceed their 

respective setpoints. Each LCL rack contains two logic processors (LPs); the initiation signals are 

provided to the ESF-CCS. The ESF-CCS consists of four divisions of group-controller (GC) and 

loop-controller (LC) cabinets. Each GC supports component control and provides ESF actuation 

signals to the LC. Each LC has component control logic and multiplexing function. Each ESF-

CCS GC performs selective 2-out-of-4 coincidence logic, the output of the selective 2-out-of-4 

logic is transmitted to the component control logic in the LC. The logic produces digital output 

(DO) signals to control the component through the component interface module (CIM), which 

performs signal prioritization (Gran and Helminen, 2001). 

 

Step 2: Develop a FT of hardware failures for a top event of interest of the digital system. 
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Fig. 6. ESFAS functional logic. 

The top event for the FT was set as “ESFAS fails to actuate ESF systems.” For different event 

trees, different relevant top events can be identified for ESFAS; for example, the top event of 

ESFAS could also be “ESFAS sends spurious signals to actuate ESF systems” when the actuation 

command is not actually needed. For hardware failures of ESFAS components, units, and modules, 

a hardware-based FT can be built. In this work, the PRA tool SAPHIRE (U.S. NRC, 2011) is used 

to construct the FT. Part of the hardware-based FT is shown in Fig. 7. The top event for this portion 

of the FT is “LP-A1 fails to send actuation signals to GC-A1,” where two conditions should be 

considered if software failures are not included: LP-A1 hardware failure or LP-A1 does not receive 

any signals from BPs. 
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Fig. 7. Portion of ESFAS FT showing hardware-type failures only (LP-A1 fails to send actuation 

signals to GC-A1). The values of failure probabilities are not been assigned in this work. 

For LP-A1 hardware failure, four basic events are included: (a) LP-A1 hardware random failure, 

(b) a hardware CCF of all LPs in Rack II of division A, (c) hardware CCF of all LPs in Division 

A, and (d) hardware CCF of all LPs in all divisions. It is assumed that all basic units or modules 

that have identical function are identical. Both hardware and software diversity are ignored to 
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simplify the process for CCF identification. It should be noted that, for a plant-specific hazard 

analysis, diversity of the target digital safety system should be considered. Therefore, here three 

different CCFs are identified according to different levels of redundancy: division, unit, and 

module. In the following steps, the identification of software CCFs are also guided by the category 

of redundancy levels. 

 

Step 3: Determine UCAs based on a redundancy-guided application of STPA. 

The first task is to build tables for losses that will be prevented and hazards which may lead to 

those losses. The major losses could be identified as human injury or loss of life, environmental 

contamination, equipment damage, and damage to public perception while hazards could be core 

damage, release of radioactive materials, etc. Next, a redundancy-guided multilayer control 

structure is created for ESFAS, based on its functional logic and hardware structure, as shown 

in Fig. 8. Fig. 8 illustrates the different levels of redundancy in a digital ESFAS, shown in Fig. 6. 

The top-level layer of redundancy is the four independent divisions to actuate ESF components 

(i.e., the division-level redundancy). The functioning of each ESF component is affected by a 

specific division. Signals from plant sensors are sent to all divisions to compare with the 

engineered set points. In each division, signals are received and sent by several independent LCL 

racks, where decisions are made as to whether to actuate ESF components. This is the second layer 

of redundancy: unit-level redundancy. Then, in each LCL rack, actuation signals are transmitted 

in redundant LPs, which is considered as the third level of redundancy: module-level redundancy. 
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Fig. 8. Redundancy-guided multilayer control structure for a digital ESFAS. 

Based on the information contained in the multilayer control structure for ESFAS, there are 82 

total CAs identified: one CA from MCR, one CA from RSR, four CAs from DPS, and four groups 

of 19 CAs, one from each ESFAS division: A, B, C, and D. Based on these CAs and the categories 

of UCAs described in the STPA handbook, different UCAs can be defined. Table 1 lists the UCAs 

identified for LP-A1 software failures. 
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Step 4: Construct an integrated FT by adding applicable UCAs as basic events. 

 
 

In this step, applicable UCAs are selected and added into the hardware FT as software failures. 

For a specific top event in the FT, some UCAs may be inapplicable. Considering the top event for 

the portion of FT in Fig. 7 is “LP-A1 fails to send actuation signals to GC-A1,” UCA-15b and 

UCA-15d are not applicable because sending an actuation command is required and is not a 

continuous action. Only UCA-a and UCA-c were considered in this case. 

 

Step 5: Identify software CCFs from duplicate UCAs for redundant designs within the integrated 

FT. 

After integrating UCAs into the hardware FT, the same types of UCAs located in the same 

redundancy level can be separated into independent failures and CCFs. According to the 

assumption that all basic units or modules that have identical function are identical, and software 

diversity is ignored to simplify the process for CCF identification, three different software CCFs, 

based on UCA-15a or UCA-15c, are classified depending on the redundancy levels. UCA-15a 

provides an example: (1) all LPs in Rack II of Division A fail to provide an actuation command 

when it is needed, (2) all LPs in Division A fail to provide an actuation command when it is needed, 

and (3) all LPs in all divisions fail to provide an actuation command when it is needed, as shown 

in Fig. 9. 
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Step 6: Determine the minimal cut sets to discover the potential SPOFs. 

 
Fig. 9. Integrated FT for “LP-A1 fails to send actuation signals to GC-A1” with relevant software 

failures added. 

 

SAPHIRE was used to calculate the cut sets of the integrated FT and to determine the potential 

SPOFs that might be added by considering software failures. The cut sets are truncated based on 

order, rather than by probability, as listed in Table 2. The values of failure probabilities are not 

assigned in this work. For the fully integrated ESFAS FT model, there is only one first-order cut 

set that leads to the top event, which is “CIM hardware CCF.” CIMs only receive hardwired signals 

from ESF-CCS and transmit signals to the final actuated devices. This basic event is also the only 

one first-order cut set for the FT model with hardware failures only and for the FT model without 
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MCR/RSR operations. The latter is considered as a model for automatic actuation only. For the 

ESFAS FT model without diverse actuation systems (i.e., DPS and MCR/RSR), there are 13 first-

order cut sets identified, as shown in Table 3. Four of these basic events are hardware CCFs, and 

others are software CCFs identified using redundancy-guided STPA. It should be noted that both 

hardware and software diversity are ignored to simplify the process for CCF identification in this 

work. Results should be different for plant-specific analysis once diverse designs are considered. 

Compared to other cut sets, these identified ones could be potential key hazards that fail the whole 

digital ESFAS system if other diverse actuation systems are not in a good working condition. 

Step 7: Identify and provide guidance to eliminate latent faults or triggers of CCFs. 

 
Table 3. 1st-order cut set for the ESFAS FT model without diverse actuation systems (i.e., DPS 

and MCR/RSR). 
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This step focuses on providing guidance to eliminate potential triggering conditions or events that 

activate dormant faults to the CCFs that were identified in previous steps. As mentioned in Section 

4, for software CCFs or independent failures, all causal factors can be identified in two categories: 

(1) unsafe controller behaviors and (2) inadequate feedback or outside information. The triggers 

of software failures are defined as the contexts of the identified UCAs. The step takes the CCF of 

UCA–15a (#4. LP-UCA-A-CCF in Table 3) as an example to illustrate how to determine these 

causal factors. The identification of causal factors should cooperate with the expert teams in system 

and software engineering, human reliability analysis, etc. According to the contexts of the UCAs, 

different sub-causal factors can be defined for the two categories by using Bayesian networks. Fig. 
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10 displays a simple Bayesian network; more details should be added via collaborations with 

different expert teams. In this way, reliability analysis can be performed based on these Bayesian 

networks and reliability models for quantifying the probabilities of identified CCFs in future work. 

 
Fig. 10. A simple Bayesian network for the identification of causal factors of a CCF. 

5. Conclusions 

This paper applies a modularized approach to conduct redundancy-guided systems-theoretic 

hazard analysis for an advanced digital ESFAS with multilevel redundancy designs. Systematic 

methods and risk-informed tools are incorporated to address both hardware and software CCFs, 

which provide a guidance to eliminate the causal factors of potential single points of failure in the 

design of digital safety systems in advanced plant designs. The applied redundancy-guided 

systems-theoretic approach was developed for a hazard analysis that aims to help system designers 

and engineers address digital-based CCFs and qualitatively analyze their effects on digital system 

vulnerability. Failures with a high level of impact to system safety can thus be identified, especially 

software CCFs. Potential causal factors of CCFs can be identified in different categories and 

classified using Bayesian networks. The method also provides a technical basis for implementing 

https://www.sciencedirect.com/science/article/pii/S0306454920303844#f0050
https://www.sciencedirect.com/topics/engineering/common-cause-failure


cybersecurity, reliability, and consequence analysis on unanalyzed sequences and optimizing the 

use of DiD analysis in a cost-effective way. The application of RESHA requires users having 

sufficient knowledge about relevant methods (FTA, STPA) and target systems. The identification 

of causal factors needs collaborations with relevant expert teams such as system/software 

designers and engineers, human reliability analysts. Reliability analysis for estimating the failure 

probabilities of the digital-based CCFs, and consequance analysis for quantifying their impacts on 

key plant responses will be performed in near future. 
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