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Research Objective

Develop and demonstrate tools for a risk-informed physical security method by
Dynamic risk methods,
FLEX portable equipment
Physics-based modeling and simulation
Operator actions
Tie with existing PRA models
Thﬁ enhanced dynamic modeling capabilities will enable an optimized physical security posture
wit
Reduced uncertainties and conservatism
Increased realism in FoF models
Quantitative metrics that reflect risk-informed measures of effectiveness
Improved technical basis for plant physical security
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Evaluation Goal

Physical Evaluation
(Knowledge, Training
& Exercises)

Model and Simulation
Based Evaluation

s Designii

v - Targets

e
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Change Evaluation Steps (Example)

1. Potential Strategy Evaluation 2. Evaluate Base Case 3. Staff Reduction Eval
-1 Guard
FLEX
. Full Strategy 99%
80% Fail Case Full Strategy 99% < Defense in Depth 29%
Improvement Defense in Depth 78% ¥
NI
\ \ -2 Guards
Special Equipment \
Full Strategy 99%
239 Fail Case Defense in Depth 30%

Improvement

\ -3 Guards

F T Full Strategy 938%
Defense in Depth 65%
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Potential Strategy Evaluation

1. Use research results and expert judgement
to select strategy

2. Build model of Strategy using necessary
tools

3. Use DiD scenarios from base results for
varied data sets

4. Run simulations

5. Evaluate results for large increase in safety

margin

ldaho National Laboratory

Strategy Options

Flex
Equipment

ERE
Locs

ROWS

Fain

Defense in |::>
Depth

Scenarios

Model and Simulation

o

Defense Change FoF Simulation

/

</

FLEX Results

Defense in Depth 94%




Evaluate Base Case

s LW nh o~

o

Plant specific probable scenarios

Run Force-on-Force simulation for original
Save “Full Scenario” results

Remove “Best” guard for Defense-in-Depth
(DiD) evaluation

Run Force-on-Force simulation for DiD

Save DiD results

ldaho National Laboratory

®

Qriginal []Eéir;ﬁﬁ o
Scenarios SCEenaros

4

Y

Base Case
Results

Full Scenarios 99%
DiD Scenarios 8%
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Staff Reduction Evaluation ‘B

Validated

For Each Strategy Remove List
1. Determine least effective post for all
scenarios
 Use DiD scenarios
 Normalize results
Remove lease effective from scenarios
Run modified scenarios with defense
change models 7z

4. Compare results (< Base Case) é

For each post and
SCenario

Ll 1]
™
1. Find least effective post

Good
Resulis @
Defense in

Full Strategy 99% == 99% Drigin_al Depth
DiD 29% == 78% Scenarios SCenarios

N

w

2. Remove least effective post

* Yes — Stop

« No
a) Add removed post to list
b) Loop again for next post

4. Compare VS Base Case

When done validated remove list has post
that can be eliminated because of defense

strategy change. Defense Change FoF Simulation
\- /

<. Run
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2. Evaluate Base Case

J. Staff Reduction Eval

FLEX

20% Fail Case
Improvement

Special Equipment

23% Fail Case
Improvement

Full Strategy 99%
Defense in Depth 78%

-1 Guard

Full Strategy 99%
Defense in Depth 59%

-2 Guards

Full Strategy 99%
Defense in Depth 30%

-3 Guards

Full Strategy 98%
Defense in Depth 65%




Simulation Tools and Optimization Areas
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Tools Optimization Areas

« Scribe 3D * Human Performance Modeling
* Avert *  Modeling Limitations

«  Samajin - Equipment & design Evaluation
- EMRALD * Flex Equipment

- BRE Optimization

System Simulation

Force-on- Force YN 4

. SCRIBE3DQ
e Thermal-hydraulics

o M\\ !
: "sa | meareee

Plant response

e CAFTA PRA
o
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EMRALD
(Event Model Risk Assessment using II___ilrlked Diagrams)
- Dynamic probabilistic risk assessment (PRA) 1 T
model based on a three-phased discrete event || ()

-/
New States

-
~]
2 | New State |

Conditional [ — . Events L Time Events
Events Queue

simulation.

To begin, add initial start states to Current and New
States List.

While there are States in the New States list, For
each State :

- Add the Events to the Time Queue or
Conditional List.

- Execute any Immediate Actions

Current
Time

Execute Action

Move/Add State

Coupled Simulation

If any Conditional Events criteria is met.
- Execute that events action/s.
- (Go to Step 1)

Modify Variable

External Simulation /
Calculation

Current States
List

Jump to the next chronological event.
- Process that event’s actions.
- (Go to Step 1)

1 3
.\ @
g
@ |l
=
7]
[
Ll
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Why EMRALD

1. Combination of dynamic with traditional modeling techniques

2. Industry use focus for Ul vs. scientific research

CHARGING SYSTEM FAILURES

CvCDIs

CVC DISCHARGE VALYES FAIL CHARGING DISCHARGE CKV D13
FAILS TO OPEN

CvC-DIS-1 [CvC-CRy-CC-CvD1a 1.200E-05
I 1
CYC DISCHARGE MOV CCP-6801A CYC DISCHARGE MOV CCP-68016
FAILS OR AC POWER. FAILS OR AC POWER.
CVCDIS2 CVCDIs3
480 ¥AC BUS LABD FAULT TREE CYC DISCHARGE MOV CCP-8801A 480 YAC BUS 1BBD FALLT TREE CYC DISCHARGE MOV CCP-88016
[ACP-1AED [Ext| [CVC-MOV-CC-HvaB01A__ [1.000E-03 | [ACP-1BBD. [Ext] [CC-MOV-CC-HVBBO1E

COMMON CALISE FAILURE OF
DISCHARGE MOYs HYBB014(8

COMMON CALISE FAILURE OF
DISCHARGE MOYs HYBB01A(8

[CYC-MOY-CF-880LAE [CYC-MOY-CF-880LAE

=/ DcllpLeL S

<Models>
<ROM name='myHDMR' subType='HDMRRom'>
<Target>ans</Target>
<Features>x1, x2</Features>
<SobolOrder>2</SobolOrder>
<IndexSet>TotalDegree</IndexSet>
<PolynomialOrder>4</PolynomialOrder>
<Interpolation quad='Legendre' poly='Legendre’'
weight='1'>x1</Interpolation>
<Interpolation quad='ClenshawCurtis' poly='Jacobi'
weight='2'>x2</Interpolation>
< fmOMs

Tools

Qa5 B ALD

CCS TOP

%}

P

[ | |

C-PMP-B S-DGN-B C-CKV-B C-MOV-B S-DGN-B C-MOV-1 S-TNK-T1
</ </ v/ ~/ </ </ </

=] Stop_Systems
Py —> B Start_Systems
= Immediate Actions =) A 5
Immediate Actions
=@ Normal_Operations |«—, 8 Event Actions [ Goto_EC5_Sys_Active
=] i i ¥ | Goto_CC5_Sys_Active
Immediate Actions ‘ul TempStateExit _CC5_Sys |
% [Goto_StopSystems —1 g Event Actions
8 Event Actions ‘ﬂl TempStateExit

=] LOSP
LosP
UI— 5 Immediate Actions
» Goto_LOSP e

A
[ [coto_startsystems ~» 5 Small_Release
=] Event Actions = Immediate Actions
ECS_Failed ] Event Actions
S
P Goto_Small_Release ‘ul Had_Lg_Rel

L]

Mission_Time_Up -«

1» = Large_Release

o} CCS_and_ECS_Failed
B Immediate Actions » Goto_LargeRelease
=] Event Actions o 24H_Mission_Time
P Goto_Mission_Time_Up
o

MNo_Sm_Rel
» Goto_MNormal_Operations f—

= Immediate Actions
& |Goto_Terminate

Had_Sm_Rel
» Goto_Terminate —— 0 Terminate

= Immediate Actions

E Event Actions

El Event Actions
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Why EMRALD (cont.)

3. Couple existing physics tools with Dynamic PRA capabilities
4. Analyze time dependent conditions
5. Conditionally adjust failure rates

True
Jv Fallse
FailureRate = fix) FailureRate = fiy)
Fun Analysis

uuuuuuuu

. y 0.00E+00
' Ng .00 4.48E-01
I | 0.00E 0.
0.006400
0,00E+00
nnnnnnnn
3 0.00E+00 -
o -
G 1 3
NSE HE 3
. it PacE N4
o b T
R
%

® 04 P
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EMRALD Modeling

States
 Actions (transition, change variables, run script)
- Events -> Action (sampling, conditions, time, etc.)

State
Actions
Transition

Diagrams

¢ Components Change Variable
Fun Script

¢ SyStemS Events
Failure Rate Sampling

* Plant response Timer
State Change
Logic Tree
Evaluate Variable

Log ic Trees External Event ‘

Variables . .

External Links

E-PUMP-B Comp (Single State Group)

[*,1]1 E-PUNMP-B_Standby [1] E-PUMP-B_0On
Actions Actions
Events Events
Start_Systems Stop_Systems
Success E-FUMP-B_FR

Failure \

[0] E-PUNMP-B_Failed

Events

Stop_Systems
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Use Case Study 1 : Bathroom Breaks

What risk increase is there for an
attack scenario if guards are allowed
to take random and unobservable
Bathroom breaks from BREs without a
relief requirement?




EMRALD Model:

-

o G

Bathroom Break

ldaho National Laboratory

d

AttackCrt 560

——_ —— .
/ Disgram: BRE1 COx
= @ NormalOps = AttackPlan \ =  BRE1_Manned
= Immediate Actions = Immediate Actions - = BRE1_Alert S E—
- = Engagement = Immediate Actions =
= . InitBREL =) . . R | diate Acti
Event Actions Al Immediate Actions 5 mmediate Actions
3 I Event Actions
@ AttackFreq —m LEnEs 2 Event Actions = Event Actions
P> Goto_Attackpl .
oto_AttackPlan = Event Actions D AllGuardsReady —E o = NaturecCalls _E
@ PlanTime _E » Goto_Done __._\__’ = aDoie Goto_BRE1Break
»  Goto_Attack - NDtAIIGuardsRead\,!Iﬂ : B ommedfece fEtiEE .‘; InAttack —E
> Goto_AllNotReady P Goto BRE1&lert
Event Actions =
=] Attack
= Immediate Actions E AliNotReady =) BRE1_Break
L [Incattackont Immediate Actions X .
(=] 3 = Immediate Actions
= Event Actions [Goto_Done
. = i Fo---gisicg-as O---zo-ie----
R Aertrotng B = vt Aaihrs Event Actions 'S BRE1_Rush_Back g
»  Goto_Engagement e BreakDurrationl —E = Immediate Actions
» Goto BRE1Manned i i
e Event Actions &
: InAttack —E
85 EMRALD (C:AEMRALDModels\FoF\BathroomBreak.json); O X £ > Goto BREIRUShBack . RushBack1l _E
File = » Goto_BRE1Alert —
Model Simulate XMPP Messaging Log DF====—==soooes e e =]
Links to Bxemal Simulations Variables to Monitor R 1000000
AttackCrt
Max Sim Time : |365.00:00- [days hh:mm:ss.ms] Dont put 24 hours for 1 day.
Results : |ct\temp‘\NewS|mHesults.b\i ‘ Open
A
s B oA 1E6 simulations - 560 attacks - 39
KeyState Failure Crit Rate Failed kems
[T AiNctReady 39 39E05 t 7 (y ) d t d
3077%  BREZ2_Rush_Back Imes ( (0] guar S notrea y
15 38.46% BRE3_Rush_Back
n 2821% BRE1_Rush_Back
1 2.56% BRE1_Rush_Back, BRE3_Rush_Back
Variable Name Value
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Adv#1-#4

-
Case Study 2: Static vs Dynamic FoF

Attack Scenario:

 Insider (technician) does maintenance on TDPs
Adv #5 attacks transmission tower

Adv #1 - #4 attack 2/2 EDGs

I N 70
seconds

Adv-5 places explosive charges on the legs to the Isolate LPNPP 200
main power line towers and waits for the detonation  from offsite
cue. power
Adv-1, 2, 3 & 4 sneak on foot to the north-side of the Evade detection 300
facility. by tower guards
517 Adv-3 cuts a hole in the outer fence. Infiltrate the 20
“ Adv-3 enters PIDAS and heads to the inner fence protected area 5
followed by Adv-1,2,4.
507 Adv-3 cuts a hole in the inner fence. 20

“ Adv-1,2,3,4 enter the protected area and go towards 10
the generator room.
Adv-3 unlocks the door to generator room. Infiltrate the 20
generator room
Team-1 (i.e. Adv-1 and 2) go to Emergency Diesel Destroy EDGs 20
Generator (EDG) A and Team-2 (i.e. Adv-3 and 4)
go to EDG B.
“ Team-1 set-up explosives at EDG A while Team-2 40
set-up at EDG B.
“ Team-1 detonate EDG A and Team-2 detonate EDG 0

B.
Adv-5 detonates main power line upon hearing Create an SBO 0
explosions or gunfights inside LPNPP. event
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Static Analysis with DEPO
Fl N

Adv-5 places explosive charges on the legs to the Isolate LPNPP 200

main power line towers and waits for the detonation  from offsite

cue. power CDP

Adv-1, 2, 3 & 4 sneak on foot to the north-side of the Evade detection 300 4 :
' i Fvade detection } Assessment & comm time
517 Adv-3 cuts a hole in the outer fence. 20
- Adv-3 enters PIDAS and heads to the inner fence Infiltrate the 5
50 Adv-3 cuts a hole in the inner fence. 20 .
n Adv-1,2,3,4 enter the protected area and go towards 10 Response Force prep. time

the generator room. _ . _
Adv-3 unlocks the door to generator room. Infiltrate the 20 ¢ I:)l = Prob. detection up to CDP = 0.05

generator room . — |14 ] )

Team-1 (i.e. Adv-1 and 2) go to Emergency Diesel 20 Py U 1=1 Pl_th Adv neutralized

Generator (EDG) A and Team-2 (i.e. Adv-3 and 4) « Py for1Adv = 1-(1-Pgpp)*(1-Pgre) =

go to EDG B. O 5707
“ Team-1 set-up explosives at EDG A while Team-2 Destrov EDG 40 .

set-up at EDG B. estroy EDGs + Py all Advs = (0.5707)* = 0.1061
“ Team-1 detonate EDG A and Team-2 detonate EDG 0 N . ( i ) )

E\d -5 detonat li h Creat SBO 0 ) PE N PI PN . 5.3E-3

v-5 detonates main power line upon hearing reate an v )

“ explosions or gunfights inside LPNPP. event ¢ SabOtage OUtCOme.

« P(LOOP, 2 EDGs, no TDPs) = P¢ =
5.3E-3
« P(SBO, no TDPs) = 1-Pg = 0.9947



.
\Ei"\!b |daho National Laboratory

=
Timing Chart with Static DEPO

\ Adv attack progress

s | Prob. Adv win = 1- 5. Fespondesengage g
I:)E
. . /
- Prob. late intervention = 1- |
P /
| /

0.4 —

Probability
-

Prob. Timely intervention = , |

y /

/
_ /
Ol St S 5 5 5 5 5 5 5 3

< N
Start attack Offsite Cut fence #1 Cross PIDAS Cut fence #2 Enter PA Unlock door In building Form Teams Go to EDGs Set bombs

F—

Attack ends

Sabotage steps

« Sabotage outcome:
« P(LOOP, 2 EDGs, no TDPs) = 5.3E-3
 P(SBO, no TDPs) = 0.9947
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) S
Adv #5 Adv #1 - #4 Adv #5
LOOP RPS TLAP AFW SEC FAB OPR-8HR RHR FLEX FLEXO Class Prob Nam
Loss of offsite power Reactor shutdown Total loss of AC power Loss of AFW Secondary cooldown Feed and bleed (Operator fails to recovel] Residual heat removal FLEX Strategy Offsite FLEX
(SBO) SG_PORV offsite power in 8 hours
OK 0.207692 ok
OK 0.00E+00
O.XO
0.00E+00
1.00E-08 CD 0.00E+00
1
D 2.08E-09
0. 0
OK 0.00E+00
0.5
08 oK 4.99E-05
0.6
0.5
1 CD 4.99E-05
- 04
CD 6.65E-05
. P(SBO|0 EDGs) = 1
« P(SBO|2 EDGs) = 1E-3
1 ( S CD 4.16E-05
P(SBO)= (1-P.)*1 + Pc*1E-3
0.994 |sBO1
0.00E+00
CD 0.00E+00

ET taken from: INL, “INL/EXT-16-40055: Multi-hazard advanced seismic probabilistic assessment tools and applications”, 2016

v

Actions to prevent

LOOP:

1. Secondary heat
removal with AFW

2. Primary heat
removal with F&B
sustained by FLEX
generator




SBO ET N

Adv #1 - #4 Insider Adv #5

FLEX | FLEXO

AFM | SR1 | SR2
Loss of feedwater using motor-driven pump Loss of steam removal using ADV Loss of steam removal using MSSV

FLEX strategy | Offsite FLEX

Class

Prob

o
Recover 112 TOPs ‘iw.

Reconnect at = |

least 1 TDP within | -

1 hour

0.9947

Ref: INL, “INL/EXT-18-51531: Risk and cost analysis of utilizing FLEX equipment for O&M cost reduction in nuclear power plants”, 2018

OK

OK

CD

CD

OK

OK

CcD

CD

CD

OK

OK

CD

OK

CD

CD

OK

CD

CD

CD

OK

CD

CD

OK

CD

CD

CD

0.00E+00

0448018

0448018

9.05E-03

0.00E+00

287E-05

2.87E-05

331E-05

9.05E-09

0.00E+00

0.00E+00

0.00E+00

0.00E+00

0.00E+00

0.00E+00

0.00E+00

0.00E+00

0.00E+00

0.00E+00

224E-03

224E-03

8.50E-02

224E-07

224E-07

8.50E-06

895E-10

LY -
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v

v

Actions to prevent
SBO:

1.

v
v

Remove heat
using TDP &
sustain steam
regulation using
FLEX generator
Remove heat
using FLEX
pump &
generator
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Dynamic Analysis with EMRALD

Dynamic scenario assumptions:
« |f SPO engages Adv while still in range, Adv is

delayed
il I WG] 1 an A tcam member s sh s eammit
. seconds

Adv-5 places explosive charges on the legs to the Isolate LPNPP 200 delayed
main power line towers and waits for the detonation  from offsite o [|f alarm is triggered, EDG room is filled with smoke
cue. power .

n Adv-1, 2, 3 & 4 sneak on foot to the north-side of the ~ Evade detection  N(300,30) upon entry when the smoke generator does not fail
facility. by tower guards due to random failures]

51 Adv-3 cuts a hole in the outer fence. Infiltrate the N(20,2) : . : Lo

“ Adv-3 enters PIDAS and heads to the inner fence protected area N(5,0.5) If Adv !S delayed sufficiently, RF may arrlve_ In time
followed by Adv-1,2,4. If Adv is detected here, SPO may respond in

[0 Adv-3 cuts a hole in the inner fence. N(20,2) time

n Adv-1,2,3,4 enter the protected area and go towards N(10,1)
the generator room.
Adv-3 unlocks the door to generator room. Infiltrate the N(20,2)
generatorroom )
Team-1 (i.e. Adv-1 and 2) go to Emergency Diesel Destroy EDGs N(20,2) Adv out of SPO’s
Generator (EDG) A and Team-2 (i.e. Adv-3 and 4) range
go to EDG B.

n Team-1 set-up explosives at EDG A while Team-2 N(40,4)

set-up at EDG B. . . . .
Team-1 detonate EDG A and Team-2 detonate EDG 0 FUtU re eﬂ:ort- USIﬂg dynamlc HRA tO eStImate

the scenario’s dynamics

B.
Adv-5 detonates main power line upon hearing Create an SBO 0
explosions or gunfights inside LPNPP. event
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EMRALD Model

Diagram: MasterScenario

O

Diagram: PPS

=Hax

= @ |nitialize_Variables
#  Immediate Actions

= Exterior_Breach

1}

Interior_Breach
Immediate Actions

11}

= Immediate Actions

SBO_Mitigation
Immediate Actions

Event Actions

[ 3* [adv_Commence_Attack £* [Set_Flag_Adv_Outside |
£ [Adv_Move Inside |

= Event Actions £ [Adv_Commence_Sabotage @

" Building_Doors_Are_Open ] = Event Actions

()=

saofMitigatioanailﬂ

» Tally_Outcome

P Adv_Enter_Building

All_EDGs_Gone -E|

D
g Event Actions »  Operator_Mitigate_SBO
o) Plant_Operating = Plant_ W H g
P Goto_Plant_OK = Immediate Actions = Plant_Damaged
Scenario_Start = - = f :
2 »  Adv Attack NPP D s Event Actions : B Immediate Actions
|j}| All_EDGs_Gone _B = Event Actions
Diagram: Adv1 | ] | 3]

Ela i If_Adv1_Active =) Adv1_Active <« = Adv1_Hit

= Immediate Actions = Immediate Actions = Immediate Actions
=| 2 g . 1 ¥ |Update_Flag_Advi

= Event Actions = Event Actions L |Update_Num_Adv

. £ |Update_Adv1_KIA_Time
[ If Advi Alive ] = SPO_Engage 3] Voo #50 ¥ [Update_Advl _KIA State
P Advl_Standoff P SPO_Hit_Advl
= :
" RFﬁEngageﬁTeaml-El Event Actions
P RF_Hit_Advi
L ROWﬁEngageﬁAd\hE
» ROW_Engage_Advi

=] No_Alarm -
= Immediate Actions

8 Event Actions

. Exit_No_Alarm -oi |

(=] SPO_Alert - =] Alarm_Assessment ] RF_Alert = RF_Engage_Adv_St
&l Immediate Actions = Immediate Actions = Immediate Actions = Immediate Actions
[#* [Update_Flag_SPO_Alert a . [#* [update_Flag_RF_Alert %% [FR _Fire_Adv.
Event Actions [ [update_Flag_RF_Engage
g Event Actions ‘A Alarm_Assessment_and_Comf] d Event Actions 5 o A
SPO_Preparation P CAS_Assess_Alarm RF_Preparation
LA _Prep i | N *_Prep: 2 .
| > SPO_prepare 9% > RF_Prepare |E| Exit_RF_Engage Adv 3]
= If_SPO_Can_Engage «— El Alarm .
=== - =  RF_Engage_Team1
e Immediate Actions e Immediate Actions =  If_RF_Can_Engage a Ir;mec?iai ;ctions
SPO_Aim_At_Adv [ ]alarm_s_Tripped = Immediate Actions RAETeR R
T - e merT8 T —
Event Actione =2 Event Actions. lﬂm e Update_Flag_RF_Engage
i - N B8 Event Actions
lf_SPO_Can_Engage-ﬂ ’If;‘settogglve_and_Unaware = Event Actions |c| AT
» SPO_Engage Outside — — - If_RF_Can_Engage 'EI Ll SRR ﬂ
If_RF_Alive_and_Unaware [
> /; t_RF == > RF_Engage_Adv_Act
=  SPO_Engage_Adv « er
= - .g o ~ If ROW1_Present_and_Unaware CR LT e Tl EMREsEngagesleam2
8 Immediate Actions = = =cltio » RF_Engage_Teaml ) . X
[%# [5P0_Fire_Ad > _Alert ROWL 2 Immediate Actions
_Fire_Adv -
.Eumﬁa,spo,snawn | 1f_ROW2_Present_and_Unaware 7] | V-RFEngage Teamz-j] [
> Alert ROW2 > RF_Engage_Team2 & [Update_Flag_RF_Engage
= i < :
| | Event Actions 5 £l Event Actions
(o] Exit_SPO_Engage - -
ROW1_Alert ROW2_Alert [o] Exit_Re_engage_Teami]
Immediate Actions = Immediate Actions
¥ [Update_Flag_ ROW1_ Alert ¥ [Update_Flag_ROW2_Alert
=l Event Actions = Event Actions

= ROW1_Engage_Adv

=]

: |Set_Flag_ROW1_Engage

=

i Exit,ROWl,Engagfl

N ROWl_Preparatiorv-o: |

» ROW1_Prepare

N ROW2_Prepal ration-': |

» ROW2_Prepare

f_ROW1_Can_Engage
Immediate Actions = Immediate Actions

% [Set_ROWI_Time ¥ [Set_ROW2 Time

= Event Actions =

If_ROW1_Can_Engage]
» ROW1_Engage_Adv

f_ROW2_Can_Engage

Event Actions
If_ROW2_Can_Engage]
» ROW2_Engage_Adv

= ROW2_Engage_Adv
Immediate Actions =l

Immediate Actions

: Set_Flag_ROW2_Engage

@ Event Actions

i Exit,ROWZ,Engagfl

Event Actions
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1Event timeline and probabilities

Suppression of
s N adversaries

Adv-2 attack progress

Adv-3 attack progress

0.6 Adv-4 attack progress /®\
_ _ — SPO&ROWS engage timing //
- - RF engage timing /
/
/
0.4 ?k— —————— /
, \ /
/ N /
N /
/ \ /
/ / S /
\
02 | 4 \ - ®\ /
/ \ - N N /
/ N\ 7 /
N
/ \ ~ 4 N /
/ \ - N /
v \ 4 AN /
- - / < -
- —— LT L L R — L L, N -
WL S & & & e G Fo-—o o & Joo
Start attack Offsite Cut fence #1 Cross PIDAS Cut fence #2 Enter PA Unlock door In building Form Teams Go to EDGs Set bombs Detonate Attack ends
Sabotage steps

Probability of slabntage-induced eventsl P ro b a b | e S a b Ota g e
outcome

0.8
A

SBO - TDPs

LOOP + 1 EDG - TDPs
0.6

- LOOP + 2 EDG - TDPs

0.4 0 [ ; 9
0.2

0
Start attack Offsite Cut fence #1 Cross PIDAS Cut fence #2 Enter PA Unlock door In building Form Teams Go to EDGs Set bombs Detonate Attack ends

v Risk of sabotage outcome
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Results
_|Static (DEPO) (Dynamic) EMRALD
Sabotage events SBO without TDPs, P=0.9947 SBO without TDPs, P=0.79
LOOP without TDPs, P=5.3E-3  LOOP without TDPs and 1 EDG, P=0.18
LOOP without TDPs, P=3E-2
CCDP from plant PRA 5.4E-1 4.3E-1
Static timeline Dynamic timeline
Latg response ., |Adv undetected ) e
e L | =
- Adversary 1
b ol undetected | 5 008 Engage Adv e -
_ g oo | : site gunfig
Timely response At OﬁTS te but Adv survived
B T 7] 0.02 B
0 I | T 0 Jlﬂ-hL T

time (s)



Case Study 3: Phys. Prot. Design Comparison

ldaho National Laboratory

- Enumerate combinations of these elements in EMRALD:
— SPO guards
— Mobile tactical Response Force (RF)
— Smoke generator as an indoor delay element
— A pair of Remote Operated Weapon Systems (ROWS)
Total 24-1 = 31 combinations




completed (in minutes)

SPO RF ROW1 ROw2 ‘Smoke SPO-RF SPO-ROW1 SPO-ROW2
1 1 1 1 1 1 1
08 08 08 08 08 08 08
06 06 06 06 06 06 06
04 04 04 04 04 04 04
02 02 02 02 02 02 02
0 0 0 0 0 0 0
<5 5 1 >5 <5 5 2 4 1 2 535 <5 5 2 - >5 <5 5 2 A >5 <5 5 2 - >5 <5 5 2 A >5 <5 5 2 A >5 <5 5 2 4 1 2 535
SPO-Smoke RF-ROW1 RF-ROW2 RF-Smoke ROW1-ROW2 ROW1-Smoke ROW2-Smoke SPO-RF-ROW1
1 1 1 1 1 1 1
08 08 08 08 08 08 08
06 06 06 06 06 06 06
04 04 04 04 04 04 04
02 02 02 02 02 02 02
0 0 0 0 0 0 0
<5 5 2 A >5 <5 5 2 4 1 2 5535 <5 5 2 - >5 <5 5 2 - >5 <5 5 2 >5 <5 5 2 A >5 <5 5 2 A >5 <5 5 2 4 1 2 535
SPO-RF-ROW2 SPO-RF-Smoke SPO-ROW1-ROW2 SPO-ROW1-Smoke SPO-ROW2-Smoke RF-ROW1-ROW2 RF-ROW1-Smoke RF-ROW2-Smoke
1 1 1 1 1 1 1
08 08 08 08 08 08 08
06 06 06 06 06 06 06
04 04 04 04 04 04 04
02 02 02 02 02 02 02
0 0 0 0 0 0 0
<5 5 2 - >5 <5 5 2 1 1 2 535 <5 5 2 - >5 <5 5 2 - >5 <5 5 2 - >5 <5 5 2 - >5 <5 5 2 - >5 <5 5 2 41 1 2 535
ROW1-ROW2-Smoke SPO-RF-ROW1-ROW2 SPO-RF-ROW1-Smoke SPO-RF-ROW2-Smoke SPO-ROW1-ROW2-Smoke RF-ROW1-ROW2-Smoke SPO-RF-ROW1-ROW2-Smoke
1 1 1 1 1 1
08 08 08 08 08 08
06 06 06 06 06 06
04 04 04 04 04 04
02 02 02 02 02 02
0 0 0 0 0 0
<5 5 2 A >5 <5 5 2 4 1 2 535 <5 5 2 - >5 <5 5 2 - >5 <5 5 2 - >5 <5 5 2 A >5 <5 5 2 A >5
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PPS config

Number of surviving Adversaries

SPO-ROW1-ROW2-Smoke I I I I I I
SPO-RF-ROW1-ROW2-Smoke
SPO-RF-ROW1-ROW2
SPO-ROW1-ROW2
RF-ROW1-ROW2-Smoke
ROW1-ROW2

RF-ROW1-ROW2
ROW1-ROW2-Smoke
SPO-RF-ROW2-Smoke
SPO-RF-ROW1-Smoke
RF-ROW2-Smoke
RF-ROW1-Smoke
SPO-RF-ROW1
SPO-RF-ROW2
SPO-ROW2
SPO-ROW1-Smoke
SPO-ROW1
SPO-ROW2-Smoke
RF-ROW1
RF-ROW2
ROW2-Smoke
ROW1
ROW2
ROW1-Smoke
SPO-RF-Smoke
RF-Smoke
SPO-RF
SPO-Smoke

SPO
Smoke
RF

o
3
o
o
e
]
o
®
o
©
N

Probability



PPS config

ROW1-ROW2-Smoke
ROW2-Smoke
ROW1-Smoke
ROW1-ROW2
Smoke
ROW2
ROWH1
RF-ROW1-ROW2
RF
RF-ROW1-ROW2-Smoke
RF-ROW1
RF-ROW2
RF-ROW2-Smoke
RF-ROW1-Smoke
SPO-ROW1-ROW2-Smoke
SPO-ROW1-ROW?2
SPO-RF-ROW1-ROW2
SPO-RF-ROW1-ROW2-Smoke
SPO-RF-ROW1
SPO-ROW1-Smoke
SPO-ROW1
SPO-ROW2-Smoke
SPO-ROW2
SPO-RF-ROW2
SPO-RF-ROW1-Smoke
SPO-RF-ROW2-Smoke
RF-Smoke
SPO-Smoke
SPO
SPO-RF
SPO-RF-Smoke

Total responder casualties

0.1

0.2

0.3 0.4 0.5

Probability

0.6

0.7

0.8

0.9




PPS config

Number of remaining EDGs

SPO-ROW1-ROW2-Smoke
SPO-RF-ROW1-ROW2-Smoke
SPO-RF-ROW1-ROW2
SPO-ROW1-ROW2
RF-ROW1-ROW2-Smoke
ROW1-ROW2
RF-ROW1-ROW2
ROW1-ROW2-Smoke

SPO-RF-ROW2-Smoke

SPO-RF-ROW1-Smoke
RF-ROW2-Smoke
RF-ROW1-Smoke

SPO-RF-ROW1
SPO-RF-ROW?2
SPO-ROW2
SPO-ROW1-Smoke
SPO-ROW1
SPO-ROW2-Smoke
RF-ROW1
RF-ROW2
ROW2-Smoke

ROW1
ROW2

ROW1-Smoke
SPO-RF-Smoke
RF-Smoke
SPO-RF
SPO-Smoke

SPO
Smoke
RF

-

0.5 0.6 0.7 0.8 0.9

Probability




PPS config

SPO-RF-ROW1-ROW2-Smoke
SPO-ROW1-ROW2-Smoke
SPO-RF-ROW1-ROW2
SPO-ROW1-ROW?2
RF-ROW1-ROW2-Smoke
ROW1-ROW2
RF-ROW1-ROW2
ROW1-ROW2-Smoke
SPO-RF-ROW2-Smoke
SPO-RF-ROW1-Smoke
RF-ROW2-Smoke
RF-ROW1-Smoke
SPO-RF-ROW1
SPO-RF-ROW2
SPO-ROW?2
SPO-ROW1-Smoke
SPO-ROW1
SPO-ROW2-Smoke
RF-ROW1
RF-ROW2
ROW2-Smoke
ROW1
ROW2
ROW1-Smoke
SPO-RF-Smoke
RF-Smoke
SPO-RF
SPO
SPO-Smoke
RF

Smoke

Performance Comparison

ldaho National Laboratory

- Target Set Protection

Normalized Metric
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Case Study 4: Crediting Backup Safety Equipment

Diverse and Flexible Mitigation Strategy (FLEX)

Backup equipment can be brought
from offsite to any ULS. nuclear
power plant within 24 hours.
(Phiotos of equipment at National

| Response Center.)

Tre=Tiers | 1 IS

'_ Portable pumps and generators provide water
| andpower to maintain key safety functions.

{Photos of pumps and generators at the Diablo

Caryon nuckear power plant.)




Sabotage Scenario Using Hypothetical

Scenario:
Damage NPP by sabotaging its power line,
EDGs and TDPs

Recover Offsite Steam Removal | Steam Removal Recovar Offsite
Station Blackout | AFW Using TOP | oo o (Earty) | APWUSIOMBP | g Msaoy | Using MSSY | Power (Late) I -
sBO AFT RACE AFM SHR1 SHR2 RACL
961E-1
1| 931E4
9.723E-1
ini 2 | 378E2
{11 HR) :
9.96\WE-1 0B
3 | 2484E-2
9,99885E-1
s, 4 | 278e3
2.77E-2 ;
{7 HR)
1.156-4
5 | 3.173E-6
9.96791E-1
6 | 1.386E-3
9.091486E-1
0.990484E-1
7 | 44s8E6
3.209E-3
3.8E- 9.516E-4
8 | 4.246E-9
8.514E-4
8 | 1.185E-6

1 HR)

(|3Din|1hr ~

H b 3
\m Idoho Nafional Laboraor

S S

Plant




Possible Attack Outcomes

System availability
Offsite power m
v v v

1

N

N G
Y _ m ldaho National Laboratory

Mitigation strategy

N/A (Continue operation)

2 v v % Non-transient shutdown

3 v x v" Non-transient shutdown

4 v x x Non-transient shutdown

5 x v v LOOP ET

6 x v x LOOP ET

7/ x x v" FLEX EDG strategy within 11 hours
8 x x x FLEX ELAP strategy within 1 hour
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FoF-FLEX Timeline Model

FoF in
AVERT

FLEX
procedure
in EMRALD

FLEX ready

Start Sabotage
attack 15t target

v

Start FLEX
preparation

|
|
| .
End of i fime
attack |
i‘ Time to core damage . i
V%
Assess damage
* No damage at all > Plant continues operation

* Retain DBsafety -, MitigateusingDB ——»  <.fc shutdown
systems systems

FLEX ready. Run FLEX

—* strategybasedon * _, Core Damage
assessment results

* Loss of several/all
DB safety functions
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FLEX Procedure

Number Steps Procedure By Notes

1 Open doors and get keys FSGO5
2 Assess condition of plant sys & equipment FSGO5 MCR operator Look for damage to equipment to determine FLEX strategy priority. See Addendum 5
3 Contact SAFER Control Center for ELAP event FSGO5 MCR operator Phone call
4 Connect FLEX SG Makeup pumps' hose FSGO5 Dispatch maintenance Addendum 1
5 Establish configuration to support FLEX 480V AC installation FSGO5 MCR operator Add2, and dispatch MCR operator Add17 Addendum 2 & 17
6 Connect FLEX Cables to 480V MCCs FSGO5 Dispatch O&M personnel Addendum 9 & 12, 10,11,13
7 Open ALL breakers on MCCs FSGO5 Dispatch MCR Operator
8 Conect FLEX RCS Makeup pump hoses FSGO5 Maintenance Addendum 6 & 7
9 Inform Security of Security Area Access Breaches FSGO5 Dispatch MCR Operator Addendum 15

10 Put a FLEX Diesel in service (1/2) FSG19

11 Restore Partial Lighting and Receptacle Power FSGO5

12 Turn on supply breaker in FLEX DG enclosure FSGO5

13 Evaluate potential usages for the portable equipment being delivered from RRC  FSG05

14 Ensure support equipment - staged FSGO5 Addendum 4

15 Establish communication FSGO5

FLEX SG Makeup operation
1 Valve operations to align FLEX pumps FSG03 Operator (manual) Addendum 1
2 Manual transfer switch FSG03 Operator (manual)



EMRALD Model

Diagram: Main1

ldaho National Laboratory

][ 3

= @ Start

*  Immediate Actions

= Event Actions

@ Goto_AVERT 3]

> Goto_AVERT

= Read_Avert ~—>» = FLEX_Preparation = Assess_Plant_Condition = Safe_Shutdown
= Immediate Actions = Immediate Actions = Immediate Actions = Immediate Actions
¥ [Set_t_plant_shutdown [ #% [Start_FLEX_Prep & [ ¥ [Set_t_FLEX_Ready [ #* [Goto_End
& [Set t FLAP | #* [Set_Plant_Status1
¥ [Set_Flag Prepare FLEX = Event Actions 10p% = Event Actions = -
¥ |[Set_Flag_ELAP = Event Actions
£ [Set_Num_EDGs If_Preparation_Donf] = ELAP o]
gget—z”m—gof’gp 10p% || ®  Set Flag FLEX Ready » Run_FLEX_FLAP Strategy &
et_riag_ > Set_CD_prob = &
¥ [Sel_t_attack_ends o o ]|  If_FLEX Not Needed 3] _/—b? Plant_Damaged
»  Goto_Plant_Status = Immediate Actions
= Event ctions @ Grid_EDG_Damaged B3] IgigottOEIEm: —
>  Run_FLEX_EDG & e
] IF?PIanthabotaged-El g Event Acti
P Prepare FLEX — vent Actions
@ If Plant_Intact -D
P Goto_Plant_Operation S . "
WA — = Plant_Continue_Operation

! Immediate Actions

Goto_End

(3]
[ #* [set_Plant_statuso
=

Event Actions

@ End

Immediate Actions

| & |Check7TimeStep

=l

Event Actions
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Fault Tree Editor
FLEX_AFW_Pumps /ﬂ\
- i -
FLEX Equipment Failures S -
N —————
Diagram: FLEX_DG_1 ]

= FLEX_DG1_Active «—

= Immediate Actions

e Event Actions
= @ FLEX_DG1_Standby oL @ FLEX_DG1_FR ] FLEX_AFW_Pump_1 FLEX_AFW_Pump_2
e Immediate Actions > FLEX_DGI_Fails ===y -
e Event Actions ‘
. FLEX_DG1 Demand -3] : IEA

»  FLEX_DG1_ActOrFail =  FLEX_DG1_Fail <« u u =
Fa]l = Immediate Actions
Y 0K Cancel
to Cl Event Actions F all I | >,
| FLEX_DG1 Repaire] |tO|rUN
Start »  Goto_FLEX_DG1_Active }—
Fault Tree Editor

’ . ﬁ

] |5
Diagram: FLEX_AFW_Pump_1 ] [ 3 i a
(] ]

"5 FLEX_AFW.P1_Active
'E Immediate Actions

= @ FLEX_AFW_P1_Standby

El Immediate Actions '-_-E Event Actions L
= e F FLEX_AFW_P1 FR 3]
» FLEX_AFW_P1_Fails
n FLEX_AFW_P1 Demand 5] IF
»  FLEX_AFW_P1_ActOrFail

tO run FLEX_DG_1 FLEX_DG_2

tO = FLEX_AFW_P1_Failed 5
a8 Immediate Actions |

Sta rt 8 Event Actions

OK Cancel |
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Serial FLEX Implementation

= Keys_and_doors = SG_Makeup_prep = MCC_prep = RCS_Makeup_prep
= Immediate Actions = Immediate Actions = Immediate Actions = Immediate Actions
( Event Actions = Event Actions = Event Actions = Event Actions
Keys and_doors _ﬂ . SG_makeup_aligned -ﬂ . MCC_Cables_connected -m . RCS makeup_aligned -m
> Connect SG_makeup_hoses » Connect MCC_Cables P Connect_RCS_makeup_hoses P Start _FLEX Diesel —\_> - FLEX DG On
& Immediate Actions
] Event Actions
o FLEX DG Fail D]
» Repair_FLEX_DG
. FLEX_DG_Starts D]
P Activate_FLEX_supply_breaker
SFP_Makeup_Prep =Support_Equipment_Staged = FLEX_SB_On FLEX_DG_Status
Immediate Actions = Immediate Actions = Immediate Actions = Immediate Actions
Event Actions = Event Actions = Event Actions 8 e Event Actions
SFP_Makeup_Aligned 3] . Support_Eq_Staged D] FLEX_SB_On 3] FLEX_DG_Repair D]
P Set Flag_FLEX_Ready » Connect_SFP_Makeup P Stage_FLEX_SB P Activate_FLEX_SB &
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FLEX Strategies

If DB TDPs and EDGs are damaged: AFW circulation using FLEX SG makeup pumps and FLEX EDGs

MCC_Breakers —» = FLEX_ELAP_Strategy

Immediate Actions g Immediate Actions

£ (Get_My_CurTime
£ [Set_t FLEX_ Operate

= Check_FLEX_DG —» = DC_Load_Shed

Immediate Actions g Immediate Actions

= Event Actions = Event Actions Event Actions

] FLEX_DG_UnavaiIabIe_E A DC_Load_Shed —ﬂ 2 MCC_Breakers_Opened -ﬂ - RN
»  Goto_Plant_Damaged & P Open_MCC_Breakers P Run_FLEX_ELAP_Strategyl
If FLEX_DG_Fail
_ FLEX_DG_Available £3] D _FLEX_DG_Fail 3]
@ » Shed DC Load EES » Goto_Plant_Damaged &
ed_ __Loads

o If_FLEX_AFW_Fail ]
» Goto_Plant_Damaged &
If_ FLEX_Untimely 3]
» Goto_Plant_Damaged &
If_ FLEX Timely 3]

P Goto_Plant_Status &




Results

{® EMRALD (C:\Users\CHRIR\Downloads\Sim1 (56)a,json);

File

Model Simulate XMPP Messaging Log

Links to Extemal Simulations Variables to Monitor Rea: W}
t_plant_shutd
t";'LA,; s A | MaxSmTime: [365.00:00:00 | idays hhmm:ss.ms] Dont put 24 hours for 1 day.
[] Pag_Prepare_FLEX Basic Results Loc: ‘c:\ternp\NewS&'nRest.llsm J ‘ Open
Fag_Run_FLEX
[ Flag_FLEX_Ready Path Results Loc: Ec:\terrq:\Paﬂ'lRem.ﬂs,bd ] ‘ Open
[] TimeStep
] Num_EDG
[] Rag_LOOP
g o R
0:00:24.446814 Sim1 10000 of 10000 Stop |
KeyState Failure Cnit Rate Failed tems
Safe_Shutdown 4997 0.4997
105 210%  FLEX_DG2_Fai
85 1.70% FLEX_DG1_Fail
2 004%  FLEX_DG1_Fai, FLEX_DG2_Fai
Plant_Damaged 5004 0.5004
79 158%  FLEX_DG1_Fai
124 248% FLEX_DG2_Fail
3 0.06% FLEX_DG1_Fail, FLEX_DG2_Fail

probability

0.08

0.06

0.04

0.02

Time limit of accident mitigation

FLEX
1st tarpet End of actuation
abotdged attack
1 1 1 1 1 1 1 1
500 1000 1500 2000 2500 3000 3500 4000
time (s)
» Potential Flex Benefit
[ ]

Need rules for acceptance

4500

5000
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-
FLEX Procedure or Model Optimizations

If initial FLEX modeling results are near static time limits two approaches can be taken.
1. Change FLEX procedures to reduce time requirements.

2.  Perform dynamic analysis for each simulation cases to get custom time to core damage using
thermal hydraulics analysis.

FLEX
actuation

00 4000 4300 3000

Core ] T 1.7
-+ > Damage o || b | Hl

Time ‘ ‘ :
LEX | ELELIE]
ctuation =] ] e

00 4000 00 4000 4300 3000
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Current Work - Dynamic Analysis and Running Thermal Hydraulics

* Robby can you make a timeline for pulling events and putting into RELAP




Change to Parallel FLEX Preparation

Diagram: FLEX_Preparation

ldaho National Laboratory

)] 3

= Keys_and_doors

= Immediate Actions

| Event Actions

i Keys_and_doors_Set -ﬂ

—>= SG_Makeup_prep
= Immediate Actions

1 Ee] |Cnnnect7MCC7CabIes

RCS_Makeup_prep

Immediate Actions

Event Actions

»  Prepare_FLEX_Equipment

= Event Actions D
RCS_makeup_connected =p
A SG_makeup_connected -E P Connect_SFP_Makeup
»  Connect RCS_makeup_hoses
= MCC_prep FLEX_DG_On
= Immediate Actions Immediate Actions
= Event Actions Event Actions
L MCC_Cables_connected -E| FLEX_DG_Fail -E|

P Start_FLEX_Diesel

» Repair_FLEX_DG

FLEX_DG_Starts -E| /

P Activate FLEX supply_breaker

= FLEX_DG_Status
& Immediate Actions

= Event Actions

ol FLEX_DG_Repaired -:El

%

P Activate FLEX SB &

=] SFP_Makeup_Prep
B Immediate Actions
= Event Actions
SFP_Makeup_connected -ﬂ
i P Set Flag_Hoses_Connected
P  Check_Support_Eq
& FLEX_SB_On
B Immediate Actions
= Event Actions
FLEX SB.On &
al |

P Set Flag_Cables_Connected

P Check_Support_Eq

Support_Equipment

Immediate Actions

& Event Actions
@ If Support Egq_Not_Stag ed-ﬂ

P Stage Support Eq

=Support_Equipment_Staged

= Immediate Actions

| o5 |Set_FI ag_Support_Fg

= Event Actions

a Suppert_Eq_Staged -]

P  Set Flag_Support_Eql




FLEX Strategies Serial vs Parallel

Total Loss of AC Power (TLAP): Use FLEX EDGs to recharge batteries of steam valves & instrumentations

8] [E5}

Diagram: FLEX_EDG

1]

)

m

Check_FLEX_EDG

Immediate Actions

Event Actions

{18 11

DC_Load_Shed1

Immediate Actions

]

Event Actions

x)

E

FLEXﬁEDGfUnavailable-ﬂ

P> Goto_Plant_Damaged &

DC_Load_Shed

»  Open_MCC_Breakersi

FLEX_EDG_Available 3]

E

»  Shed_DC_Loadsl

TLAP & loss of feedwater: Use FLEX SG Pumps and

) (1]

MCC_Breakers1

Immediate Actions

(]

Event Actions

= FLEX_EDG_Running

= Immediate Actions

| Q [GetﬁMyﬁCu rTime
[ %% [Set_t_FLEX_Operate

MCC_Breakers_O penexﬂ

»  Run_FLEX_EDG1

Diagram: FLEX_ELAP

a Event Actions

If_FLEX_DG_Fail -E|

@

» Goto_Plant_Damaged &

If_FLEX_Unti mely-:ﬂ

E

» Goto_Plant_Damaged &

If_FLEX_Timely .El

(x)-

» Goto_Plant_Status &

FLEX EDGs

[

o

1l oo

Check_FLEX =]

Immediate Actions c

DC_Load_Shed

Immediate Actions

[ Align_FLEX_SG Pumps _________ |}------ 5

Event Actions

FLEX_EDG_Unavaila bE|

Event Actions

» Goto_Plant_Damaged &

)

DC_Load_Shed ]

-
FLEX_EDG_Availabldp] |

»  Open_MCC_Breakers

» Shed_DC_Loads

= FLEX_SG_Pump_Alignment

Immediate Actions

Event Actions

FLEX_SG_Pump_Aligned -E]

| > Align_FLEX_SG_Switch

=] MCC_Breakers

c Immediate Actions
[%* [Goto_FLEX_ELAP_Status

e Event Actions
‘Al MCC_Breakers_Opened -E

=FLEX_SG_Pump_Transfer_Switch
g Immediate Actions
= Event Actions

|A| FLEX_SG_Pump_TS_Aligned -'Iﬂ

Sy FLEX_ELAP_Status

El Immediate Actions D e e _’D
P  Goto_Plant_Damaged &

= ; .
Event Actions o If_FLEX_AFW_Fail —p:l

~—> = FLEX_ELAP_Strategy

= Immediate Actions

[ %#]Get_My CurTime
[ ¢ [set_t FLEX Operate

Event Actions

WheanLEXfELAP?Ready—:ﬂ

| » Run FLEX_ELAP_Strategyl

»  Goto_Plant_Damaged &

=2~ . If FLEX_Untimely =
[t E — Q
>

P> Goto_Plant_Damaged

] If FLEX Timely 3]

P> Goto_Plant_Status &

ldaho National Laboratory




Results

Value of non-lethal denial (e.g. sticky
foam, smoke generator)

8 EMRALD (C:\Users\CHRIR\Downloads\Sim1 (62) json);

File
Model Simulate XMPP Messaging Log
Links to Extemal Simulations Variables to Monitor

] Num_TDP

1 My_CurTime

[] Debug_Var

[ t_FLEX_Ready

2] t_FLEX_Operate
T
[ Rag_Hoses_Connected
[] Plag_Cables_Connected
[] Rag_Support_Equipment

v

A
Max Sim Time : [355.00:00:00 l [days hh:mmss ms] Dont put 24 hours for 1 day.

Basic Results Loc: [c:\temp\NewSimRemlls_m ] . Open
Path Results Loc: Ic:\temp\PathResults‘txt ] . Open

[ Rn ]

0:00:10.213692 Sim1 10000 of 10000 Stop
KeyState Failure Cnt Rate Failed tems 0
Sae_Sutdon w2 ossa < 1% plant damage
68 0.68% FLEX_DG2_Fail HH
7 072%  FLEX_DG1 Fai prObablllty due to random
Plant_Damaged 8 0.0008 .
1 1250%  FLEX_DG1_Fai failures
T T T T |1 h T T T T
\
—— our
— > ( Time limit of accident mitigation )
008 | ]
006 | |
=y FLEX
T o004 | -
[<] actuation
o
1st thrget End of
0.02
lsabdtaged attack |
0 ] ] ] ] ] ] ]
500 1000 1500 2000 2500 3000 3500 4000 4500 5000

time (s)
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Results
«  Simulated 3 attack paths @ 100 runs

System availability Mitigation strategy Probability P{CD) without | P(CD) with FLEX
FLEX
o T T
v v v

1

N/A (Continue operation) 0 0
2 v v % Non-transient shutdown 0 0*1E-4
3 v x v Non-transient shutdown 0 0*1E-4
4 v x % Non-transient shutdown 0 0*1E-3
5 ® v v LOOPET 280/300=0.933  0.933*1E-3
6 x v x LOOP ET 0 0*5E-3
7 x x v FLEX EDG strategy within 11 hours  17/300=5.67E-2  5.67E-2*4E-2 5.67E-2*1.54E-4
8 x x x FLEX ELAP strategy within 1 hour 3/300=0.01 0.01*1 0.01*1.83E-4

Total 1 1.32E-2 9.44E-4

FLEX use reduces Core Damage Probability
« With FLEX (1 team): 5.94E-3

* With FLEX (2 teams): 9.44E-4
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BRE Configuration Optimization

*  Support improvement in current
configuration

«  Support new capital investments in BRE

+ Use dynamic modeling to identify the
most effective number of BREs and their
location

« Can be applied to other equipment such
as remote operated weapons
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