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Cyber risk considerations
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5.1 Introduction

All but two of the operational nuclear power reactors in the United States
began commercial operation prior to 1997 [1]. Since most of these reactors
were designed with the 1960s and 1970s technology, modernization efforts
are underway to replace analog instrumentation and control (I&C) systems
with digital equipment. Additionally, it is anticipated that new advanced
reactors (e.g., generation III+ and IV reactors, small modular reactors,
and microreactors) will rely primarily on digital I&C. Traditional plant safety
analysis (i.e., probabilistic risk analysis (PR A)) relies on known historical data
for functional failure and accident analysis. However, while traditional
nuclear PR As often model the failure of an operator to perform an action
required in an abnormal or emergency procedure, PR As have limitations
in modeling other unintentional or deliberate human actions. Additionally,
it is challenging to model digital device failures in a PR A as these devices can
fail by unexpected means.

Risk-informed Methods and Applications in Nuclear and Energy Engineering Copyright © 2024 Elsevier Inc.
https://doi.org/10.1016/B978-0-323-91152-8.00003-X All rights reserved.
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Given that digital technology will remain a key feature of reactor 1&C
design, how can the risks associated with this digital transformation be prop-
erly identified in safety analysis? Furthermore, how can these cyber risks be
effectively evaluated and treated? The answers to these questions have been
studied as part of the U.S. Department of Energy Office of Nuclear Energy
(DOE-NE) Cybersecurity Crosscutting Technology Development program.
The remainder of this chapter provides an overview of digital assets and digital
I&C systems used in nuclear reactors, describes key attributes of cyber risk
management, and discusses best practices for including Cyber-Informed
Engineering (CIE) throughout the systems engineering life cycle.

5.2 Digital assets and I&C systems in nuclear reactors

A digital asset is a programmable device consisting of hardware, firmware,
and/or software that executes internally stored programs and algorithms [2].
As shown in Fig. 1, hardware includes microelectronic components, such as
integrated circuits, that are further manufactured or assembled into larger hard-
ware devices (e.g., microprocessors, memory chips, and logic chips) or other
peripherals (e.g., expansion drives and communication controllers). Firmware
is the bridge between hardware and software; it runs higher-level operations
and controls the basic functionality of the device, including communication,
program execution, and device initialization. The software includes various
operating systems, platforms, and packages used for I&C process control,
Human-Machine Interfaces (HMI), terminals, and application programming
interfaces (APIs). I&C systems may include proprietary, commercial, and
open-source software including third-party services or libraries.
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Fig. 1 Elements of a digital asset.
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Often overlooked with digital assets is system information. System infor-
mation is the complete record of information regarding a digital system or
component. This record may include system-level and component-level
information and/or data, such as requirement specifications, design documen-
tation, fabrication, assembly, or manufacturing details; validation and verifica-
tion documentation; operation and maintenance manuals; stored secrets, such
as credential, authentication, or cryptographic information; and product life
cycle plans.

Digital assets installed in nuclear reactors include equipment for monitoring
and control, such as intelligent sensors and transmitters, programmable logic
controllers (PLCs), digital data recorders, actuators, indicators, computers,
and display devices. An example of an intelligent transmitter is illustrated in
Fig. 2. These devices monitor and transmit process parameter data (e.g., tem-
perature, pressure, flow, and level) by receiving analog process signals, convert-
ing them to a digital signal for mathematical transformation, and then
converting the results to a 420 mA output signal. As illustrated by the notional
block diagram in Fig. 2, these transmitters may include many subcomponents
(i.e., hardware, firmware, and software) in the full digital bill of materials
(DBOM).

Digital assets in U.S. nuclear power reactors are classified as critical digital
assets (CDAs) if they are components in systems (or support systems) providing
safety-related, important-to-safety, security, or emergency preparedness func-
tions [2,4,5]. On average, a power reactor in the U.S. nuclear fleet contains
2000 installed CDAs [6].

While digital assets may be used as standalone devices, they are often
assembled into larger, complex control systems. Nuclear digital I&C systems
include reactor protection systems (RPS), engineered safety feature actua-
tion systems, distributed control systems, feedwater control systems, turbine
control systems, and emergency diesel generator systems. A simplified
hierarchy of an RPS is illustrated in Fig. 3.

5.3 Cyber risk management

Despite improvements in flexibility, performance, and reliability [7], using
digital I&C in a nuclear reactor adds additional risk due to cyber concerns,
such as common cause failures and cyber-attacks. This cyber risk can be
addressed using a risk management process. As illustrated by Fig. 4, risk man-
agement typically includes three steps—risk analysis, risk evaluation, and risk
treatment.
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Fig. 4 Typical risk management process [8].

Risk analysis is the process by which an organization identifies what can go
wrong, the likelihood that it will go wrong, and the consequences if it does go
wrong [9]. Risk evaluation is the process by which an organization evaluates
and prioritizes the identified risk based on their risk tolerance. Lastly, risk treat-
ment is the process by which an organization responds to the identified risk,
including acceptance, avoidance, transference, and mitigation practices.

5.3.1 Cyber risk analysis

In nuclear reactors, safety PR As typically use data on functional failures (i.e.,
manufacturer failure analyses, historical plant, and industry failure data)
along with known events (i.e., historical data on prior nuclear-significant
events) in fault tree analysis and event tree analysis models to determine
the likelihood of an event and the frequency of potential consequences.
While this approach is commonly used for safety analyses, there are chal-
lenges for using it to evaluate cyber risk, such as:
1. The complete set of failure modes for digital assets and systems may be
unknown as they can fail in unexpected ways.
2. Deliberate actions, such as intentional, intelligent, and adaptive actions
by an adversary are challenging, if not impossible, to effectively model.
3. Threats and vulnerabilities are constantly evolving.
Whereas safety PRAs typically evaluate safety risk as a function of
scenario, likelihood, and consequence, cyber risk analysis techniques often
evaluate cyber risk as a function of threat, vulnerability, and consequence,
including likelihood of scenario/incident success given these threats and

vulnerabilities:
- Threat Vulnerability =~ Consequence (1)
&/\/ Likelihood of attack success ‘ 3
< \ A 4 1

Cyber Risk = f(threat, vulnerability, consequence)
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Threats include unintentional or hostile actions, vulnerabilities include
unknown or known exploitable weaknesses, and consequences include the
impact of the action. It is important to recognize that cyber risk is not simply
the product of threat, vulnerability, and consequence, but rather a function of
them. For example, a low-threat, high-consequence event resulting in fatalities
will have a much different risk significance to an organization than a high-
threat, low-consequence event despite potentially having the same mathemat-
ical result if multiplied together. Many different techniques for cyber risk
analysis have been reported in literature. An in-depth survey of these techniques
was performed by DOE-NE Cybersecurity program researchers to evaluate
their use in the nuclear industry [8].

5.3.2 Consequence

Starting with the last term in Eq. (1), I&C cybersecurity objectives are usually
described in terms of the C-I-A triad (Confidentiality, Integrity, and
Availability) as illustrated in Fig. 5. Failure to meet these objectives could
potentially lead to high-impact consequences, such as those shown in Fig. 6.

Loss of confidentiality, usually considered the least important consequence
in digital I&C, includes loss of sensitive information that may be used to plan
future, more damaging attacks. Loss of company or facility data may also cause
financial damage or other harm to the organization.

No
disruption in
systems or
functions
Availability
1&C
Cybersecurity
Objectives
Privacy of Accurate &
sensitive complete data
information
Confidentiality Integrity

Fig. 5 1&C cybersecurity objectives [8].
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Fig. 6 Potential high-impact consequences from a loss of C-I-A at a nuclear power
reactor.

Loss of availability, which could occur from denial-of-service attacks,
impacts data and communication flow in a system. Loss of integrity, which
could occur from modification of data, logic or commands, impacts the truth-
fulness of a system. Both loss of availability and integrity may result in adverse
system operation leading to safety-related (e.g., radiological sabotage, loss of
life, and injury), financial-related (e.g., lost generation and equipment dam-
age), or intangible-related (e.g., reputation and industry perception) conse-
quences. Failure to maintain C-I-A in security systems may also enable
theft of special nuclear material from a facility.

5.3.3 Threat

Threats, the first term in Eq. (1), can be classified as unintentional or deliber-
ate. Unintentional threats are often due to human performance errors by indi-
viduals, such as misconfiguration, improper testing, and improper procedure
adherence. In contrast, deliberate threats are due to adversarial or malicious
intent to causing harm or damage to a facility or organization. Adversaries
may also take advantage of unintentional actions by combining them with
deliberate, malicious actions to cause greater harm. While adversaries may
include recreational hackers, malicious insiders, and criminals, terrorist orga-
nizations and nation states have more resources (e.g., skilled personnel, fund-
ing, and time) and sufficient motivation (e.g., economic gain and military
advantage) in which to launch a sophisticated attack against a nuclear reactor.

Adversaries intent on damaging critical infrastructure are becoming
increasingly sophisticated. In fact, these attacks are often part of long-term
offensive cyber campaigns planned and executed by nation states, such as Rus-
sia, China, North Korea, and Iran [10—-15]. The Stuxnet, BlackEnergy3, and
CrashOverride malware established that highly motivated and resourced
adversaries (i.e., nation states and well-funded terrorist organizations) can
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Fig. 7 Nuclear power reactor threat pathways.

maliciously cause physical equipment damage or mal-action via a cyber-attack
[16-18]. Furthermore, the Triton malware attacks on Schneider Electric’s
Triconex Safety Instrumented System controllers demonstrated that adversar-
ies can launch an attack against a safety control system, thereby adversely affect-
ing safe shutdown of an industrial process [19].

As shown in Fig. 7, threat pathways at a nuclear reactor include wired and
wireless networks, portable media (e.g., USB drives, maintenance laptops),
direct physical access, and the supply chain. Additionally, attacks can be
multi-dimensional and asymmetric—coordinated and hybrid attacks may
combine multiple threat pathways and include both physical and cyber-
attackers. Referring to the elements of a digital asset—hardware, firmware,
software, and system information—adversarial threats can impact each of these
individually, as identified in Fig. 8. Sophisticated adversaries will consider both
digital asset and overall system functionality when developing an attack.

5.3.4 Vulnerability

Vulnerabilities, the second term in Eq. (1), are points or weaknesses on a dig-
ital asset or system at which an adversary can insert a compromise or extract
information. Vulnerability analysis at a nuclear reactor begins with under-
standing the full breadth and scope of installed digital assets, including their
functions, systems of systems interactions, information flows, and access
points. It is impossible to provide adequate response to cyber risk if this digital
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Fig. 8 Impacts of cyber-attacks on the hardware, firmware, software, and system
information of a digital asset.

asset inventory is unknown or incomplete. Known and unknown vulnerabil-
ities in hardware, firmware, and/ or software also leave the digital asset suscep-
tible to unintentional failure modes or inadvertent human/operational error.

Vulnerabilities often increase as the digital footprint of the device or sys-
tem expands, leading to a larger attack surface. While digital 1&C provides
increased flexibility, better performance, and improved reliability for a
nuclear reactor |7], the resultant expanded cyber-attack surface increases
cyber risk. Vulnerabilities may be identified by the manufacturer, industry,
or plant personnel. Numerous vulnerability tracking databases and notifica-
tion services exist for maintaining awareness of known or discovered vulner-
abilities for installed digital assets [20-23].

Vulnerabilities also exist throughout the supply chain. DOE-NE Cyber-
security program researchers extended the work of Miller [24] to develop a
novel digital I&C supply chain cyber-attack surface, as shown in Fig. 9. Hard-
ware, firmware, software, and system information are vulnerable throughout
the supply chain to attacks, such as theft of IP, malicious substitution, design
alteration, malicious insertion, development tool alteration, and tampering
[25]. The supply chain becomes more complicated with increasing complex-
ity of the digital asset. For instance, the “simple” intelligent transmitter in
Fig. 2 may have over a dozen globally dispersed stakeholders involved in
the end-to-end supply chain, including those involved in design, fabrication,
manufacturing, programming, integration, and/or testing activities.

5.3.5 Cyber risk evaluation

Once cyber risks are identified, traditional risk management processes are
followed to evaluate and prioritize the risk based upon an organization’s risk
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tolerance, considering regulatory, legal, and business (e.g., operational and
financial) requirements. While operational and financial factors often drive
the decision-making process for risk reduction in some industries, regulatory
requirements in the nuclear industry often supersede other factors in the pri-
oritization process. For example, since a nuclear power reactor in the U.S. is
required to provide high assurance that CDAs are adequately protected
against cyber-attacks, up to and including the plant’s design basis threat as
defined by 10 CFR 73.54 [4], regulatory guidance provided by the Nuclear
Regulatory Commission (NRC) and Nuclear Energy Institute (NEI) may
drive the risk evaluation process for a CDA [2,5,26,27].

5.3.6 Cyber risk treatment

After cyber risk is identified and evaluated, the next step is to select and imple-

ment appropriate risk treatments for protecting the C-I-A of critical nuclear

systems, assets, and functions—the primary objective of nuclear I&C cyber-
security. As illustrated in Fig. 10 [28], risk treatments include:

1. Elimination or avoidance. Modification of the design to remove an iden-
tified risk, such as removal of wireless connectivity, USB ports, or unused
device functions.

2. Transference. Transfer of the risk, such as by use of alternative products
or solutions. While potentially not acceptable in the nuclear regulatory
environment, it may also be possible to transfer risk to a vendor or an
insurance policy.

3. Mitigation. Risk reduction by use of security controls or countermeasures.

Lower Risk
[ ]

Engineer or

Eliminate ——— design out the risk

Move the risk; use an

Transfer — -
alternative

Engineer or design in
controls to reduce risk

Mitigate —»

No design changes

Higher Risk

Fig. 10 Cyber risk treatment options [28].
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4. Acceptance. Consciously deciding to tolerate the risk without any

changes, design modifications, or use of security controls.
If cyber risks in nuclear reactors cannot be eliminated or transferred, it is likely
they will be mitigated by use of security controls. Catalogs of security controls
(e.g., administrative, physical, and technical controls) are provided in industry
guidance, such as NIST SP 800-82 [29], Regulatory Guide (RG) 5.71 [27],
NEI 08-09 |26], and IAEA Nuclear Security Series No. 17-T [30]. While
some cyber incidents may be unintentional, the cyber practitioner must think
like an attacker to protect their facility. In cyber warfare, as an adversary con-
tinuously develops and enhances their capabilities (i.e., tactics, techniques, and
procedures to distort, disrupt, destruct, disclose, and discover) the defender
must continually adapt their defenses to prevent, detect, and respond to
cyber-attacks.

The security control implemented by the U.S. nuclear fleet that arguably
resulted in the largest reduction in cyber risk was secure defensive architectures
(Fig. 11). These secure architectures typically use deterministic data diodes to
segregate and control data flow between the control system, plant networks,
security networks, and business networks to limit bi-directional traffic and
maintain proper separation of critical functions. It is important to note, how-
ever, that although a properly architected and implemented secure architecture
eliminates the “wired” threat pathway from impacting plant networks and
control systems, segregated networks are still vulnerable to the other four
threat pathways—wireless, direct physical access, portable media, and the
supply chain.

5.4 Cyber-informed engineering (CIE)

There is a tendency in traditional engineering to delay consideration of cyber
risks until after digital I&C systems and their related architecture have been
designed. Failure to consider cyber risk early in the design process often results
in a more expensive and less effective overall security posture. In Cyber-
Informed Engineering (CIE), cyber risk management and other techniques
are used throughout the systems engineering life cycle to identify, eliminate,
and/or mitigate risks throughout product maturation and implementation
[28,31]. The typical systems engineering V-model is shown in Fig. 12. Con-
sidering cybersecurity early and often throughout each stage of this life cycle
results in a more secure solution at lower costs. For example, a CIE case study
performed by DOE-NE Cybersecurity program researchers on the design of a
hydrogen generation plant integrated with a nuclear power reactor led to
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recommendations for process flow and I&C system design changes to reduce
cyber risks [28].

CIE elements are shown in Fig. 13. Aspects of each element should be
used in each stage of the systems engineering life cycle. Cyber risk analysis is
performed early and often throughout the life cycle to identify the set of
potential cyber risks before applying appropriate engineering risk treatments
as previously defined. It is easier to eliminate or design out cyber risks iden-
tified earlier in the life cycle. Other secure-by-design risk treatments in CIE
include the use of secure architecture, design simplification, resilient design,
and active defense practices. As described, secure architecture is the use of
network and system architectures to reduce vulnerabilities by segregating
and limiting data flows and connections within and between subsystems, sys-
tems, and systems of systems. Design simplification is the reduction of com-
plexity in a system, such as using fewer digital assets and limiting or disabling
unnecessary functions (i.e., risk elimination), to reduce vulnerabilities by
minimizing the overall cyber-attack surface. Resilient design is the inclusion
of diversity, redundancy, system hardening, and contingency planning into
the design to ensure continued operation of critical functions when possible,
or graceful degradation when not possible, during or after a cyber incident
[28]. Active defense is the use of preemptive processes and techniques to
prevent, detect, and respond to cyber incidents.

From an organizational perspective, CIE promotes understanding regard-
ing the interdependencies between subsystems, systems, and systems of
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systems such that overall vulnerabilities are identified, including cascading
effects from functional failures or compromises. Additionally, the interdepen-
dency element aims to promote a multi-disciplinary approach between stake-
holders, including engineering, safety, risk, design, maintenance, operations,
human factors, and information technology personnel. CIE also recommends
additional organizational practices, such as an accurate, as-built digital asset
inventory, incident response planning, and cyber resilient supply chains
throughout the life cycle. As mentioned, failure to maintain an as-built inven-
tory (including configuration and restoration information) during initial
design, maintenance, and upgrades increases cyber risk since it is impossible
to protect assets if their existence or true configuration is unknown.

Incident response planning, in conjunction with an accurate inventory,
ensures that procedures, current backups, and accurate configurations are
available to respond to and recover from deliberate or inadvertent cyber inci-
dents. Additionally, as discussed, it is important to maintain authenticity,
integrity, confidentiality, and exclusivity throughout the supply chain to pro-
tect hardware, firmware, software, and system information from malicious or
inadvertent compromise. Lastly, CIE promotes the development of a cyber
security culture and training program within all organizations involved
throughout the life cycle. Similar to instilling a nuclear safety culture across
all levels of an organization, equipping all personnel with the knowledge,
skills, and abilities to recognize, prevent, and/or respond to cyber incidents
is essential for maintaining a robust security posture.

5.5 Conclusions

The prevalence of digital I&C components and systems used within the
nuclear industry will continue to increase. This growth, combined with con-
stant advancements in technology and adversarial sophistication, translates into
continuously evolving cyber risk. Failure to recognize and mitigate the risks
associated with deliberate or inadvertent cyber incidents at a nuclear reactor
can potentially lead to unanticipated, high-impact consequences. In cyber risk
management, cyber risks are identified by considering vulnerabilities, threats,
and consequences. These risks are then evaluated and prioritized such that risk
treatments can be applied to mitigate, eliminate, or transfer the risk.

This chapter provides an overview of digital assets and I&C systems used
in nuclear reactors as well as the vulnerabilities, threats, and consequences
associated with their incorporated elements—hardware, firmware, software,
and system information. Researchers are continuing to develop risk analysis
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techniques for nuclear reactors and their supply chains to better enumerate
cyber risks of digital I&C. Considering cyber risks and using processes such
as CIE throughout the systems engineering life cycle for both existing reac-
tors and new advanced reactor designs will reduce overall cyber risk, thereby
directly improving a facility’s security posture.
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