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Abstract—The advancement of cyber resilience requires a pre-
liminary stage of characterizing the trade-off space of mitigation
options and how these might affect the stability and determinism
of an operational technology (OT). This first step will set the
stage for the proper cyber-secure and cyber-resilient design and
confirm the affects that can be considered and approved by
the OT and the security groups. To provide a baseline for this
discussion, this paper provides a consideration of the cyber-
physical interactions, possible mitigation steps against certain
attacks and their corresponding affects that lend to the security
design planning and evaluation process. As an integral part of
the proposed scheme this work introduces the concept of system-
wide fuzzer, i.e., a tool that manipulates the system state in an
effort to determine mitigation response sequences that minimize
detriments and maximize benefit in accordance with specified
operational requirements.

Index Terms—automated, autonomous, cyber, response, miti-
gation

I. INTRODUCTION

The ability to advance response strategies against cyber-
attacks and reduce the reaction time from seconds down to
milliseconds requires a pathway to automated and autonomous
response. To allow such considerations to be implemented in
Operational Technology (OT) environments, it is imperative
to have a clear understanding of the physical process system
effects that are spawned from modifying the network behavior.
One way to achieve this, at least to some extent, is by adopt-
ing design philosophies that fully characterize the dynamic
interaction of setpoints and data that are necessary for the
operation of the OT system. This is especially critical where
the dependencies are associated with the dynamics of feedback
control.

The purpose of this paper is to advance the schema for
evaluating OT cyber-resilience architectures to enable the
application of automated and autonomous mitigation to cyber-
attack. This results in a trade-off situation. On the one hand,
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remediating actions may mitigate the impact of cyber-attacks.
On the other hand, such measures may threaten system stabil-
ity and can compromise the deterministic nature of OT. This
trade-off space analysis provides a process to consider cyber
and physical mitigations to an attack and then confirm whether
the desired level of resilience of the system is maintained.
Towards achieving this, the time dynamics will be considered,
as well as the data dependencies. The resulting trade-off
construct provides a framework for enumerating the types of
mitigations that are acceptable in achieving a desired level of
cyber-resilience.

Prior efforts in the field of response methods and systems
are largely centralized for proper operation [1]. In our case,
the proposed methods are distributed, building upon prior
considerations for cyber resilience through multiagent archi-
tectures [2]. In this context, while practical metrics have been
defined in the past [3], the ability to adapt [4] to what may
be unexpected failures such as cyber-attack are at the heart
of the definition to resilience [5]. Therefore, in this work, as
a means to evaluate the resilience to the proposed cyber and
physical mitigations, the concept of an OT, systemic fuzzer is
introduced. The reader should notice that within the scope of
the proposed scheme, this type of technology is not used as
a means to merely discover exploitable cyber-vulnerabilities.
This is how software and protocol fuzzing tools are commonly
used in cybersecurity analysis [6]-[11] . Rather, the purpose
of a systemic fuzzer is to test the proposed combinations of
responses and variations of such to confirm system response
and ultimately determine the optimum resilience [12]. Other
work has considered a systemic approach to network based
vulnerabilities to correlate weaknesses, but generally extends
the traditional goal of a fuzzer [13].
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Fig. 1: Reference Architecture

II. OT ARCHITECTURAL INTERACTIONS

A simplified view of a reference architecture for an OT
system is provided in Fig. 1. A reference architecture includes
several elements:

o Detect: Includes methods and systems for the monitoring
and analysis of network traffic to recognize anomalies
and undesirable traffic.

o Analyze: Comprises of methods, including machine
learning, for acquiring details regarding the nature and
gaining insight in the execution methodology of the
attack.

o Decide/Visualize: Encompasses methods for the presen-
tation of information to cyber-defenders for quick recog-
nition and response.

« Mitigate/Recover: Incorporates a set of methods to stop
a cyber-attack and reverse any negative affects.

o Share: Refers to a set of tools that describe details of
a seen cyber-attack. This information can be securely
shared to benefit the defenses of other organizations in
the future.

The reference architecture provides a foundation on which
cyber-physical responses are built to provide an increased
level of security. However, recognizing the traffic patterns
and resulting metrics requires an understanding of two critical
factors namely, timing and data [5].

Precisely, when it comes to evaluating the considerations for
cyber-physical response that can impact the stable operation
of the OT, one must factor in both timing and data issues
[5]. Considering time and data in the form of Fig. 2, the
resilience impact on the system can be illustrated [4]. The
resilience of a system can be understood by its ability to
initially reduce the impact of a disturbance (resist stage) and

recover from it in both the short- (respond) and long term
(restore). In further detail, in Fig. 2 the red curve indicates
the trajectory of a system that is not particularly resilient
and falls below some predefined normalcy criterion while the
green curves are systems that maintain a minimum level of
acceptable operation during this crisis, indicating resilient (as
opposed to fragile/brittle) systems (the upper, more so than
the lower).
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Fig. 2: Disturbance and Impact Resilience Curve. [4]

To provide context that will be relevant for evaluating the
trade-off space, a decomposition of the timing and data consid-
erations must be defined in terms of OT functionality. Timing
issues include considerations that revolve around latency. Data
issues involve the types of physical parameters for monitoring
and control that are shared on a OT network. While many
roles could be considered for human monitoring and response,
such as instrument technician and operator, this paper focuses
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Fig. 3: Cyber-Physical Response for Trade-off

only on humans operating the OT. A simple taxonomy of the
data and time considerations is included below, where plant
is associated with the physical process (i.e., power, chemical,
etc.):
o Plant Physical Data
— Human Monitoring
* Raw Analog Plant Information
* Raw Digital Plant Information
* System State
* Raw Data Analytics
— Human Plant Response
* Plant Controller Set Points
* Plant Hand Switch Positions
* Plant Tuning Parameters
— System State
* OT Device Health Status
* OT Network Health Status
e Time
— Loss of Determinism
— Packet Not Delivered
The specific focus of these categories are the pertinent infor-
mation used in OT operation, and not in the communications
semantics. The application of a cyber-physical feedback loop
to mitigate attacks in real time is provided in Fig. 3. To com-
plement analytics of recognition that are informed by intrusion
detection system(s) (IDS), both commercial and those ad-
vanced from research, resulting cyber corrections can include
software defined network (SDN) and firewall changes that
isolate/redirect expected malicious communications. Physical
corrections can include filtering/offsetting malicious changes
to return to normal. The cyber and physical system reaction

provides the basis for interpreting the benefit of the mitigation,
as well as the cost of the mitigation, all of which can be
confirmed by metrics on resilience.

From the standpoint of the physical corrections, it must
be noted that the communications pathways must be main-
tained to ensure that corrections can be implemented on the
OT devices, such as the process controller. For the cyber
corrections, the communications would generally be on a
separate security management network but the design of the
communications is still as important. That is, the distribution
of the recognition and response to ensure both a continued
cyber resilience in contested space [4]. Summarizing, the
resilience of the communications design is dependent upon
the ability to maintain both monitoring/control for process
operation and security alert recognition/response.

The taxonomy of the data and time for the cyber system can
be considered in similar fashion to that of the physical (pro-
vided below). While the cyber system communications might
be on a separate network from the physical, this taxonomy
provides insights into the trade-off design considerations that
must be considered to ensure the operations of the communi-
cations pathways. The human roles would be different from
the physical, and include cyber defenders and analysts.

o Cyber Data
— Human (Cyber Defender) Monitoring

* Raw Log Information
* Raw IDS Information
* System State

* Raw Data Analytics

— Human (Cyber Defender) Control Response
* SDN Controller Set Points
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* Security Appliance Parameters
— Security System Health State

* Security System Device Status
* Security System Network Status

e Time

— Latency of Packet Delivery
— Packet Not Delivered
Considering these cyber and physical taxonomies, the el-

ements of the reference architecture illustrated in 1 can be
recognized. That is, detection, analysis and response are part
of all cyber and physical feedback loops. As we shall see in
the next section, the trade-off design can be further considered
in terms of cyber-attack scenario types and potential cyber-
physical responses.
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III. TAXONOMY OF INTERACTION AND THE
CYBER-PHYSICAL INTERFACE

Figure 4 provides a framework for considering the use of
cyber and physical responses to several types of cyber-attack
scenarios. These scenarios are reflective of Fig. 3, and provide
the potential benefits from individual response approaches and
the potential physical affects and resilience metrics [3]. The
result of this breakdown provides a more generic approach
to the considerations necessary for a trade-off analysis, which
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Fig. 6: Traditional OT Interfaces

would preface the implementation of such an automated and
autonomous response. Different response approaches could be
applied for an individual network and considered as part of
the design process.

The trade-off analysis provides a basis for evaluating the
risk versus benefits, but this analysis must also consider the
communications design and the benefits as well as limita-
tions. The taxonomies provided in the prior section provide
a consideration of the normal cyber and physical related pa-
rameter exchanges occurring over the communications system,
which require consideration in developing a secure foundation
for a communications system. The expectations go beyond
what is required for reliable communications between OT
devices, such as shown in Fig. 5. That is, in addition to
a reference architecture for security, as is given in Fig. 1,
other foundational security considerations are often considered
and implemented. These include segmentation of traffic and
isolation of the most critical aspects. The trade-off options
provide the basis for application of active network adaptations
for cyber, such as with SDN, and active physical adaptations,
such as switching to a backup, known good device or known-
secure device corrections to mitigate undesirable cyber-attacks,
such as parameter offsets from data injection.

The resulting implementation of an automated and au-
tonomous response will build upon the secure foundation de-
signed in the communications system. However, the confirma-
tion of the appropriateness of these cyber-physical responses
would need to be further validated. In addition, validations
to consider the breadth of potential responses would further
provide an understanding of the sensitivity of the system to
certain changes. In the next section, we will provide a basis
to consider the validations.

IV. TRADE-OFF SPACE VALIDATIONS

While transport/network layer communications based upon
transport control protocol, internet protocol (IP) communica-
tions networks are now prevalent, many OT vendors include
their own protocol application to ensure determinism and
proprietary device interface functionality. The common types
of traditional OT functions and data interfaces are illustrated
in Fig. 6. The network integration is often based upon main-
taining this functionality and interfaces, but does not consider
designs to accommodate the benefits of new cybersecurity
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technology and potential cyber-physical responses that could
isolate or reroute communications in a mitigative response to
a cyber-attack.

To design for such considerations in the future, a taxonomy
of data exchange and time considerations will provide the
foundation for application of response technologies. This in-
cludes technologies such as an SDN, which can be introduced
when the trade-off space is informed by the OT design. The
resulting guarantees will ensure that impact to the OT process
is understood and minimized. However, leveraging current
OT design tools that provide an understanding of this data
exchange and time can start with the engineering workstations
(EWS). For decades such design tools provided a means to
develop the plant control configuration, operator HMI and
other inter-node interactions. Enhancing these tools to consider
and compile the communications-related dependencies would
inform the taxonomy, and as a result, inform any potential
affects that may occur as the results of cyber response.

Enhancing these tools to provide the ability to confirm the
disturbance or delay of traffic could, in fact, provide a basis to
plan for the interface that considers the mitigative action for a
cyber-attack. The result would include a cyber-informed tool
that would consider the communications boundaries that cod-
ify those parameters of greatest importance. Hardware-in-the-
loop (HIL) testing with high fidelity emulations would confirm
the effectiveness of the responses without unexpected impact.
The important point is the communications dependence would
now be instantiated and validated to confirm the benefit of the
trade-off analysis in the OT design.

To provide the basis for HIL validation, the development of

digital twins provides an opportunity to perform such trade-
off analysis through systemic testing without concerns for
physical impact. This would generally involve the integration
of the emulation to the automation, logic or process controller.
Such emulations can come from different vendors and specific
to the domain, but ultimately should interface to the user-
created control logic running on the same hardware as it would
exist in the operating plant, i.e., power system, chemical plant,
etc. In this way, the injection of mitigation responses will
better reflect the hardware specific characteristics as would
be seen in the plant.

In addition, considering the concept of a fuzzer can add
formality to a test procedure for stressing the system to
confirm response calls. As compared to the traditional use of
a fuzzer that is used for the identification of vulnerabilities
with a security implication, the new application would be
for evaluating the impacts to the physical operation from
implementation of cyber response methods. Such a design is
simply illustrated with a modification of the prior trade-off
diagram and shown in Fig. 7.

To distinguish this OT-specific application while paralleling
the concept of a fuzzer, we are coining the new name “’buzzer.”
The rationale for the buzzer would be to evaluate all potential
cyber-physical responses and confirm the acceptability of the
OT and coupled plant response (using a digital twin). For the
physical responses, the consideration of where the physical
data correction is performed and the timing of this correction
will be critical to its effectiveness.
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V. TRADE-OFF PROCESS EXAMPLE

To illustrate the process for a trade-off analysis, consider
Fig. 8, which provides a generalized flow diagram. Within
this figure, consideration of the physical OT and emulated
plant, both cyber and physical mitigations to the cyber threat,
the buzzer analysis and potential threats are all represented.
The challenges of providing a relevant trade-off analysis are
based upon emulation or digital twin fidelity, the relevant
representation of the hardware implementations of the OT, the
scalability of the threat set identified and other factors. Metrics
of resilience should consider the physical system resilience
first, such as the referenced for power systems [14], and then
evaluate how the type of cyber-attack would lead to this result
[3]. For example, a denial of service attack can lead to a delay
in communications that can cause control algorithms to base
decisions on old data and yield instabilities in physical process
responses.

The trade-off process starts with a design that considers

the threats and responses, such as documented in Fig. 4. This
design requires input from a team that includes the OT engi-
neer, cybersecurity engineer/scientist and domain engineer (as
a minimum). Based upon the trade-off design, the individual
decomposition of the responses is considered in the design
of the buzzer, that will inject these responses for a variety
of cyber-attack sequences and then perform a comparative
analysis to confirm the desired resilience is maximized and
system impact is minimized.

VI. SUMMARY

This paper has outlined a foundation for performing trade-
off analysis between mitigation, benefit, and impact within OT
environments. This necessary process will provide the stepping
stone to informed acceptance of technologies to achieve cyber
resilience.

Recognizing the taxonomy of the cyber and physical pa-
rameter interfaces can enable an understanding of the ex-
pected and relevant communications traffic for an OT system.



Through enhancement of current OT design tools to include
communications consideration can inform the OT designer
of the trade-off risk that are based upon these taxonomies.
This understanding is necessary for OT asset owners before
accepting cyber feedback responses, but even cybersecurity
methods such as network segmentation.

Leveraging digital twins for plant emulation to measure
impact and existing tools for response like SDN would allow
for reducing the time to mitigate and reduce the impact from
cyber-attack. Through a defined process for trade-off evalu-
ation, the use of a buzzer would confirm the plant behavior
for each cyber and physical response and provide the final
confirmation of the design to the desired resilience and threat-
resilient control system.

ACKNOWLEDGMENT

Effort performed through Department of Energy under U.S.
DOE Idaho Operations Office Contract DE-AC07-051D14517,
as part of Laboratory Directed Research and Development, Re-
silient Control and Instrumentation Systems (ReCIS) program
of Idaho National Laboratory.

REFERENCES

[1] H. A. Kholidy, “Autonomous mitigation of cyber risks in the cy-
ber—physical systems,” Future Generation Computer Systems, vol. 115,
pp. 171-187, 2021.

[2] C. Rieger, C. Kolias, J. Ulrich, and T. R. McJunkin, “A cyber resilient
design for control systems,” in 2020 Resilience Week (RWS), 2020, pp.
18-25.

[3] C. G. Rieger, “Resilient control systems practical metrics basis for
defining mission impact,” in 2014 7th International Symposium on

Resilient Control Systems (ISRCS), 2014, pp. 1-10.

[4] C. Rieger, K. Schultz, T. Carroll, and T. McJunkin, “Resilient control
systems—basis, benchmarking and benefit,” IEEE Access, vol. 9, pp.
57565-57571, 2021.

[5] C. G. Rieger, D. I. Gertman, and M. A. McQueen, “Resilient control
systems: Next generation design research,” in 2009 2nd Conference on

Human System Interactions, 2009, pp. 632-636.

[6] J. Somorovsky, “Systematic Fuzzing and Testing of TLS Libraries.”
Vienna Austria: ACM, Oct. 2016, pp. 1492-1504. [Online]. Available:
https://dl.acm.org/doi/10.1145/2976749.2978411

[7]1 Y. Cai and W. K. Chan, “MagicFuzzer: Scalable deadlock detection for
large-scale applications,” 2012, pp. 606-616.

[8] S. Gan, C. Zhang, X. Qin, X. Tu, K. Li, Z. Pei, and Z. Chen, “CollAFL:
Path Sensitive Fuzzing,” in 2018 IEEE Symposium on Security and

Privacy (SP), May 2018, pp. 679-696.

[9] C. Lemieux and K. Sen, “FairFuzz: a targeted mutation strategy
for increasing greybox fuzz testing coverage”  Montpellier
France: ACM, Sep. 2018, pp. 475-485. [Online]. Available:
https://dl.acm.org/doi/10.1145/3238147.3238176

[10] C. Aschermann, T. Frassetto, T. Holz, P. Jauernig, A.-R. Sadeghi, and
D. Teuchert, “Nautilus: Fishing for Deep Bugs with Grammars,” San
Diego, CA, 2019.

[11] C. Aschermann, S. Schumilo, T. Blazytko, R. Gawlik, and T. Holz,
“Redqueen: Fuzzing with Input-to-State Correspondence,” San Diego,
CA, 2019.

[12] C. G. Rieger, D. I. Gertman, and M. A. McQueen, “Resilient control
systems: Next generation design research,” in 2009 2nd Conference on

Human System Interactions, 2009, pp. 632-636.

[13] Y. Chen, B. Xuan, C. M. Poskitt, J. Sun, and F. Zhang,
“Active fuzzing for testing and securing cyber-physical systems,” in
Proceedings of the 29th ACM SIGSOFT International Symposium on

Software Testing and Analysis. ACM, jul 2020. [Online]. Available:
https://doi.org/10.11452F3395363.3397376

[14] T. Phillips, T. McJunkin, C. Rieger, J. Gardner, and H. Mehrpouyan, “An
operational resilience metric for modern power distribution systems,”
in 2020 IEEE 20th International Conference on Software Quality,
Reliability and Security Companion (QRS-C), 2020, pp. 334-342.




