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1. Abstract

This project aims to evaluate RSA as a method for public-key
encryption for cyber-physical systems (CPS). As technology advances,
cyber attacks are increasing, and with them, the need for
cybersecurity advances;' the average cost for cybercrime in the world
was estimated at $6 trillion in 2021.2 A public-key cryptosystem that
has been around since 1977, RSA has recently garnered some
critiques for its fragility, computational cost, and lazy
implementation.? In this project | will review the mathematical
derivation of RSA, analyze the practical implications of such
mathematical framework for the security of RSA, and propose a
formal methods based approach to verify encryption schemes for
CPS.

4. Methods & Mathematics®
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Example: Bob chooses primes p=47 and g=67 and then computes
n=(47)(67)=3149. He chooses e = 5. Compute f=(47-1)(67-1)= 3036.

We verify that gcd(5, 3036)=1 using the Euclidean Algorithm:
3036 = (607)5 + 1 - 5=(5)1+0, so indeed gcd(5,3036)=1.

Bob must compute d = 5" (mod 3036) = multiplicative inverse of 5
modulo 3036 = an integer d s.t. 5d = 1 (mod 3036).
Working backwards through the Euclidean Algorithm we see that
3036 + (-607)5=1-

0 + (-607)5 = 1 (mod 3036)

—(2429)5 = 1 (mod 3036)

(Here we added 3036 to -607 to get 2429)

Thus we have d=24209.

Bob now has p, g, n, e, and d. He keeps p, g, and d secret and makes n
and e public so that Alice can send him an encrypted message.
If Alice wants to send “HI” to Bob, letting A—=01, B=02, ... “HI" gives
m=0809=809.
Then Alice takes Bob’s encryption key and computes
c = me (mod n) = 809° = 2522 (mod 3149)
For computing powers modulo n we use successive squaring.
5=4+1=2%+20>
809> = 80941 = (8092)2 (809)' = (654481)° (809) (mod 3149)
We continually reduce modulo 3149 until we achieve
(654481)2 (809) = ... = 2522 (mod 3149) = c.
Alice chooses c= 2522 (0<2522<3149).

Alice sends her cipher text ¢ to Bob. Bob can now decrypt Alice’s
message as m = ¢ (mod n) = 25222429 = 809 (mod 3149)
Bob identifies that m = 809 (0<809<3149). He recovers Alice's “HI.”

Pl i

www.inl.gov

Mentor: Dr. Gregory Shannon
ldaho National Laboratory

National & Homeland Security

2. Motivation
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and with it, attack vectors of CPS increases as well. This has caused
cybercrime to increase faster than ever. “Cybersecurity Ventures”
estimates that in 2021, businesses will fall prey to cyber attacks every

11 seconds, up from every 40 seconds in 2016.°

3. About Applied Cryptosystems— RSA Method

RSA 1s an asymmetric
encryption algorithm. This
means that it uses a pubI.icIy e PR < S—_
<nown key for encryption,  Privatekey Private Key
out uses a different key,
<nown only to the intended
recipient, for decryption. In  (uww e —— Y e —— ol
our case, the private key is p,  publickey Private Key
q’ and d/ and the pUbllC key Fig 2. Symmetric versus asymmetric encryption

Is n and e. For example, when Sara Logsdon Is attempting to connect
to her Idaho National Laboratory VPN from home, she uses the public
key n and e of the server to authenticate herself, and the server uses
the private key p, g, and d to decrypt the authentication message from
Sara. In this way, Sara's data remains in the established encrypted
tunnel for all communications between her and the server.

Symmetric Encryption

Asymmetric Encryption

5. Further Research: Formal Methods & CPS

Formal methods refers to constructing abstract
representations of software and using advanced
mathematical theorems to prove the software does
what one wants it to. This type of formal verification
enables programmers to prove their software does
not contain errors. RSA encryption has been verified
in the Isabelle/HOL theorem prover.

Formal Methods

Encryption

Scan for the
Isabelle/HOL
verification
code!”’

RSA allows users to pick their own many parameters, possibly in an
easily factorable way. Additionally, we observe that the larger our p
and g, the more challenging the key is to crack. As cybercrime evolves,
It demands longer, more computationally expensive keys. While RSA is
secure (even verified in Isabelle), the computational cost exceeds the
security. This opens the door for other encryption schemes for
computationally limited systems, and begins the discussion of the role
that formal methods may play in verifying such a scheme.
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