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“Top Down” SBOM

Product A
* Product C
* Product D

Product B
* Library 1
* Product E
* OpenSSL



Scenario:
Product SBOM 
says “OpenSSL”

■ UH OH!







What if we developed a “bottom up” 
SBOM?
■ Verify vendor SBOM

■ No vendor SBOM available

■ Just curious

Can be used for:

■ Incident Response

■ Supply Chain attack detection

■ Risk Management



Let’s look at PowerPoint



POWERPOINT
&

SHARED 
LIBRARY 
DEPENDENCIES



Hey look, it’s WebKit

Is there CYBER RISK to using WebKit?



■ Only 4 CVE!  Nice.

■ Latest CVE affects regex 
code in… WebKit 2.4.11 ??

■ otool –L said we had WebKit 
version 613.1.17 ???



*APPLE* 
WEBKIT
■ Way more CVE (93)

■ ”certain Apple products”

■ Stopped counting in 2017?
– …pretty sure there’s 

been newer vulns



CVE-2022-* ?!?!?



Let us not worry about WebKit

■ We know it’s there. 

■ We know it’s a dependency.

■ We can hash it and worry about versions later.

■ How about statically compiled libraries?  Y’know.  Like…



…what about OpenSSL?



YEP.
OPENSSL



Is OpenSSL dynamically loaded?
– Nope. It’s compiled.



We could stop here

■ We know OpenSSL is compiled into MSRightsManagement.

■ Absent any other information we could list OpenSSL as a “component” within 
MSRightsManagement, which itself is a shared library dependency of PowerPoint.

■ But that doesn’t tell us anything about those 215 CVEs.

■ Before we start RE how OpenSSL is used by MSRightsManagement, we can do more 
digging.



Find tokens in the binary we can use to compare against the open-source repository



Error strings are perfect.

Find crypto/rsa/rsa_ssl.c and look at line 0x19 (25) for a call to RSAerr() 



CRYPTO/RSA/RSA_
SSL.C
…IS *MISSING*



Found it!

And it matches the binary



We know it’s OpenSSL 1.X.Y

Cool.

We just don’t know which release





Found it

■ This commit was on 27 
September 2019

■ Next commit (which didn’t 
match) was on 23 March 2022

■ The copy of OpenSSL in 
PowerPoint was built / released 
before 23 March 2022.

■ Which means…



A release before 23 March 2022 
means that at least three of 
these CVE’s might apply.

And so, it goes on…



And we can  
do this.

■ which good news!

■ What’s more, because we know how to do it 
manually means we can automate it!

– For OpenSSL
– On architectures we can disassemble
– That haven’t been modified
– On binaries we know how to load
– …

■ We absolutely need to automate some of 
this… because it is not always this easy



One component of one library down

Only 28,508 files to go!



The number 
of files isn’t 
the whole 
story

■ What files are important files?  
– (All of them)

■ What about files created / used at 
runtime?  

– (Capture those too)

■ What if the product downloads an 
update?  

– (Uh-Oh)

■ What if there are files that are only 
installed / downloaded depending on your 
configuration or system?

– (please stop)

■ What about the files used to build/run the 
files? Compilers, interpreters, OS Kernels?

– (nervous laughter)





WHY “FILES”
and not software packages, like OpenSSL?



The General Process for Building SBOM 
from a Binary
Input: a file
■ Have I seen this file before?

– Yes: Done!
– No: Next step

■ Can I pull other files out of it?
– Yes: pull the files out and start again
– No: Next step

■ What’s inside?
– “Nothing”: You’re done!
– “Something”: Next step

■ Have I seen the something before?
– Yes: Done!
– No: Figure out what it is and start again



The General 
Process is 

General

■ Works on 
– “Firmware”
– JavaScript
– PE
– ELF
– PDF
– ISO
– MSI
– DOCX
– Python
– TEXT
– …
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