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DISCLAIMER

This information was prepared as an account of work sponsored by an
agency of the U.S. Government. Neither the U.S. Government nor any
agency thereof, nor any of their employees, makes any warranty, expressed
or implied, or assumes any legal liability or responsibility for the accuracy,
completeness, or usefulness, of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately
owned rights. References herein to any specific commercial product,
process, or service by trade name, trade mark, manufacturer, or otherwise,
does not necessarily constitute or imply its endorsement, recommendation,
or favoring by the U.S. Government or any agency thereof. The views and
opinions of authors expressed herein do not necessarily state or reflect
those of the U.S. Government or any agency thereof.
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− Software Developer/Researcher with
Idaho National Laboratory for about
1 year.

− BS Information Systems Technology
Cybersecurity / Computer Science:
California State University, San
Bernardino

− I enjoy ‘breaking’ things.

Who am I?

Introduction



STIX

• What is STIX?
− A format used to share and serialize

using XML (STIX v1)/ JSON (STIX
v2)

− STIX uses its own syntax
− Has committee that manages

specification
− Designed to improve capabilities in:

• Automated threat exchange
• Automated detection and

response
• Collaborative threat analysis

https://oasis-open.github.io/cti-
documentation

https://oasis-open.github.io/cti-documentation/
https://oasis-open.github.io/cti-documentation/


FC2: Firmware Command and Control

Firmware Command and Control (FC2)

− Funding from Department of Energy Offices
− Energy Efficiency and Renewable Energy (EERE) – Solar

Energy Technology Office (SETO) Guohui Yuan
− Cybersecurity, Energy Security and Emergency Response

(CESER) Akhlesh Kaushiva (AK)
− EERE - Building Technology Office (BTO) Erika Gupta

Industry Partners:

INL Lead with Laboratory Partners:
National Renewable Energy
Laboratory (Maurice Martin)

Sandia National Laboratory
(Chris Lamb)

Argonne National
Laboratory (Hyekyung
(Clarisse) Kim)



Mapping components into STIX
• Some of the components that we

were able to map:
− Hardware
− The Flow of Data
− Process, File Trees, Network

Topology, Attack Surfaces via
NVD scripts or OpenVAS and
Software Bill of Materials.

• We leverage scripts to translate
software component and get
results

Project FC2: Embedded Systems and Software
Component Results Translated to STIX



• List of components in a piece of software.

• Software Bill of Materials aims to fix this by
providing information to the end user.

• There are Different formats:
− CycloneDX
− Software Package Data Exchange (SPDX)
− Software Identification (SWID) Tags

• This can be used to identify vulnerabilities or
license issues.

• In the Cyber world, information is key. Here at
Idaho National Laboratory, we are seeking
ways to solve this issue to help identify
potential issues ahead of time.

Software Bill of Materials
What is this phenomenon?

This Photo by Unknown
Author is licensed under CC
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INL SBOM Generation



IX: Mapping our Applications



Generating SBOM from STIX Bundles

• Utilizing Python we’re able to extract
application from bundles to generate
SBOM

• There are different formats, this example
can search for software within your
environment and generate a CycloneDX
format Software Bill of Material.
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https://en.wikiversity.org/wiki/Python_Concepts
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Data is important



Potential Vulnerabilities

This Photo by
Unknown Author
is licensed under
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Demo (Video)

• Video will show:
− Generation of IX bundle
− Generation of validated Software Bill of Material from IX Bundle
− Use of Created web app to load the Software Bill of Materials
− How this can be used to leverage potential vulnerabilities
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Video Demo



Next Steps: Binary Visualization from SBOM

• Automating vulnerabilities



Project Supporting our Efforts



Questions



Sources

• https://cyclonedx.org/
• https://oasis-open.github.io/cti-documentation

• https://spdx.dev/

• https://csrc.nist.gov/projects/software-identification-swid

https://cyclonedx.org/
https://oasis-open.github.io/cti-documentation
https://spdx.dev/
https://csrc.nist.gov/projects/software-identification-swid

