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Cybersecurity Guide for Distributed Wind

Establishi hitect _ Gybersecurity Guide
>HAVISNING & EOmImon areiiesire for Distributed Wind

Need for cybersecurity for distributed wind |
Challenges of securing distributed wind ——— ra¥
Cyber risk management architecture

Recommendations & stakeholder roles
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Distributed Wind Reference Architecture
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Distributed Wind Reference Architecture
Overall Architecture
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Distributed Wind Reference Architecture
Customized Architectures

* How does this system change based on the configuration of assets?

Hierarchical DER System Five-Level Architecture, Mapped to the Smart Grid Architecture Model (SGAM)

Information and
Communications Market
Technolagy (ICT)

: o[ eves:
: + | Third Parties: Vendor, Plant-Level
g | Microgrid DERMS Enterprise
H H Fadlities: DER
3 H and Load Energy
! g Management
' H Aggregator DER & Energy Services
: : Load Management Interface (ESI)
3 H System (ADMS) or
g H DER Grid Code "
: : Aggregator DERMS TR Operation
H : Functions
LEVEL2: Station
Facilities with DERs and/or IBRs
Site WAN/L
Wind Plant Energy Fadilities DER Energy Fadlities Load
Management System Management Systems (FDEMS) Management
Distribution 5
Substation Field
LEVEL1:
Integrated Autonomous Cyber-Physical - IFRIIRVETITMF - [FRISE THY [
oty DERSEEES Turbine Controller Jil ~ Controller Controller
cheme
\ Local EPS Wind Turbine Energy Storage
Protection
! Process
Area EPS Meter at PCC ECP ECP ECP
Transmission Distribution Distributed Energy Resources (DER) /Customer Premises.

Hierarchical DER System Five-Level Architecture, Mapped to the Smart Grid Architecture Model (SGAM)

Information and
Communications Market
Technolagy (ICT)
LEVEL4: Distribution Management LEVEL 33
DS0: Distribution Utility Operational  [EFMNRRTNYES 5 ';hlvd Pi:n HVQ!‘;H,
5 b regator, Flexibili 5
Analysis & Control for Grid Management e Y Enterprise
Geographic Outage Contractual Agreements
Information [l Management with DER Systems,
system (GIs) [l System(oMs) [ W Failities, & Aggregators
Aggregator DER &
Load Management
System (ADMS) or .
Transmission [l DERManagement [lll - DER Communications Aggregator DERMS Operation
Bus Load System (Utility bilities
Model (TBLM)
Station
Distribution 3
Substation Field
LEVEL 1:
[rr— Autonomous Cyber-Physical ESURSTT
Protection DERSZERS Turbine Controller
Scheme
\ Local EPS Wind Turbine
Protection
! Process
Area EPS Meter at PCC ECP
Transmission Distribution Distributed Energy Resources (DER) /Customer Premises

Hierarchical DER System Five-Level Architecture, Mapped to the Smart Grid Architecture Model (SGAM)

H Information and
H Communications Market
g Technology (ICT)
H g Enterprise
e Operation
LEVEL2: Station
Facilities with DERs and/or IBRs
Wind Plant Energy
g Management System
Distribution H T )
Substation H i
. LEVEL 1:
Integrated 2 Autonomous Cyber-Physical IFSNFRSVETIFINE | [FEN e e W
P;nthm n ; RERSYten S Turbine Controller il Controller Controller
cheme g
g \ Local EPS Wind Turbine Energy Storage
g Protection
! Process
Area EPS o[ T meteratpec
9 o
Transmission Distribution Distributed Energy Resources (DER) /Customer Premises

Microgrid

Aggregator
managed

Behind-the-meter

IDAHO NATIONAL LABORATORY




- The Need for Distributed Wind cybersecurity
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- Academic Exercises in Exploiting Distributed Wind

 Attacks against SCADA system for unauthorized control

 Attacks targeting turbine damage, wind plant disruptions, substation
disruption and damage

* Worms to propagate within a turbine or throughout a wind plant network

* Vulnerabilities in specific turbine systems
- Cross-site request forgery to change default user password
— HMI vulnerability providing access to credentials in plain text

* Vulnerabilities exploited to exceed turbine limits

» Pass false measurement data between turbines and SCADA using a man-
In-the-middle attack

Zabetian-Hosseini, Asal, Ali Mehrizi-Sani, and Chen-Ching Liu. "Cyberattack to Cyber-Physical Model of Wind Farm SCADA." Paper
presented at the 44th Annual Conference of the IEEE Industrial Electronics Society, Washington, D.C., October 2018.
DOI:10.1109/iecon.2018.8591200

Staggs, Jason, David Ferlemann, and Sujeet Shenoi. "Wind Farm Security: Attack Surface, Targets, Scenarios and Mitigation."
International Journal of Critical Infrastructure Protection 17 (2017): 3-14. DOI:10.1016/].ijcip.2017.03.001.

ICS-CERT. "XZERES 442SR Wind Turbine Vulnerability." Last modified August 27, 2018. [Online]. https://ics—cert.us-
cert.gov/advisories/ICSA-15-076-01

Yan, Jie, Chen-Ching Liu, and Manimaran Govindarasu. "Cyber Intrusion of Wmd Farm SCADA System and Its Impact Analysis."
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- Real-world Events

» 2014: Russian-linked hackers remotely accessed
and manipulated wind turbines’ automatic
voltage regulator settings (limited reach)

« 2018: Technician downloaded malware by
mistake on a laptop. Later, when plugged into
wind plant, turbines stopped working one-by-one

« 2018: Workstations infected with cryptojacking
malware, slowing down wind network

« March 2019: Firewall vulnerability led to DoS that
disrupted view into solar and wind generation
sites

IDAHO NATIONAL LABORATORY
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I Real World Events Cont.

* Nov. 19, 2021: Vestas hit by ransomware

* Feb. 24, 2022: Enercon wind turbines in
Germany lose remote monitoring connection
due to SATCOM attack

* March 31, 2022: Nordex Group, major wind
turbine manufacturer, hit by Conti
ransomware

* April 11, 2022: Deutsche Windtechnik, wind
turbine maintenance company, hit by cyber
attack
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- Challenges to Securing Distributed Wind Systems
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- Risk Management Architecture

| Threat | Vulnerability M Consequence

Mv

* Risk management comes from mitigating each element
individually

* Cyber resilience measures can apply to any element
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- Risk Management Architecture: Threats

- Intent: may be intentional (driven by a
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- Risk Management Architecture: Vulnerabilities
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* Vulnerability: a weakness which can be
exploited by an adversary to gain
unauthorized access to or perform
unauthorized actions on a system
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POTENTIAL IMPACT BY STAKEHOLDER

Utility (Non-Operator)

Operator
(Facility/Aggregator/Utility)

- Risk Management Architecture: Consequences

Manufacturer, Integrator, or Installer
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+ Decommission the product from the market
+ Finandial liability
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- Mitigations: Cyber resilience by design

« Recommendations to align with
IEEE 1547.3, Section 5

— Risk assessment and P Y = @
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Source: Xanthus Consulting Intemational
21-50152
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- Mitigations: Cyber Resilience by Design

» Stakeholder roles and responsibilities

Cybersecurity
for Distributed Wind

Cybersecurity Cybersecurity
for Distributed Wind for Distributed Wind

What Manufacturers Need to Know What Integrators Need to Know

L
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What Operators Need to Know

Manufacturers Integrators Operators

IDAHO NATIONAL LABORATORY




ldano National oborotory

Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research
in each of DOE's strategic goal areas: energy, national security, science and the environment.

WWW.INL.GOV




