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CyOTE Purpose 
and Goals
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Today’s energy sector IT and OT systems are complex and 
interconnected.

Sophisticated adversaries have the knowledge to target  OT 
environments that result in physical disruptions to energy flows or 
damaged equipment.

Industry visibility, monitoring, and analysis capabilities in the OT 
space are still relatively new and immature—leaving asset owners 
and operators (AOOs) struggling to determine whether anomalous 
operational events potentially have a malicious cyber cause.

We need to change the paradigm for security and begin thinking 
of security as a holistic analysis of business operations to identify 
anomalies from unalterable data sources and investigate further 
from those sources.

What Need is CyOTE Targeting?
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Most AOOs lack the capability to analyze data from their OT 
networks effectively and consistently identify attacks, much 
less in real time – in significant contrast to their IT networks.

What is the Problem CyOTE is
Trying to Address?

Even those who have some capabilities still want and need to 
improve their level of OT understanding.

Improving understanding of OT data enables AOOs to make 
better risk-informed decisions to secure their OT environments.
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Challenges
Regulations limit the information that can be shared.

Geographic dispersion of assets in the field.

Communications channels may be limited.

No common lexicon for data fields and threat information.

Understanding anomalies in operations.
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Develop a threat identification capability for energy 
sector asset owners and operators to independently 
identify indicators of attack within their operational 

technology (OT) networks.

CyOTE Vision
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CyOTE aims to move the energy sector AOO’s threat detection capability 
earlier into an attack campaign. The better understanding an asset owner 

has into their OT environment, the less obvious anomalies they may be able to 
confidently identify as either an attack technique or a non-malicious 

operational failure. This shifts the AOO’s threat detection capability earlier 
into an attack campaign to identify attacks with ever-decreasing impacts.

Solution
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Leveraging HOP 
Principles
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 Adapted from Endsley’s 
1995 Model of Situation 
Awareness
 Perception: individual 

human ability to detect an 
observable
 Comprehension: 

organizational human ability 
to understand an 
observable

Central Concept

Image: https://www.nerc.com/comm/RSTC_Reliability_Guidelines/SA_for_System_Operators.pdf 
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• Observable: an occurrence 
that can be perceived

• Anomaly: an observable 
different from what is expected 
or “normal”

• Triggering event: an anomaly 
that merits investigation

Nested Mental Model of Occurrences

Everything

Observables

Anomalies

Triggering
Events
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Knowns and Unknowns
 The world is divided into 

Knowns and Unknowns
 Division applies to 

perception and to 
comprehension
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Improving Perception
 Improving our perception 

shrinks the Unknown 
world
 Conscious visibility
 Still need to understand 

the newly perceived 
observables
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Improving Comprehension
 Improving our 

comprehension further 
shrinks the unknown 
world
 Better idea of what not-

yet-perceived observables 
look like (Fact Sheets and 
Recipes)
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 Relationships between departments

 Energy monitoring capabilities and practices

 Capability to respond to and resolve reliability failures

 Capability to respond to and resolve cybersecurity incidents*

 Understanding of organizational risk appetite*

 Capability for organizational learning and continuous improvement

 OT instrumented visibility*
* Relates to a Cybersecurity Capability Maturity Model (C2M2) domain

Organizational Capabilities
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• How to understand the information you 
have, not get more data

• Applies concepts of perception and 
comprehension to a world of Knowns and 
Unknowns

• MITRE ATT&CK® Framework for ICS is a 
central part of our common lexicon

• Endpoint is making a risk-informed 
decision to conduct incident response or 
to treat as a reliability failure

• Over time, detect fainter signals sooner

CyOTE Methodology Overview
CyOTE Methodology

PerceptionTriggering
Event

Reliability
Failure Fix

Incident
Response

Comprehension

Decision
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• Define your triggering events

• Alarms, human pattern 
matching, business process 
exceptions

• Who else needs to know, i.e. 
transition from individual to 
organizational awareness

Employment: Perception

PerceptionTriggering
Event

Reliability
Failure Fix

Incident
Response

Comprehension

Decision

CyOTE Methodology
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• Identify and locate sources of 
information

• Build context: are related observables 
expected or not, present or not?

• How much does this resemble a 
known technique?

• Knowledge management and 
documentation

• Recursive pivots to explore related 
observables

Employment: Comprehension

PerceptionTriggering
Event

Reliability
Failure Fix

Incident
Response

Comprehension

Decision

CyOTE Methodology
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Organizational comprehension requires 
significant cooperation between disparate 
roles and responsibilities across an AOO's 
organization that may not regularly work 
together, including some roles that do not 
have traditional security responsibilities.

Collaboration 
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• Risk-informed, binary 
business decision on how 
to resolve the situation

• Scientific method analogy
‒ H0: Reliability failure
‒ H1: Incident
‒ Confidence level based

on risk appetite

Employment: Decision

PerceptionTriggering
Event

Reliability
Failure Fix

Incident
Response

Comprehension

Decision

CyOTE Methodology



21

• The CyOTE team is creating Case Studies using both historical OT attack 
scenarios and scenarios identified with AOO partners to demonstrate 
where AOOs could apply the CyOTE methodology to identify effects
of malicious cyber activity and correlate the effects to techniques.

• These Case Studies provide the opportunity to better demonstrate 
how the CyOTE methodology could create broader understanding 
of OT environments and help identify attack campaigns with ever-
decreasing impacts.

Learning through Case Studies
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• We need to change the paradigm for security and begin thinking of security as a holistic 
analysis of business operations to identify anomalies from unmaskable data sources and 
conduct further investigation of any associated data.

• Correlating operational anomalies/observables to techniques and linking them to other 
anomalies provides the ability to detect attack campaigns with ever-decreasing impacts.

• Read the full CyOTE methodology paper at                                                  
https://inl.gov/wp-content/uploads/2021/07/CyOTE-Methodology-20210625-final.pdf

• You can help by employing the CyOTE methodology in your organization: 
o look for anomalies in your environments, 
o identify anomalies that would trigger further investigations, 
o correlate available data sources, 
o associate additional anomalies, and 
o determine if you are in the early stages of an attack campaign.

Final Thoughts
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QUESTIONS and DISCUSSION

CyOTE.Program@hq.doe.gov

CyOTE.Program@hq.doe.gov

Sam Chanoski
Technical Relationship Manager | Cybercore Integration Center
samuel.chanoski@inl.gov
Idaho National Laboratory | Atlanta, GA


