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Critical Infrastructure

• “Critical infrastructure describes the physical and cyber systems and 
assets that are so vital to the United States that their incapacity or 
destruction would have a debilitating impact on our physical or economic 
security or public health or safety.” https://www.dhs.gov/topic/critical-infrastructure-security

• A few examples…
− Nuclear Power Plants
− Water Treatment Facilities
− Hydroelectric Plants
− Airports

https://www.energy.gov/ne/nuclear-reactor-technologies

https://www.dhs.gov/topic/critical-infrastructure-security
https://www.energy.gov/ne/nuclear-reactor-technologies


Project Overview

• Implement computer vision techniques to analyze imagery and 
return a list of included features

QAQC:
Explainability

Input:
Image

Assessment:
Run the Model 

(CNN)

Output:
Feature Labels

https://www.portlandoregon.gov/bes/
article/40645

https://acadgild.com/blog/convolutio
nal-neural-network-cnn



What’s our current status
• Densenet-161 and ResNeXt-101 Prototypes

− Can differentiate between airports and 
water treatment plants

• Expand to include additional labels
• Now we need to…

− Make some choices 
• Architecture

− Expand the model
• Additional facility labels
• Inclusion of sublabels

− Evaluate model performance
• Error catching
• Explainability
• Verification and Validation

− Adapt the model for other datasets
• Transfer learning

Adaptability
Transfer Learning

Model Expansion
Additional labels and sublabels

Quality
Error catching, verification and 
validation, explainability

Choices
Architecture

https://www.usgs.gov/media/images/central-wastewater-treatment-plant-nashville



Choices: 
Architecture

• ResNeXt
− Behaves like ResNet, but with 

improved accuracy
− Performs well with imagery
− Skip connections: allow for the 

efficient use of deep networks
• DenseNet

− Developed for visual object 
recognition

− Requires fewer parameters
− Functional Map of the World

Adaptability
Transfer Learning

Model Expansion
Additional labels and sublabels

Quality Control
Error catching, verification 
and validation, explainability

Choices
Architecture

(Huang et al., 2017)

(Huang et al., 2017)

(Géron et al., 201)



Choices: 
Preliminary Architecture Comparison

Adaptability
Transfer Learning

Model Expansion
Additional labels and sublabels

Quality Control
Error catching, verification 
and validation, explainability

Choices
Architecture
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Model Expansion: 
Multilabel Semantic Segmentation

• Classifying data into categories and 
subcategories

• Category = Water Treatment Plant
• Subcategory = Water Tank

− How should we assess sub-features?
• Defining characteristics?
• Dataset development method?
• Prodigy as a tool for segmentation?

− Which classification structures ‘play 
nicely’ with the model?

− At what stage are sub-features 
assessed within the model?

• Assessed in the primary CNN? 
• Nested classification structure? 

Adaptability
Transfer Learning

Quality Control
Error catching, verification 
and validation, explainability

Choices
Architecture

Model Expansion
Additional labels and sublabels



Quality Control: 
Error Catching, Verification, and Validation

• What if there is no Critical 
Infrastructure (CI) in an image? 

• What if there are multiple CI 
types in an image?

• How does the model handle 
feature variability?
− E.g. Small vs. large 

hydroelectric plants
• Why did the model make the 

choice that it did?
− Explainability!

• How accurate do we want to be? 
Is there a floor?

Adaptability
Transfer Learning

Model Expansion
Additional labels and sublabels

Quality Control
Error catching, verification 
and validation, explainability

Choices
Architecture

https://landslides.photoshelter.com/image/I0000IrFCOLPEkf4



Quality Control: 
Explainability

Adaptability
Transfer Learning

Model Expansion
Additional labels and sublabels

Quality Control
Error catching, verification 
and validation, explainability

Choices
Architecture

• Explainability: additional scripts to explain why a model came to a 
decision
− provides a ‘gut check’ step to ensure that the model is focusing on the correct features

• Can the model be trusted?
− And why? Why not?

• Why did the model make the choices that it did?
• Where are the problem areas?

(Ribeiro et al., 2016)



Adaptability: 
Transfer Learning
• How can we take what a model has learned and apply it to a 

dataset with different characteristics?

• Extrapolate information from the current model so that it can be 
applied to alternative datasets
− Bypass development//implementation of a new model

Model Expansion
Additional labels and sublabels

Quality Control
Error catching, verification 
and validation, explainability

Choices
Architecture

Adaptability
Transfer Learning

http://hhoppe.com/proj/pyramid/
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