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EXECUTIVE SUMMARY 

Idaho National Laboratory (INL), which is supported by the Department of 
Energy Office of Nuclear Energy (DOE-NE) through the Nuclear Science User 
Facilities, provides the broader DOE-NE user community with access to 
supercomputer systems and data storage, along with support staff for system 
management, software installation, cybersecurity, and other types of support. A 
key element of this support is the provision of long-term or perpetual data storage 
as part of a larger effort to improve reproducibility in modeling and simulation 
activities, in addition to supporting simulations by helping meet regulatory 
compliance requirements. The present milestone details the deployment of a new 
type of storage option for users who require tamper-resistant perpetual data 
storage and the associated support for data control and release using the data 
storage web interface. 

The perpetual data storage system—known as the write-once read-many 
(WORM) data storage system—is integrated within the Open OnDemand 
framework deployed at INL. The Open OnDemand science gateway is utilized by 
over 70% of users of the high-performance computing (HPC) system, and serves 
as the principal channel for accessing HPC resources. It also hosts the WORM 
dashboard for utilizing the perpetual data storage capabilities. Furthermore, it 
provides an interface to a specialized partition of storage that uses cryptographic 
hashes to ensure the data are not tampered with or compromised, with fully 
redundant storage in two physically separate locations. 

The WORM dashboard provides visibility into datasets that were previously 
added to the WORM storage system. This is achieved independently, without 
requiring a command line interface for attaining access. This dashboard is 
compatible with most browsers. The WORM filesystem, WORM dashboard, 
cryptographic hash protection, and data storage redundancy capabilities – all 
added as part of this milestone – provide a new perpetual data storage capability 
that functions in tandem with the HPC systems supported by the Nuclear Science 
User Facilities and open up new capabilities for use by the broader DOE-NE user 
community. 
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1. INTRODUCTION 
Idaho National Laboratory (INL), which is supported by the Department of Energy Office of Nuclear 

Energy (DOE-NE) through the Nuclear Science User Facilities, provides the broader DOE-NE user 
community with access to supercomputer systems and data storage, along with support staff for system 
management, software installation, cybersecurity, and other types of support. A key element of this 
support is the provision of long-term or perpetual data storage as part of a larger effort to improve 
reproducibility in modeling and simulation activities, in addition to supporting simulations by helping 
meet regulatory compliance requirements. The present milestone details the deployment of a new type of 
storage option for users who require tamper-resistant perpetual data storage and the associated support for 
data control and release using the data storage web interface. 

2. WORM 
The perpetual data storage system—known as the write-once read-many (WORM) data storage 

system—is integrated within the Open OnDemand framework deployed at INL. For accessing the high-
performance computing (HPC) systems, the Open OnDemand science gateway (illustrated in Figure 1) 
functions as the primary channel for over 70% of the userbase. When using the Open OnDemand science 
gateway, access to the WORM data storage is attained by opening the Interactive Apps drop-down menu 
and selecting the Research Data Management option (see Figure 2). 

 
Figure 1. Open OnDemand science gateway. 
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Figure 2. WORM data storage is accessed in the Open OnDemand science gateway by opening the 
Interactive Apps drop-down menu and selecting the Research Data Management option. 

There are two parts to the WORM interface. The first part is a form, shown in Figure 3, for adding 
data to the WORM. By either typing in the path or selecting the file(s) via a file browser, the user can 
specify an entire directory or set of files to be added to the WORM. A brief description of the data is 
requested but not required. The “Requestor” field reflects the name of the user serving as the principal 
point of contact for the dataset. This may or may not be the same user who is uploading the data to the 
system. Finally, the data uploader must indicate whether these data can be made world readable or should 
instead be limited to a certain group. If the data are set to be restricted to a particular group, valid group 
options will automatically appear, as shown in Figure 4. 

 
Figure 3. Form for submitting data to the WORM. 
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Figure 4. Valid group options that appear whenever a data uploader requests that access to the data be 
restricted to a specific group. 

When the data uploader has completed the form and then selects “Launch,” a background process 
begins copying the data. Copies of larger data files can require several hours; the user can monitor the 
progress by referring to the session logs. 

Data in the WORM can be accessed in three ways: via the command line interface, file browser, or 
WORM dashboard. For both the command line interface and file browser, the WORM data are located in 
the /rdm partition on the HPC systems. World-readable data are separated from group-readable data by 
different head directories. Figure 5 shows the WORM dashboard, which lists all the projects in WORM 
that are accessible to the user who logged into Open OnDemand science gateway. The dashboard also 
shows who uploaded the original dataset. This dashboard provides an alternative to using the command 
line interface and is compatible with most browsers.  

 
Figure 5. WORM dashboard. 

In each submitted project, a sha256sum hash is included with all submitted files and directories. This 
cryptographic hash provides users complete assurance that the data have not been modified or tampered 
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with since being uploaded to the WORM data storage system. Running the command sha256sum -c 
<hashname> generates a list of each file in the current directory, and whether the cryptographic hash for 
the file indicates that the file has not been tampered with or changed. Any user can run this command at 
any time. 

The data storage hardware consists of four Dell EMC A300 nodes, each featuring 15x12 TB drives 
and connected via two S5232F network switches. Data redundancy within the configuration keeps the 
overall storage capacity at around 500 TB. The data storage capability was integrated into the data center 
and was first made available to users on October 20, 2022. 
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