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Abstract—Network traffic classification via machine learning
on network packet payloads has emerged as an active area of
research for network security due to the high accuracy machine
learning models have achieved in classifying payloads. For
effective deployment as part of network security, these machine
learning models must not only classify malicious packet payloads
accurately, they must also identify anomalous payloads and
perform inference at speeds generally faster than 10,000 packets
per second to be effective. This work explores the inference speeds
and accuracy of several neural network models implemented
in programmable logic on various field programmable gate
arrays (FPGA), including the Xilinx VC1902 and Xilinx Zynq
Ultrascale+. This work also presents the design and performance
of both an autoencoder and variational autoencoder programmed
on the FPGA for identifying anomalous packet payloads. The
performance benefits of the FPGA implementation for this type
of packet payload inspection driven by machine learning are
compared against graphics processing unit (GPU) inference
implementations run on two state-of-the-art datacenter GPU
devices, the NVIDIA V100 and A100. The model accuracy
difference between the FPGA and GPU implementations was 4%
or less while the Xilinx VC1902 outperformed both the NVIDIA
V100 and A100 for inference speeds on all the models explored
except the variational autoencoder.

I. INTRODUCTION

Network traffic classification via machine learning on net-
work packet payloads has emerged as an active area of
research for network security [7, 13, 12, 16, 9, 5, 15, 11, 8].
Machine learning models are already able to both classify
packet payloads with high accuracy as well as identify anoma-
lous payloads to protect against zero-day attacks. For effective
deployment as part of network security, these machine learn-
ing models must not only classify packets accurately, they
must also correctly identify anomalous packets and perform
inference at speeds generally faster than 10,000 packets per
second as driven by 5G latency standards. However, of the
various state-of-the-art methods for packet classification re-
cently reviewed in [5], classification performance per packet
was nearly a factor of 20 or more slower than this for each
of the 11 methods examined. To explore how deep learning
models for network payload perform in programmable logic,
this work explores packet payload classification and anomaly
detection using several types of machine learning models
implemented on field programmable gate arrays (FPGA),
including a convolutional neural network (CNN), a residual

neural network (ResNet), and the autoencoder architecture.
Each of these have been successfully applied to network packet
payload classification before: ResNet in [7], CNN in [7, 15],
and autoencoder in [11]. In addition to these, this work
describes and implements a variational autoencoder [6] for
anomaly detection in network packet payloads and deploys
this architecture to FPGA. The performance and accuracy for
each is examined using publicly available datasets, including
NDSec-1 [3] and CTU-13 [4], with FPGA results compared
against those using an advanced graphics processing unit
(GPU) for inference. The accuracy difference between FPGA
and GPU implementations for all models is 4% or less while
the Xilinx VC1902 outperformed the state-of-the-art NVIDIA
A100 GPU in all cases except the variational autoencoder and
easily exceeded the 10,000 packet per second threshold in all
models except the variational autoencoder.

This work is structured as follows: in Section II, the prior
art for packet payload classification and anomaly detection is
reviewed. In Section III, the FPGAs, GPUs, the raw packet
datasets, and the network structure for the machine learning
models are described. In Section IV, the results including
performance, recall, precision, and F1 score for packet classi-
fication and anomaly detection are reported. In Section V, we
present our conclusions and identify research questions left for
future research.

II. RELATED WORK

Deep learning approaches have been successfully applied in
both packet classification and anomaly detection. Supervised
learning approaches for packet classification have leveraged
CNNs [16, 15, 7, 8], ResNet [7], and recurrent neural net-
works [8, 15] while unsupervised approaches have leveraged
autoencoders [11]. Other approaches to anomaly detection
have included n−gram approaches [14] and word2vec [10] ap-
plied to packet payloads [5]. While performance was evaluated
for each of those approaches, none exceeded the 10,000 packet
per second threshold, and the evaluated models were not
implemented in programmable logic in any of these examples.

This work leverages some of the best deep learning ap-
proaches evaluated in these prior efforts for both classification
(CNN, ResNet) and anomaly detection (autoencoder) and
evaluates these models on state-of-the-art datacenter GPUs for



comparison with state-of-the-art FPGA implementations. For
comparison purposes, two of the same datasets used in [5]
have been used for the model evaluations in this work both
on GPUs and FPGAs.

III. METHODS

A. Experimental setup and dataset

The NDSec-1 [3] dataset was collected in 2016 by the
University of Applied Sciences Fulda (Germany). The raw
NDSec-1 data was created by collecting normal traffic packets
and simulated attack packets. The flows relative to each of the
packets were classified in a separate dataset with three different
labels. The primary label specified the type of attack as either
Web Attack, BotNet, Bruteforce, DoS, Exploit, Malware,
Misc, Probe, or Normal, if the flow did not contain attack
traffic. The secondary label contained additional info regarding
the flow, in the case of Normal traffic, or additional info
regarding the type of attack, in the case of attack traffic. The
tertiary label contained comments and additional attributes re-
garding each flow. For our purposes, the secondary and tertiary
labels were dropped. From NDSec-1, a new representation was
created in which individual packets were labeled according to
their flows. Because of severe imbalances in the data where
some attack labels contained as few as 208 packets and others
contained over 300,000, attacks were omitted if their packets
numbered less than 1,000. This left us with Web Attack,
BotNet, Bruteforce, DoS, Exploit, Malware, Misc, Probe and
Normal packets to be trained and tested.

The CTU-13 dataset was created in 2011 by CTU University
(Czech Republic). The data were created by capturing a large
amount of botnet traffic mixed with normal and background
traffic in thirteen different simulated scenarios. The packets
were labeled by the scenario in which they were collected.
Because of security concerns, the normal and background
traffic was omitted in the public release of the CTU-13 dataset.
To compensate for this, the CTU-13 dataset was augmented
with normal traffic as part of this study. This consisted of web
browsing traffic, video streams, downloads, and get-requests
to websites.

For both the modified NDSec-1 and CTU-13 datasets,
packets with empty payloads were omitted. Training and
testing was based purely on the payload of each packet. For
standardization purposes, payloads were either buffered or
truncated at 400 bytes. The hex was converted to bytes and
then stored as a numpy array with the shape [400, 1, 1].

The FPGAs used in the testing were the Xilinx Zynq Ultra-
scale+ FPGA on the ZCU104 evaluation board and the Xilinx
VC1902 FPGA on the VCK190 evaluation board. The GPUs
were the NVIDIA V100 with 32 GB of memory and A100
with 40 GB of memory. The experimental setup is summarized
in Figure 1. For each model explored, a standardized training
and testing set was used based on a 70/30 split. Inference
performance tests were run 10 times, the fastest and slowest
numbers were eliminated, and the average of the remaining
eight runs was reported.

B. Network structure

Four different supervised learning model structures were
made, tuned, and tested on the VCK190 and ZCU104 FPGA
evaluation boards and the A100 and V100 GPUs. The four
models were a basic CNN (Figure 2) referred to here as CNN-
1, a deeper CNN referred to here as CNN-4, a basic ResNet
model referred to here as ResNet-1, and a deeper ResNet
model (Figure 3) referred to here as ResNet-3. The specifics
of each model are detailed below. After making the basic
structure of each model, several different hyperparameters
were tested. The search space of these hyperparameters is
summarized in Table I. Not all hyperparameters are used in
each model; for example, the basic CNN has no dropout layers,
so variations of dropout rate were not tested for that case.
Table II summarizes the results of the optimal hyperparameter
search.

Hyperparameters Search Space
Activation function Sigmoid, Swish, Leaky ReLU,

ReLU, ELU, SELU, tanh
Dropout rate 0.0, 0.1, 0.2, 0.3, 0.4, 0.5
Learning rate 0.0001, 0.001, 0.01, 0.1, 0.02, 0.3, 1
Batch size 1, 10, 50, 100, 256, 500
Number of filters 8, 16, 32, 64, 128
Kernel size 1, 3, 5, 7
Optimizer Adam, RMSprop, Stochastic

gradient descent

TABLE I: Hyperparameter search space for the supervised learning models
used for network packet classification.

CNN-1 CNN-4 ResNet-1 ResNet-4
Dropout rate N/A 0.3 0.03 0.6
Learning rate 0.01 0.001 0.0001 0.0001
Batch size 100 100 50 50
Number of filters 128 128 64 64
Kernel size 7 3 2 2
Optimizer RMSprop Adam Adam Adam
Resnet blocks N/A N/A 1 3
Activation ELU ReLU ReLU RelU

TABLE II: Optimal hyperparameter values for the supervised learning models
used for network packet classification.

1) Autoencoder: Both an autoencoder and variational au-
toencoder were implemented on the programmable logic of
the FPGA due to the ability of the autoencoder architecture
to detect anomalous network packets and potential zero-day
attacks. Both the autoencoder and variational autoencoder
were trained on just normal network packet payloads collected
from web browsing traffic, video streams, downloads, and get-
requests to websites as described in Section III-A. The models
follow general autoencoder architectures of bottle-necking and
encoding the data down to a small latent space, which is then
decoded to produce a generated packet representative of and
similar to the original.

While autoencoders and variational autoencoders are often
used for generating new data, in this work, they are used to



Fig. 1: An overview of the experimental setup is shown here. The packet payloads in the datasets were divided into a 70/30 training/testing split. Model training
took place on the GPU. After training, each model was quantized using the Vitis toolset [1] and compiled for the FPGAs where accuracy and performance
metrics were evaluated.

detect anomalous network packet payloads. These generative
models were trained on normal network packet payloads in
order to create an encoded space that does not know how to
generate an attack payload in any meaningful way. When infer-
ring, the reconstruction loss will be higher for an anomalous
network packet payload, thereby allowing for identification.
With a baseline loss comparison of normal and now attack
payloads, a threshold value can manually be created that
represents if the model has been trained on similar data before.
The autoencoder and variational autoencoder architecture used
in this work are summarized in Figures 4 and 5, respectively.

2) CNN-1: The basic CNN consisted of just four hidden
layers. The first layer was the same reshape layer included in
each model. Then, a single 2D convolutional layer is used.
The other two layers were a max-pooling layer and a global-
average pooling layer. In the end, the model had a total of
7,174 trainable parameters. In Table 1, we can see that the
ELU activation function was the optimal choice of activation
functions for this model. However, it should be noted that the
ReLU function was used in the end. This is due to the fact
that ELU is not supported by the Vitis-AI [1] compiler. This
model was primarily created as a way of better understanding
how reducing the number of layers might affect the speed and

accuracy of a model.

3) CNN-4: The normal CNN had a total of 12 hidden
layers. There were four convolutional layers, paired with max-
pooling layers and dropout layers of 0.5. This model contained
56,949 trainable parameters.

4) Resnet-1: The basic Resnet model was created by iter-
ating through a ResNet block consisting of five convolutional
layers, two residual addition layers, two ReLU activation
functions, and finally a MaxPooling2D layer. After iterating
through the ResNet block, the model is made up of one
convolutional layer, one GlobalAveragePooling layer, and two
dense layers followed by two dropout layers of 0.5. The model
ended with a final dense layer of size two and a Softmax
activation function in order to provide a binary probability. In
total, the model was made up of 97,410 trainable parameters.

5) Resnet-3: The ResNet-3 model was designed exactly the
same as the ResNet-1 model but it iterated through the ResNet
block three times instead of one. After iterating through
the ResNet block, the model followed the same pattern as
the ResNet-1 model. The ResNet-3 model contained 236,130
trainable parameters in total.



Fig. 2: A summary of the CNN-1 model used for network packet payload classification.

Fig. 3: A summary of the ResNet-3 model used for network packet payload classification.

Fig. 4: Summary of the autoencoder model with a simple three-layer encoder-
decoder.

IV. RESULTS

The performance and accuracy results for the four super-
vised learning models and two unsupervised learning models
explored on both GPU and FPGA are presented here. The
VCK190 evaluation board hosting the VC1902 FPGA outper-
formed the best GPU (NVIDIA A100) in all cases except for
the variational autoencoder. The accuracy difference between
the FPGA and GPU implementations was less than 4%.
The variational autoencoder FPGA implementation required
a hybrid approach where some of the computations were
executed on the CPU rather than the FPGA, resulting in the
slower performance. The performance comparison between
the FPGA implementations and the GPU implementations is
shown in Table III. In these experiments, even the small Zynq
Ultrascale+ FPGA hosted on the ZCU104 evaluation board
nearly met 10,000 packets per second for all models except
the variational autoencoder.

The F1 score, accuracy, precision, and recall for the su-
pervised learning model cases for the NDSec-1 dataset are
shown in Table IV. The accuracy lost by moving the model
to the FPGA implementation was less than 4% in all cases
and remained above the 90% threshold. While fine tuning the
FPGA implementation can often reduce this accuracy loss, we
note that no fine tuning of any of the models was done for the
FPGA implementations in these results.

The CTU-13 dataset has been identified in previous work [5]
as challenging for some packet payload classifier models. The
F1 score, accuracy, precision, and recall of the supervised and
unsupervised models in this work for the CTU-13 dataset are
presented in Table VI. We found that ResNet-3 did the best on
the GPU; the confusion matrix for that model on the CTU-13
dataset is shown in Table V to illustrate which scenarios were
more likely to be misidentified.

Unlike the supervised learning models (CNN-1, CNN-4,
ResNet-1, ResNet-3), the unsupervised models (autoencoder,
variational autoencoder) were not trained on any attack packet
payloads and were only trained on normal traffic. When
these models were tested against the attacks in the CTU-
13 dataset to see if they could distinguish an attack packet
payload from a normal packet payload, the accuracy was not
as high as the supervised learning models for both GPU and
FPGA implementations as seen in Table VI. The variational
autoencoder had an accuracy nearly 8% better than the autoen-
coder and shows promise for future investigations. Because the
variational autoencoder has a combined mean squared error or
reconstructed loss as well as the Kullback–Leibler divergence
loss [2] used to map the deviations of the latent space, the



Fig. 5: Summary of the variational autoencoder model that utilizes a Kullback–Leibler divergence and reconstruction loss in the latent vector [2].

Model FPGA GPU
ZCU104 VCK190 V100 A100

Packets/Sec Packets/Sec Packets/Sec Packets/Sec

CNN-1 8.14k 25.8k 14.2k 23.7k
CNN-4 7.58k 24.9k 13.0k 22.1k

ResNet-1 8.02k 24.7k 12.7k 22.2k
ResNet-3 7.99k 26.3k 11.6k 20.8k

Autoencoder 7.81k 25.6k 14.4k 23.4k
Variational autoencoder 1.68k 4.14k 9.98k 23.6k

TABLE III: A comparison of the speed and accuracy of various machine-learning models run on GPU or FPGA.

Resnet-3 Resnet-1 CNN-4 CNN-1

F
P
G
A

F1 .921 .902 .931 .912
Accuracy .920 .902 .934 .912
Precision .931 .904 .954 .913
Recall .921 .901 .930 .911

G
P
U

F1 .939 .935 .954 .931
Accuracy .937 .935 .955 .931
Precision .953 .941 .955 .937
Recall .939 .917 .945 .930

TABLE IV: Accuracy, precision, recall, and F1 score for the supervised models explored here on both GPU and FPGA for the NDSec-1 dataset.

variational autoencoder provides a better distinction between
trained normal payloads and anomalous payloads than what
the basic autoencoder provides.

V. CONCLUSION

This work has explored the performance and accuracy
of four supervised learning models and two unsupervised
learning models for network packet payload classification
and anomaly detection. Using two publicly available datasets,
NDSec-1 and CTU-13, FPGA implementations of the machine
learning models were compared against GPU implementations
in terms of performance and accuracy. The performance of
FPGA implementations exceeded the GPU implementations in
all cases except for the variational autoencoder, which relied
on some computations on the CPU to fully implement the
variational autoencoder. The difference in accuracy between
the FPGA and GPU implementations for all models was less
than 4% without any fine tuning. These results suggest pro-
grammable logic implementations of machine learning models

can achieve the speed and accuracy needed to reliably classify
10,000 packets per second or higher for both supervised and
unsupervised learning modalities.

This work has also presented a variational autoencoder
implemented for the FPGA. The variational autoencoder gave
superior accuracy results over the autoencoder and suggests a
clear path to detecting anomalous packet payloads associated
with zero-day attacks. Future work will explore this variational
autoencoder while also removing the few components that
were computed on the CPU for a complete FPGA implemen-
tation.
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Data Type Normal Scenario 1 Scenario 2 Scenario 4 Scenario 5 Scenario 6 Scenario 7 Scenario 8 Scenario 9 Scenario 12 Scenario 13
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Scenario 8 14 5 0 82 9 0 102 892 24 187 78
Scenario 9 338 18 2 256 0 0 117 11 827 34 415
Scenario 12 49 4 6 58 4 0 10 172 80 1667 67
Scenario 13 234 46 3 418 25 0 156 15 504 25 676

TABLE V: Confusion matrix for CTU-13 using the ResNet-3 model.

ResNet-3 ResNet-1 CNN-4 CNN-1 Autoencoder Variational Autoencoder

F
P
G
A

F1 .807 .822 .817 .771 0.579 0.675
Accuracy .808 .820 .821 .770 0.617 0.694
Precision .830 .836 .862 .774 0.685 0.736
Recall .807 .807 .816 .771 0.617 0.694

G
P
U

F1 .832 .824 .817 .812 0.585 0.687
Accuracy .835 .823 .824 .801 0.619 0.700
Precision .854 .838 .870 .850 0.698 0.739
Recall .834 .823 .820 .808 0.619 0.700

TABLE VI: Accuracy, precision, recall, and F1 score for the CTU-13 dataset for the supervised and unsupervised models explored here on both FPGA and
GPU.
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