
INL is a U.S. Department of Energy National Laboratory operated by Battelle Energy Alliance, LLC

INL/CON-23-70754-Revision-0

Applying Cyber-Informed
Engineering to Power System
Operations

January 2023

Samuel Douglas Chanoski



DISCLAIMER

This information was prepared as an account of work sponsored by an
agency of the U.S. Government. Neither the U.S. Government nor any
agency thereof, nor any of their employees, makes any warranty, expressed
or implied, or assumes any legal liability or responsibility for the accuracy,
completeness, or usefulness, of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately
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Agenda

• System operator concepts
• Cyber-Informed Engineering
• Putting it Together



System 
Operator 
Concepts



Today’s Grid: A Mental Model



Operating a Dynamic Grid



Human-Machine System of Systems



Interdependent Tools



Organizational Team of Teams



“Convergence”

Information Technology (IT)
• Processing information

• Many unrelated general 
purpose COTS applications on 
each host

• Windows, macOS, Linux

• Commodity workstations and 
servers

• IT systems

• C-I-A

Operational Technology (OT)
• Processing information about 

physical processes

• Purposeful COTS applications

• Windows, macOS, Linux

• Dedicated commodity 
workstations and servers

• IT systems

• A-I-C

Industrial Control Systems (ICS)
• Directly controlling physical 

processes

• Single-purpose proprietary 
applications

• Embedded RTOS

• Purposeful devices 

• Grid infrastructure

• S-R-P

Purpose

Software

OS

Hardware

Resembles

“Triad”



Cybersecurity Opportunities



Cyber-
Informed 
Engineering



Cyber-Informed Engineering (CIE)

• Consistent observation that engineers 
and technical staff are not aware of how 
cyber threats affect digital designs and 
operations

• Need to ensure that inherent risks of 
digital technology (which manifest 
through failure, error, malign disruption, 
or compromise) are considered and 
mitigated in the earliest possible stages 
of the design lifecycle



Cyber-Informed Engineering (CIE)

• CIE uses design decisions and engineering controls to 
eliminate or mitigate avenues for cyber-enabled attack.

• CIE offers the opportunity to “engineer out” cyber risk
throughout the design and operation lifecycle, rather 
than add cybersecurity controls after the fact.

• Focused on engineers and technicians, CIE provides a 
framework for cyber education, awareness, and 
accountability.

• CIE aims to engender a culture of security aligned with 
the existing industry safety culture.

• For more information: https://inl.gov/cie/

https://inl.gov/cie/


CIE in Technology Readiness Levels

Traditional OT Cybersecurity risk 
mitigations are usually applied here…

… but are more effective and efficient 
when applied here.



CIE in Systems Engineering

… but are usually 
applied here.

OT Cybersecurity risk 
mitigations are more 
effective and efficient 
when applied here….



Principles of CIE
Design and Operations
Consequence-focused design
Engineered Controls
Secure information architecture
Design Simplification
Resilient layered defenses
Active defense

Organizational
Interdependency evaluation
Digital asset awareness
Cyber-secure supply chain controls
Planned resilience with no assumed security
Engineering information control
Security culture

3



Putting it 
Together 



CIE Principles Relevant to SysOps
Design and Operations
Consequence-focused design
Engineered Controls
Secure information architecture
Design Simplification
Resilient layered defenses
Active defense

Organizational
Interdependency evaluation
Digital asset awareness
Cyber-secure supply chain controls
Planned resilience with no assumed security
Engineering information control
Security culture

3



How do YOU CIE?



Questions?
Sam Chanoski, CISSP, GCIP, GICSP, C|EH 
Technical Relationship Manager
Idaho National Laboratory
samuel.chanoski@inl.gov.net

https://inl.gov/cie/
https://www.energy.gov/ceser/securing-
energy-infrastructure-executive-task-force

mailto:samuel.chanoski@inl.gov
mailto:ryan.quint@nerc.net
https://inl.gov/cie/
https://www.energy.gov/ceser/securing-energy-infrastructure-executive-task-force

