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First, Some HOP Concepts

Proven approaches from some of the leading minds in Safety



Dr. Todd Conklin

• Senior Advisor, Los Alamos 
National Laboratory

• PhD in Organizational 
Communication, University of 
New Mexico

• If you read one thing:       
Pre-Accident Investigations: 
An Introduction to 
Organizational Safety (2012)



Human Performance is a Systems issue

“We don’t design human 
error out of our work 
systems.”
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Human Performance is a Systems issue

“We don’t design human 
error out of our work 
systems.”

“We design human error 
into our work systems.”

Conklin, T. Pre-Accident Investigations: Better Questions



Learning from events and incidents

Conklin, T. Pre-Accident Investigations: Better Questions



What is Safety?

“Safety is not the absence 
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What is Safety?

“Safety is not the absence 
of accidents.”

“Safety is the presence of 
capacity.”

Conklin, T. Pre-Accident Investigations: Better Questions



The role of our Workforce

Conklin, T. Pre-Accident Investigations: Better Questions



WWTCS?
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Dr. James Reason

• Professor Emeritus of 
Psychology, University of 
Manchester

• PhD in Psychology, 
University of Leicester

• If you read one thing: 
Managing the Risk of 
Organizational Accidents
(1997)



Accident Causality
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Reason, J. Managing the Risks of Organizational Accidents



Dr. Erik Hollnagel

• CEO, Institute of Resilient 
Systems+

• PhD in Psychology, 
University of Aarhus

• If you read one thing: Safety-I 
and Safety-II: The Past and 
Future of Safety 
Management (2014)



Safety-I, “How We’ve Always Done it”

Hollnagel E., Wears R.L. and Braithwaite J. From Safety I to Safety II: A White Paper
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Safety-II, How It Really Happens

Hollnagel E., Wears R.L. and Braithwaite J. From Safety I to Safety II: A White Paper



Safety-I, “How We’ve Always Done it”

Hollnagel E., Wears R.L. and Braithwaite J. From Safety I to Safety II: A White Paper



The Nature of Human Error



The Nature of Human Error

“People” View “System” View
Accidents and incidents are caused by 
human error…

Human error is a symptom of pre-existing 
organizational shortcomings…

… and human error results from individual 
shortcomings (competence, attitude, 
motivation)…

... and these latent organizational 
weaknesses cause accidents and incidents 
(coincidentally exposing human error)…

… so we can prevent accidents and 
incidents by preventing human error…

… so we can reduce the consequences of 
accidents and incidents by remediating 
latent organizational weaknesses…

… through policies, punitive discipline, 
training requirements controlling work

… through improving the conditions and 
ecosystem surrounding work



Practical application: KnowledgeVine’s approach 



Now, Let’s Talk Security

What can we leverage from hard-earned improvements in safety, to improve 
cybersecurity?



But Isn’t Cyber Different?



But Isn’t Cyber Different?

• Visibility – the source of the harm is trying to 
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But Isn’t Cyber Different?

• Visibility – the source of the harm is trying to 
remain undetected

• Initiation – some active failures are outside the 
influence of the target organization 

• Sentience – the source of the harm is human 
and deliberate

• Time – cybersecurity outcomes are far less 
dependent on real-time performance

• Asymmetry – small errors can lead to outsized 
consequences



Incident Causality
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So what about that ‘look at the bright side’ part?

“Security is not the absence 
of incidents.”



So what about that ‘look at the bright side’ part?

“Security is not the absence 
of incidents.”
“Security is the presence of 

defenses.”



I need a HERO!

Midwest Reliability Organization, 2022



Monday morning quarterbacking your heroes

“Make G.O.A.T.s, not scapegoats!”

Adapted from KnowledgeVine, 2022



Can we assess this?

• Yes, by validated presence of
− foundational technical controls
− viable processes
− curious individuals and a just 

culture
• KPI targets expressed as 

success instead of failure
−mathematically equivalent
− psychologically different

• DoD Cybersecurity 
Scorecard example



A Final Thought

“What you call the disease?
I call it the remedy

And what you’re callin’ the cause, 
I call the cure.”

-David “Dicky” Barrett and Joseph Gittleman



Questions, Comments, Thoughts?!

Sam Chanoski
Technical Relationship Manager   |  Cybercore Integration Center
samuel.chanoski@inl.gov |   404-904-2480
Idaho National Laboratory   |   Atlanta, GA

mailto:samuel.chanoski@inl.gov


Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy. 
INL is the nation’s center for nuclear energy research and development, and also performs research 

in each of DOE’s strategic goal areas: energy, national security, science and the environment.
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