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Software Bill of Materials 
(SBOM) Sharing Lifecycle 
Report
A CISA and DOE CESER collaboration

Presenter Notes
Presentation Notes
Hello.

I would like to welcome everyone to this presentation on the Software Bill of Materials Sharing Lifecycle Report. 

Thank you for attending this presentation. If you have questions throughout the presentation, please drop them in chat wait until the end of the presentation when we will ask participants to raise their hand and we will move through the "hand raised" que. 

We will now drop the Report link to OSTI.GOV in the chat. Both CESER and CISA both have active links to the Report. 

This slide deck will also be available on OSTI.GOV in the next while. We will drop the URL link in chat after the presentation. If the link is not yet active, it will become active shortly. 

Now, let us talk about the SBOM Sharing Lifecycle Report. 



SBOM Sharing Lifecycle 
Report Overview
DOE Cybersecurity, Energy Security, and 
Emergency Response (CESER) and the 
Cybersecurity & Infrastructure Security Agency 
(CISA) co-sponsored the SBOM Sharing 
Lifecycle Report

Authors, contributors, and reviewers came from 
Idaho National Laboratory, Pacific Northwest 
National Laboratory, CISA, and CESER. 

Purpose of the Report:
◦ Enumerate and describe the different parties 

and phases of the SBOM sharing lifecycle
◦ Assist readers in choosing suitable SBOM 

sharing solutions

Presenter Notes
Presentation Notes
The SBOM Sharing Lifecycle Report was co-sponsored by DOE CESER and CISA and is a reflection of both agencies' desire and mission to protect our nation's critical infrastructure. 

If you did not know already, multi-party, long distance collaboration can be difficult but ultimately very rewarding. 

My experience in this process has led me to see a consciousness and effective collaboration between Idaho National Laboratory, Pacific Northwest National Laboratory, CISA, and CESER. It was a pleasure to work with the subject matter experts at all four organizations. 

One of our goals was to make a Report that would be durable. While it is expected that iterative work is a necessary part of the solution set tied to the larger supply chain, we focused our efforts on creating something that simplified potentially complex concepts. We know that as SBOM adoption rises, we will continue to see a wide variety of stakeholders. If we created something that allowed all types of stakeholders to read, understand, and apply these SBOM sharing principles, the Report would be relatively durable. 

As you will see in this presentation and as you read the paper, our goal was to clarify or expand on existing NTIA and CISA work. As we wrestled with sharing, we also came to the conclusion that certain concepts needed to be added into the existing vocabulary. These concepts and associated vocabulary were not created cart blanche by the authors but represent circumstances that already exist within the SBOM world but have not, we believe, been adequately captured and documented. 

While this Report is not a binding document, it aims to assist supply chain stakeholders in understanding SBOM sharing and providing insights that may help a stakeholder make good decisions based upon their own circumstances through the lens of interoperability and automation. 

The Report contains a relatively small survey of the SBOM sharing landscape. We would like to appreciate the participants (unnamed stakeholders) who gave of their time and attention to talk with us about SBOM sharing. Most of which are hard at work, considering how to improve SBOM sharing. 

While there were many active participants in this process, today we have myself, Michael Cutshaw from INL, and Tyler Williams from PNNL to help present an overview of the SBOM Sharing Lifecyle Report.

I will now turn the microphone over to Tyler. 

https://www.osti.gov/biblio/1969133


SBOM Sharing Lifecycle: NTIA Conceptual 
SBOM Exchange

Source: NTIA Multistakeholder Process “Sharing and Exchanging SBOMs” document

Presenter Notes
Presentation Notes
Building off of the previous working group documents that laid the groundwork for how SBOMs could be discovered and shared.
The Sharing and Exchanging SBOMs  takes the sharing process as being two steps Advertisement/Discovery and Access steps.
Expanding on the two-step process to explicitly separating out transport from access allows us to dig deeper into the automation of the process and evaluate use cases more effectively.
We describe the sharing lifecycle as being at its core, three phases, the Discovery, Access and Transport.




SBOM Sharing Lifecycle Phases

Presenter Notes
Presentation Notes
The sharing lifecycle was broken out into three core phases, these phases are the fundamental building blocks of the sharing lifecycle.
(NTIA DEF) Discovery -Where
     The mechanism used by the consumer to know the SBOM exists and how to access it.
(NEW DEF) Access - Who
     The access control mechanisms used by the author or provider to regulate who can view or use an SBOM.
(NEW DEF) Transport - How
     The mechanism provided by the author or provider to transfer an SBOM. Also, the action of the consumer receiving an SBOM.  




SBOM Sharing Lifecycle Report 
Definitions

Term Definition

Author Creates an SBOM.

Consumer Receives the transferred SBOM. This could include roles such as: third parties, authors, integrators, and end users.

Provider Possesses an SBOM.

Discovery Mechanism used by the consumer to know the SBOM exists and how to access it.

Access Access control mechanisms used by the author or provider to regulate who can view or use an SBOM.

Transport The mechanism provided by the author or provider to transfer an SBOM. Also, the action of the consumer receiving 
an SBOM.

Enrichment Activities that leverage an SBOM to create a new product, which may include the antecedent SBOM. This may be 
done by an author, consumer, provider, or other third party.

Sophistication The relative amount of time, resources, subject-matter expertise, effort, and access to tooling needed to implement a 
phase of the SBOM sharing lifecycle. Sophistication can be either Low, Medium, or High.

NTIA definition: Transfer of the SBOM using the method derived from discovery.

New 
Definitions

Adjusted 
Definition

Presenter Notes
Presentation Notes
Building off of the previously defined terms we have added a few additional terms to reflect the sharing phases
Terminology list from the doc:
Author - entity that creates an SBOM The Author is the creator of the SBOM, ideally but not necessarily the supplier, even if there are several intermediaries (e.g., mid-chain suppliers) involved. 
Consumer - entity that receives the transferred SBOM This role is sometimes called a “receiver”, “operator” or “leaf entity.” 
Provider – An entity that possess an SBOM, they use the sharing phases to distribute the SBOM and is not the author of the SBOM, ie Third party aggregators. 
Discovery - the mechanism used by the consumer to know the SBOM exists and how to access it 
Access - access control mechanisms used by the author or provider to regulate who can view or use an SBOM.
  Also Access being redefined makes sense to help provide a layer of control for the provider that was not explicitly specified before.
Transport - The mechanism provided by the author or provider to transfer an SBOM. Also, the action of the consumer receiving an SBOM.  
Enrichment – activities leveraging an sbom to create a new product which may include the original sbom, could be performed by consumer or other third parties.
Sophistication – amount of time, money, expertise, effort and tooling needed to implement a phase of the sbom sharing lifecycle.




SBOM Sharing Lifecycle Phases

Presenter Notes
Presentation Notes
•Expanding on the main phases to show the complex and cyclical nature of the lifecycle
•The author uses a discovery method to identify the SBOM's location.
•In the Access phase, the consumer fulfills any authorization requirements set by the provider.
•Once authorized, a transport method is provided to the consumer.
•And that's how an SBOM goes from its author to its consumer.

•If the consumer is the end user of the SBOM, the cycle is completed after the Transport phase.
•If the consumer is a downstream author, they may perform an enrichment activity and add additional information to the SBOM or create a new product.
After the enrichment activity the downstream author will initiate another cycle of the sharing process starting with the discovery phase.

•Each phase contains unique characteristics and have been separated into sophistication ratings based on the inclusion or lack of features and effort associated with their implementation.

•The next slide details the individual phases and each of the ratings, providing example solutions and explaining how they each fit within the rating structure.
•These examples help provide a starting point when reviewing potential solutions for a use case.




Lifecycle Phase Sophistication - Low Sophistication - Medium Sophistication - High
Discovery • Consumer initiated

• Limited or non-existent guidance given by 
Provider

• SBOM placed in software source code
– Point in time (Singular version)
– Manufacturer Usage Description (MUD)

• Known central repository
• Website

• Automated propagation of available 
SBOMs

• Continuous updates to relevant 
parties

• Publish/Subscribe pattern
• Distributed ledger

Access • No controls in place
• Manual controls
• Case-by-case

• Authentication required
• Limited access control granularity
• Private/broadcast/public channels, roles
• Private chains/consensus algorithm

• Delegated authentication and access 
controls

• Full access control granularity

Transport • Human-initiated process
• Point-to-point
• Verbal transmission

• Inconsistent, varied method or documentation
• Ad hoc automation • Documented

• Repeatability
• Automated access
• Well known protocols (e.g., 

REST/RESTful/ SOAP API)
• Distributed ledger synchronization

SBOM Sharing Lifecycle Sophistication Examples

Presenter Notes
Presentation Notes
term sophistication:
The relative amount of time, resources, subject-matter expertise, effort, and access to tooling needed to implement a phase of the SBOM sharing lifecycle.
Process of term
Avoiding negative connotations
Inclusive of attributes beyond cost
These examples are not “hard” quantifiers of a category, there are other features that may when combined may make a solution a certain category
A value in one category does not force a value for another category
e.g. a solution may be low in discovery and high in transport
Some solutions may lend themselves to a certain level of sophistication in one or more categories
discovery:
low – consumer will need to search
med – centralized or well-known point
high – automated propagation




Sophistication Trends
As sophistication increases:
◦ Automation increases
◦ Interoperability increases
◦ Timeliness increases

◦ Features increase
◦ Initial provider effort increases
◦ Consumer effort decreases

Extensive controls and 
granularityNo controls Somewhere in between

Low Medium High

Access

Presenter Notes
Presentation Notes
We encountered certain trends when creating example qualities and features, as well as providing examples of where we placed different solutions in our paper.
As sophistication increases
Automation increases 
Interoperability increases 
Timeliness increases 
Features increase
shift in effort between provider and consumer 
Initial provider effort increases 
Consumer effort decreases 
�




SBOM Sharing Survey
The purpose of the survey was to understand the current state of SBOM sharing among 
stakeholders

39 organizations were contacted, and 21 responses were provided
◦ Respondents were initially contacted via email and then given an opportunity for a video 

teleconferencing session to answer questions with appropriate follow-up

Transport responses were categorized into one of the three methods identified in the 
NTIA’s “Sharing and Exchanging SBOMs” document
◦ Respondents not using all NTIA SBOM sharing methods

In the aggregate, SBOM stakeholders may be currently hesitant to adopt more advanced 
SBOM sharing methods due to an unwillingness to dedicate resources to an area within 
software supply chain risk management that is still maturing

Presenter Notes
Presentation Notes
The last piece of the paper is a survey of some SBOM stakeholders on how they were sharing at that time. This survey does not consider the methods that they were planning on implementing or working on creating. 

In order to stay close to the work that the NTIA has already done on sharing method categorization, we considered how each response would fit into one of three categories:
The SBOM is provided directly to the receiver through email or similar informal communication mechanisms that are determined by pre-arrangement between the SBOM supplier and downstream authors and end users; 
The SBOM resides on the device or system executing the software described by the SBOM; and 
The SBOM resides on a repository available to software consumers. 

After collecting and aggregating the responses into these three categories, our results showed that our respondents were using two out of the three methods. The only method we did not capture was method #2. The SBOM resides on the device or system executing the software described by the SBOM. Now that does not mean that some stakeholder is not doing it right now. This just means that our participants did not use this method. In fact, active participation in the different CISA SBOM working groups leads me to believe that it is probably only a matter of time before we may start seeing this method being used on a regular basis. 

After analyzing the different results, one possible conclusion may be that stakeholders are currently hesitant to adopt more sophisticated sharing methods due to a perceived immaturity of the SBOM tooling market. Dedication of resources to SBOM sharing is probably occurring slowly now and in the future.  



SBOM Sharing Lifecycle Report 
Conclusions
The path to widespread sharing of SBOMs involves increasing capabilities that focus 
on automation and interoperability within the SBOM sharing lifecycle phases

The SBOM sharing ecosystem would benefit from a variety of sharing solutions 
created by parties seeking to meet stakeholder’s unique circumstances

Future work may include:
◦ Finding ways to lower costs associated with higher sophistication solutions
◦ Exploring the concept of SBOM enrichment to understand the different activities 

and products that may constitute enrichment
◦ Considering a broader SBOM survey to better understand the SBOM user base 

and the desirable features users need with an eye toward maturing the exchange 
framework and providing users with recommended features

Presenter Notes
Presentation Notes
As stated at the beginning of the presentation, widespread sharing will increase in scale and effectiveness as tools and processes within the sharing lifecycle phases focus on automation and interoperability. 

While stakeholders may ultimately focus and gather on a few tools, it does make sense for a variety of sharing solutions to be created now to begin to meet a wide variety of unique circumstances. 

As you see on the screen, the Report focuses its attention on three potential areas of work. 
Lowering costs of higher sophisticated sharing solutions.
Exploring , clarifying, and expanding the concept of SBOM enrichment. This will help open up the pathway to more and better tooling that inevitability will have to wrestle with enriched documents like SBOM and VEX. As an example.
And the one closest to my heart. A broader, bigger, and better survey of stakeholders. There are no many industries that have not been polled, surveyed, and talk to about SBOM. Even if they have, there has been no real aggregate work done to understand all sectors together. 





Please email Jeremiah Stoddard 
(Jeremiah.Stoddard@inl.gov), Michael 
Cutshaw (Michael.Cutshaw@inl.gov), 
or Tyler Williams 
(Tyler.Williams@pnnl.gov) if you have 
any questions or comments 
about the SBOM Sharing 
Lifecycle Report (Link).

Your feedback is 
appreciated
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