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INL’s Position Nationally

Network of 
17 DOE 
National 

Labs

Network of 17 DOE National Laboratories

Lead Laboratory for Nuclear Energy R&D

Center for National Security & Clean Energy

Labs are Capability Machines

Labs innovate to solve multi-disciplinary problems

Do what others can’t, won’t, or shouldn’t do



Cybersecurity for the Operational 
Technology Environment (CyOTE)



Cybersecurity for Operational Technology 
Environments (CyOTE™)
• Continuing to produce Precursor Analysis 

Reports identifying observables and artifacts 
correlated to adversary techniques

• Job aid Application tool in beta testing
− Anticipate industry release in the next 

month
• ”Alexandria” library of observables in 

development
− Anticipate industry release in late 2023

• For more information: https://inl.gov/cyote/

https://inl.gov/cyote/


CyOTE Application

• Structured job aid to implement CyOTE 
methodology
− Real-world investigation
− Post-mortem review
− Exercises

• Provides suggestions and produces 
documentation

• Similar look and feel to CSET



Cyber-Informed Engineering (CIE)



Cyber-Informed Engineering
• CIE uses design decisions and engineering 

controls to eliminate or mitigate avenues for 
cyber-enabled attack.

• CIE offers the opportunity to “engineer out” 
cyber risk throughout the design and operation 
lifecycle, rather than add cybersecurity controls 
after the fact.

• Focused on engineers and technicians, CIE 
provides a framework for cyber education, 
awareness, and accountability.

• CIE aims to engender a culture of security aligned 
with the existing industry safety culture.

• For more information: https://inl.gov/cie/

https://inl.gov/cie/


Key Premises of the CIE Strategy
Today’s risk landscape calls for systems that are engineered to continue operating critical 
functions while faced with increasingly severe and sophisticated cyber attacks from intelligent, 
determined adversaries.

While specialized IT and OT cybersecurity experts bring strong skills, many engineers and 
technicians who design and operate control systems with digital components currently lack 
sufficient cybersecurity education and training to adequately address the risk of cyber-enabled 
sabotage, exploitation, failure, and misuse in the design, development, and operational lifecycle.

Accelerating industry’s adoption of a culture of cybersecurity by design—complementing 
industry’s strong culture of safety—offers the ability to maintain secure design even as systems 
evolve and grow in functionality.

CIE offers an opportunity to reduce risk across the entire device or system lifecycle, starting 
from the earliest possible phase of design.

Early in the design phase is often the most optimal time to achieve low cost and effective 
cybersecurity, compared to solutions introduced late in the engineering lifecycle.



CIE and Technology Readiness Levels
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Traditional OT Cybersecurity risk 
mitigations are usually applied 
here…



CIE and Technology Readiness Levels
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Traditional OT Cybersecurity risk 
mitigations are usually applied 
here…

… but are more effective and 
efficient when applied here.



CIE and the Systems Engineering Lifecycle
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CIE and the Systems Engineering Lifecycle
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Principles of CIE

• Consequence-focused design
• Engineered Controls
• Secure information architecture
• Design Simplification
• Resilient layered defenses
• Active defense

• Interdependency evaluation
• Digital asset awareness
• Cyber-secure supply chain controls
• Planned resilience with no assumed security
• Engineering information control
• Security culture
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Consequence-Focused Design

• What must happen?

• What must not happen?

• What governs my risk 
appetite?
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Impact
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Safety



Cyber-Secure Supply Chain

• Cyber security requirements must flow down to vendors, integrators, 
and third-party contractors 
− You are only as secure as your least secure vendor

• Procurement language must specify the exact requirements a vendor 
must comply with as part of the system design, build, integration, or 
support 

• These requirements can raise procurement costs, but without them, 
caveat emptor 

• Be aware of what a subcontractor leaves behind on your network
− You don’t know where subcontractor devices were before today

• Consider vendor tools such as calibration equipment or diagnostic 
equipment

- 15 -



CIE Community of Practice and Working Groups

Cyber-Informed Engineering COP
Started Jan. 2023

Quarterly

CIE Education WG
Monthly started Feb. 2023

Chair: Marc Sachs, Auburn University

CIE Development & 
Tools WG

Monthly started Feb. 2023
Chair: Ginger Wright, Idaho National Lab

CIE Standards WG
(Coming Soon; start date TBD)

Chair: TBD

Multi-stakeholder team to aid the 
translation of CIE into technical 

requirements that can inform guidance, 
practices, and standards development

Develop curricula and 
materials that integrate CIE 
principles into engineering 

degree programs

Develop CIE implementation 
guidance and an open-

source library of resources

Support integration of CIE 
into engineering and 

cybersecurity standards



Supply Chain Security



Cyber Testing for Resilient Industrial Control 
Systems (CyTRICS)
• Work with manufacturers and asset owners to 

discover, mitigate, and ultimately engineer out 
cyber vulnerabilities in digital components in 
energy sector critical supply chains

• Synergies with Energy Cyber Sense 
Program (IIJA, Section 40122)

• SBOM Proof of Concept for Energy Sector
• For more information: https://inl.gov/cytrics/

https://inl.gov/cytrics/


CyTRICS Program Overview

Vendor 
Agreements

Prioritization 
Methodology

Standardized 
Testing 
Process

Standardized 
Repository 

and Reporting

Multi-Laboratory 
Cooperation



Energy Sector Software Bill of Materials               
Proof of Concept (SBOM POC)
• Started at NTIA, now a partnership between DOE 

CESER and DHS CISA
− Broad and open participation

• S4x23 SBOM challenge: Five participants, three 
artifacts, three tasks
− No “one tool to rule them all”
− Firmware-based device enumeration is far less 

mature than software enumeration
− VEX 
− Significant maturation year over year

• For more information: https://sbom.inl.gov/
https://soos.io/sbom-101-what-is-an-sbom-why-are-they-important

https://sbom.inl.gov/


EO 14017 and Energy Cyber Sense

• Executive Order 14017 directives to strengthen the 
resilience of America’s supply chains
− DOE strategy, 13 topical reports

• Bipartisan Infrastructure Law Section 40122 requires 
DOE to “establish a voluntary Cyber Sense program to 
test the cybersecurity of products and technologies 
intended for use in the bulk-power system, and for 
other purposes.”
− Testing
− Vulnerability reporting and tracking
− Technical assistance
− Guidance



Questions and Discussion

Sam Chanoski
Technical Relationship Manager | Cybercore Integration Center
samuel.chanoski@inl.gov | 404-904-2480
Idaho National Laboratory | Atlanta, GA

mailto:samuel.chanoski@inl.gov
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