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Agenda

* Why, What, and How
* Implications for Design and Operation
e Moving Forward
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Why Cyber-Informed Engineering? pe

* Consistent observation that engineers
and technical staff are not aware of how
cyber threats affect digital designs and
operations

* Need to ensure that inherent risks of
digital technology (which manifest
through failure, error, malign disruption,
or compromise) are considered and
mitigated in the earliest possible stages
of the design lifecycle
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What is Cyber-Informed Engineering?\ |

* CIE uses design decisions and engineering controls
to eliminate or mitigate avenues for cyber-enabled

attack. ENERGY | Fammomsen
* CIE offers the opportunity to “engineer out” cyber National Cyber-Informed
. . . . Engineering Strategy
risk throughout the design and operation lifecycle, from the US| BEaR Tttty
rather than add cybersecurity controls after the
fact.

* Focused on engineers and technicians, CIE
provides a framework for cyber education,
awareness, and accountability.

* CIE aims to engender a culture of security aligned
with the existing industry safety culture.



(ewes
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Concept » _ _
Development Transition, Operations and Maintenance

Requirements Test and
Engineering Evaluation

System Systems
Architecture Integration
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CIE In Systems Engineering

Concept » _ _
Development Transition, Operations and Maintenance

Requirements Test and
Engineering Evaluation

Today, OT
System Systems b ) i<k
Architecture Integration Cybersecurity ris

mitigations are
usually applied
here...
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CIE In Systems Engineering

Concept » _ _
Development Transition, Operations and Maintenance

Requirements Test and
Engineering Evaluation
... but mitigations are

more effective and
efficient when
applied here!

System Systems
Architecture Integration
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Principles of CIE

Design and Operations
Consequence-focused Design
Engineered Controls

Secure Information Architecture
Design Simplification

Resilient Layered Defenses
Active Defense

Organizational
Interdependency Evaluation

Digital Asset Awareness
Cyber-secure Supply Chain Controls
Planned Resilience

Engineering Information Control
Security Culture
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risk management
framework to select
operations that must
not fail and associated
attack scenarios that
could bring them down.

How do YOU CIE?

PHASE 1

clear focus on the

200 CCEPROCESS

PHASE 2 PHASE 4

Consequence-
Based Targeting

Gather information
and identify paths and
interdependencies
between critical
processes, defense
systems, and
components.

Determine the
adversary's path to
achieve the highest
impact effects and
what information is
required to achieve
those goals.

Remove or disrupt the
digital attack paths as
fully as possible.

6244311

Concepts and models

6244314

624 624
Master glossary of System security 1ACS securiy litecycle
tems and abbreviations conformance metrcs and use-cases

Security program
requirements for IACS
asset owners

Securty Protecton Patch quidance|
Rating he 1ACS enuronment service providers. lvur 1ACS asset owners

Security technologies Securty risk assessment
for IACS and system design

System security
requirements and
securty levels

6244341

Secure product
development ifecycle
requirements.

6244342

Technical securty
requiements for IACS.
components

Conceptual design and scope

Process safety

Cybersecurity

As t As, t
e

> 2
Design H| Design
) 2 ¥

Management of functional safety
& cybersecurity

Operate &
maintain

| Operate & ‘“|

maintain

Cyber PHA
A proven method to assess

industrial control system (ICS)
cybersecurity risk

Process Cybersecurity
g

Industrial [T
™y
<

NIST Framework

Industry Stds
Supplier elements
Systern ! [T = pabilties

Performance tooks
Usaful life
Sustainment elements

Systemn Analysis

STEP1

Planning and
Preparation

STEP2

Structure
Analysis

STEP3

Function
Analysis

Power & Energy Society®

4 IEEE

Failure Analysis

&
Risk Mitigation

Risk
Comm.

STEP 4

Failure
Analysis

STEP 5

Risk
Analysis
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Remember the Why! \ Lot

 Managing risks inherent from using
digital technology in a world with
adversaries is the why

e CIEis the what

* Principles distilled from trends in years of
work

 CCEisahow

« Based on and developed by many of the
same people as CIE
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Increasing Grid Complexity \

Bulk Electric System

(BES): densely

interconnected, highly —

reliable, redundant,

NERC-regulated
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Digitization Increases Interaction
and Coupling

Tight

Coupling

Loose

(ES
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Linear Interactions Complex
ET
/P *
Da*ms —1 Power frids (2023) MNuclear plant
Power grids % DNA *
*
. Muclear weapons
Some continuous ¢ Aircraft * aCt:Tdentsp
processing, e.g Marine transport Chemical plants
drugs, bread *
* Space missions
Rail transport *
* Military early
Airways | | 2 warning
* 3 | 4
Junior college *
E -
Military
Assembly line adventures
production
* ES
Trade schools * Mining
Most R&D ﬁrms*
* manufacturing «
Single -goal agencies (motor Multi .
: — -goal agencies

vehicles, post office) HUnVersiy  Weltare, DOE, OMB)

Perrow, C. Normal Accidents: Living
with High-Risk Technologies. 1984.
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Humans and Machines Operate a \

Dynamic Grid

4 IEEE

Individual system operators

I t

Intent to affect the state Telemetered data and
of physical assets calculated information g
° .
= I S Restoration
§ Monitoring and control systems fo: (Black Start)
] i 3
Commands to affect the U%
state of physical assets Telemetered data
L ] Blackout Emergency

Physical/electrical infrastructure




Functional Roles

@:ES ‘ < IEEE

Power & Energy Society

Compliance
Standards and Dﬂﬁ“"’:ﬂ Enforcement Reliability
Compliance Stan dg?gls Compliance Assurance
Functions Developer Enforcement Reliability Assurer
Authority
E L |
Operating Transmission Planning Market
Reliability Service Reliability Operations
Reliability Transmission Planning Market Operator
Coordinator Service Provider Coordinator
Reliability | L | i B
Service
Funclions
Interchange Balancing
Interchange Balancing
Coordinator Authority
| I
Transmission Generator Transmission Transmission Resource
Ownership Operations Operations Planning Planni
Transrmission Generator Transmission Transmission Resouree I:'Ilgnner
Owner Operator Operator Planner
Planning and | | [ | [ o)
Operating
Functions
Purchasing-
Generator Load Serving Distribution .
_ Ownership Load-Servng ool Distibutn RS
nerator Owner nitity Selling Entity rovider
|- | |- | .




@:ES <IEEE

Power & Energy Society®




Working Groups

Cyber-Informed Engineering COP

Since Jan. 2023
Quarterly

@;ES
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Develop curricula and
materials that integrate CIE
principles into engineering

degree programs

CIE Education WG

Monthly, since Feb. 2023
Chair: Marc Sachs, Auburn University

CIE Development &
Tools WG Develop CIE implementation
guidance and an open-source

Monthly, since Feb. 2023 library of resources

Chair: Ginger Wright, Idaho National Lab

CIE Standards WG . . .
Support integration of CIE into

Starting Sept. 2023 engineering and cybersecurity

Chair: Maurice Martin, National Renewable standards
Energy Lab
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Implementation Guide \ foms.
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* Guidance to help an organization |
assess their application of CIE \
principles in whatever framework or
standards they follow -

 Organized as a series of questions
across the systems engineering
lifecycle phases, for each principle

 Public release planned for this fall
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Eip/cjipeelsine)
Practitioner’s
Workshop

Save the Date Sept. 6, 2023
TTam - Spm ET
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Questions?

Sam Chanoski, CISSP, GCIP, GICSP, C|EH "i ldaho National Lab
Technical Relationship Manager \.’% aho National La OFOTOI’Y

ldaho National Laboratory Y :
samuel.chanoski@inl.gov https://inl.gov/cie/



mailto:samuel.chanoski@inl.gov
https://inl.gov/cie/

