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Resilience Framework for Electric Energy Delivery Systems
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- Resilience Planning Tool:
Motivation

Model specific vulnerabilities
(e.g. Distributed wind cyber attack)
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- Resilience Planning Tool:

Seven tabs
to walk
through
planning

Idaho National Laboratory - Resilience Calculator  Hi, Mathew! Logout?

9 / Identify System Qualities
@ View Baseline System

@ Prioritize Hazards
Define Goals
ﬁ Run SpineOpt
1 View Results

< summarize Chang
&2 Summarize Changes

<

1. Upload

your system

2. Prioritize
hazards and set
goals

3. Update
system, rerun,
and compare
outcomes

Your projects:

Save and
Algona / edit
Edit Delete prOJeCtS

Add a new project

Enter a name and click continue
to create a new project:

‘ Continue
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- Resilience Planning Tool:
Workflow

« Automate the resilience framework planning process A S |ne
* Modeling and simulation performed using Spine * p
Web
Framework W —
v SPI NETo-olbo: Ih_ea;les&i Metrics DB
Front end F:Cit:l:ﬁemv Dh[jfcts]
Authentication o okta [[F.ask,éga,]m, IE;?T“'EJ“”'"'"“' ! —— — =
—I\:ﬂetric > apHp;i:;?on SpineOpt pfsifor
/

Database L
Toolkit  9QLAlchemy

Database ,J MariaDB
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esilience Planning Tool:
efining a system in Spine

& Spine DB Editor

Mirac_system® B mirad_template ] |4+
€ > £ 8 [sgitesf/cWorkspace\spine\Spine Projects|} \items\miracl_system\Mirac|_System.sqiite
Object tree & % | Entity graph 8 x
name database
v & root Miracl_system
> demand Miracl_system

> electricity_node  Miracl_system

Sl G«

> fuel pipeline  Miracl_system % ° °
> fuel_st Miracl_syst °
uel_storage iracl_system S ]
reserve Miracl_system diesel_supply pipelinel diesel storage -
> 2 solar_unit Miracl_system 6 dielsel_unitl 90':”
> storage_unit Miracl_system »

thermal_unit  Miracl_system

transmission_line Miracl_system

wind_unit Miracl_system m— ° o “ ° ° [ |

elecl tx_line demand?

O 9 I\

S.E[

1
< >
Relationship tree g x demandi windL
name
v t
% e storage1
> € demand_electricity node
> € fuel_pipeline__from_fuel_storage
> @) fuel_pipeline__to_fuel storage
> fuel_storage_ thermal_unit
© fuelstorage_ - Object parameter value 8 x
> solar_unit_electricity_node
object_class_name object_name parameter_name  altemative_name  value database
> @ storage_unit_from_electricity_nod ¥ demand demand]  absolute_demand  Base 100.0 Miracl_system
> @ storage_unit_to_electricity_node fuel_pipeline  pipelinel capacity_backw... Base 0.0 Miracl_system
° thermal_unit_electricity_storage ||= fuel_pipeline  pipelinel capacity_forward Base 100.0 Miracl_system
> € thermal unit_ta_electricity_nod B fuel storage  diesel stora... fuel_cost Base 125 Miracl_system
L T <olar_unit salarl max_capacity Base 250 Miracl_system
> € transmission_line_from_electricity. v
> €) transmission line_ta_electricity_no Object parameter value  Object parameter definition
> ° wind_unit_electricity_node Relationship parameter value g x
relationship_class_name  object_name_list parameter_name  alternative_name  value database

< > | Relationship parameter value  Relationship parameter definition

system_export.dsx ¥

Spine DB editor, part of Spine Toolbox
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Presenter Notes
Presentation Notes
Open source! State of the art programming practices and languages 
Flexibility to define our own data structure without writing code, automatic conversions. Intuitive data structure familiar to users. 
Spine toolbox allows app + model + simulation to be integrated easily (managing workflow)
Use capabilities of Spine to build user-defined systems graphically or importing (data conversion)


- Resilience Planning Tool:
Uploading Spine System as a Spreadsheet

Idaho National Laboratory - Resilience Calculator Hi, Mathew! Logout?

/ Identify System Qualities

B View Baseline System Upload System Download Template

@ Prioritize Hazards Spreadsheet No system spreadsheet? .
Upload the spreadsheet that Download this template and fill it

Define Goals defines your system: out!

Choose File | No file chosen

ﬁ Run SpineOpt

|1 View Results

| Upload | | Continue

@ Summarize Changes
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Resilience Planning Tool:
Viewing Spine System in Web Application

Idaho National Laboratory - Resilience Calculator  Hi, Mathew! Logout?

/ Identify System Qualities
@ View Baseline System
@ Prioritize Hazards
Define Goals

42 Run SpineOpt Object Name

W1 View Results

@ Summarize Changes

diesel_unit1

diesel_unit3

Object Class

thermal_unit

thermal_unit

Parameters

forced_outage_rate
max_capacity
3200.0

minimum_up_time
3.0

shutdowr_cost

forced outage_rate

max_capacity
4400.0

minimum_up_time

shutdown_cost

The baseline system loaded from the spreadsheet is shown below.

Click Next to continue, or Back to upload a different spreadsheet.

idle_heat_rate
0.075

min_stable
25.0

ramp_down_rate

start_up_cost
100.0

idle heat rate

min_stable

ramp_down_rate

start_up_cost

incremental_heat_rate
0.008

minimum_down_time
3.0

ramp_up_rate

start_up_fuel use
450

incremental_heat rate

minimum_down_time

ramp_up_rate

start_up_fuel_use
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Resilience Planning Tool:
Prioritizing Hazards

Idaho National Laboratory - Resilience Calculator Hi, Mathew! Logout?

/ Identify System Qualities

@ View Baseline System

@ Prioritize Hazards Risk
Define Goals 0 - Acceptable 1-Tolerable 2 - Unacceptable 3 - Intolerable
Run SpineOpt
ﬁ 2 B Improbable
W1 View Results
@ Summarize Changes
Possible
hurricane
Probable

Drag and drop to align in order of priority.

Save and Continue

Hazards

hurricane
ransomware

tornade

IDAHO NATIONAL LABORATORY




Resilience Planning Tool:
Hazard Modeling

 Alternatives represent different states of components

L L] L]
« Scenarios are collections of alternatives | o
object_class_name object_name parameter_name alternative_name value database
& connection tie_line is_active miracl_hazard False Input SpineOpt DB
& connection tie_line is_active Base True |nput SpineOpt DB -

Alternative/Scenario tree @®
name description
~ « Input SpineOpt DB
- 2= alternative
Base Base alternative
miracl_hazard Hazard alternative
Type new alternative name here...
~ B3 scenario
~ base_case
» active: yes
- &= scenario_alternative
Base Base alternative
Type scenario alternative name here...
hurricane

» active: no
-
~ == scenario_alternative

miracl_hazard Hazard alternative
Base Base alternative
Type scenario alternative name here...

Type new scenario name here...

AE—O )

fuel_supply pipeline

|
o

lg—o —

st_mary_diesel_turbine st_mary_tank_farm mt_village_diesel_turbine

© ©

lr—o -

st_mary_wind_farm electricity_st_mary tie_line electricity_mt_village

4 i

wind_curtailment st_mary_load_shedding mt_village_load_shedding

Base case system

S0’

Fuel_supply pipeline

|
o

lg—o

st_mary_diesel_turbine st_mary_tank_farm

S

mt_village_diesel_turbine

- !
> i

lg—o

st_mary_wind_Farm electricity_st_mary electricity_mt_village

wind_curtailment st_mary_load_shedding met_village_load_shedding

System with hazard applied
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Presenter Notes
Presentation Notes
Whereas not absolutely corresponding to the current implementation where rather than fully deactivating the component we modify their capacity, I think this is much more powerful from the visual point of view -so better to keep exactly as it is now


Resilience Planning Tool:
Setting Resilience Metric Goals for each Hazard

Idaho National Laboratory - Resilience Calculator  Hi, Mathew! Logout?

/ Identify System Qualities
@ View Baseline System
() Prioritize Hazards
Define Goals

ﬁ Run SpineOpt

1|1 View Results

@ Summarize Changes

Define quantitative goals by selecting a target value for each metric.

Base goals
These will be used if no other value is specified.

base.Load unserved 1000.0 kwh
base.Total capacity 5000.0 kW
base.Total energy storage 12345.0 kWh
Goals for tornado

tornado.Load unserved 1500.0 kwh
tornado.Total capacity kw
tornado.Total energy storage kWh
Goals for hurricane

hurricane.Load unserved 5000.0 kWh
hurricane.Total capacity kw
hurricane.Total energy storage kWwh
Goals for ransomware

ransomware.Load unserved kwh

IDAHO NATIONAL LABORATORY
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- Resilience Planning Tool:

Automated Hazard Analysis

Range of possible start times of hazard
B

Mean time to “start time of hazard”

Duration of simulation

Randomizing start time of hazard

\ Hazard starts
~P

o o

loan [
= A %%“%

Define components that could be affected

r& F’I

Hazard
starts

X B B

>
>
>
>

’ 7

a) Apply hazard for duration of failure

starts

e
e
Hazard g — >§
B
&

> >

> >§ | Failure interval

= »%T Repair interval

b) Apply mean time to failure/repair
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Presenter Notes
Presentation Notes
Current version of the tool implements alternative (a) in this slide -just a reminder.



- Resilience Planning Tool:
Automated Hazard Analysis from Web Application

Idaho National Laboratory - Resilience Calculator Hi, Mathew! Logout?

/ Identify System Qualities Your proposed system is shown below.

@ View Baseline System ) . ) ) }
Run SpineOpt to evaluate resilience metrics, upload a new spreadsheet, or edit values and click Save.

@ Prioritize Hazards

Define Goals

ﬁ Run SpineOpt

Upload Spreadsheet Run SpineOpt

Upload a new system spreadsheet to update the proposed system. Uploading a Run SpineOpt simulations to evaluate resilience metrics of the proposed system.
spreadsheet will overwrite the current proposed system.

No file chosen Run SpineOpt
Upload

W1 View Results

@ Summarize Changes

Object Name Object Class Parameters

diesel_unit4 thermal_unit | ‘ | ‘ | |
forced_outage_rate idle_heat_rate incremental_heat_rate
|4400.0 | L |
max_capacity min_stable minimum_down_time
minimum_up_time ramp_down_rate ramp_up_rate
shutdown_cost start_up_cost start_up_fuel_use

diesel_unit1 thermal_unit
| | Joors - |ooos |

forced_outage_rate idle_heat_rate incremental_heat_rate
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- Resilience Planning Tool:

Idaho National Laboratory - Resilience Calculator  Hi, Mathew! Logout?

f Identify System Qualities

@ View Baseline System

@ Priaritize Hazards Base goals
Define Goals ®
J.‘J Run SpineOpt ®
W1 View Results ®

<> cummarize Chana
£ Summarize Changes

Goals for tornado

@
@
@

Name
Load unserved

Total capacity

Total energy storage

Name
Load unserved

Total capacity

Total energy storage

Goals for hurricane

®
@
@

Name
Load unserved

Total capacity

Total energy storage

Gonals for ranenmware

[

'S

v

v

[

I

Does your proposed system meet your goals? Check below.

Goal
1000.0

5000.0

12345.0

Goal
1500.0

5000.0

12345.0

Goal
5000.0

5000.0

12345.0

Calculated Value
1480.64

2753.41

6481.12

Calculated Value
905.74

5695.88

15640.4

Calculated Value
7041.4

5379.71

16141.4

Delta
+ 441.6500000000001

-1283.65

-1379.9700000000003

Delta
+ 105.48599999999999

-594.21

+ 8946.86

Delta
+ 3566.6299999999997

+ 1091.8400000000001

+4531.6

IDAHO NATIONAL LABORATORY
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I Resources

* Resilience Framework for Electric Enerqy Delivery
Systems

 Case Study: Applying the Framework to St. Mary’s,
Alaska

 Case Study: Applying the Framework to lowa
| akes, lowa

RESILIENCE FRAMEWORK

FOR ELECTRIC ENERGY DELIVERY SYSTEMS

 |solated Grids and Grid-Connected Turbine
Reference Systems

» More coming soon

Contact: Megan Culler
Idaho National Laboratory
megan.culler@inl.gov
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https://resilience.inl.gov/wp-content/uploads/2021/07/21-50152_RF_EEDS_R4.pdf
https://resilience.inl.gov/wp-content/uploads/2021/07/21-50152_RF_EEDS_R4.pdf
https://resilience.inl.gov/wp-content/uploads/2022/05/MIRACL_Resilience_Case_Study_St_Marys_AK-1.pdf
https://resilience.inl.gov/wp-content/uploads/2022/05/MIRACL_Resilience_Case_Study_St_Marys_AK-1.pdf
https://resilience.inl.gov/wp-content/uploads/2022/05/MIRACL_Resilience_Case_Study_Iowa_Lakes_IA.pdf
https://resilience.inl.gov/wp-content/uploads/2022/05/MIRACL_Resilience_Case_Study_Iowa_Lakes_IA.pdf
https://www.nrel.gov/docs/fy22osti/81792.pdf
https://www.nrel.gov/docs/fy22osti/81792.pdf

ldaho National orotory

Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research
in each of DOE’s strategic goal areas: energy, national security, science and the environment.




