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- What is CyberStrike?

CyberStrike is a training program designed to enhance the ability of

energy sector owners and operators to prepare for a cyber incident
impacting operational technology .

Spansored by the L5, Department of Energy

%
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- What is CyberStrike STORMCLOUD?

The CyberStrike STORM CLOUD training workshop was designed to
enhance the ability of renewable energy and operators to prepare for a

%, U.S. DEPARTMENT OF

cyber incident impacting industrial control systems with specific 5> ENERG I

considerations of the architectures and limitations of renewable energy. Energy Efficiency &
Renewable Energy

e
y #\
U.S. DEPARTMENT OF

Office of

Cybersecurity, Energy Security,
and Emergency Response
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* Renewables focused ~
— Solar
- Wind (coming soon)
- EVs (coming soon)
 Emphasis on emerging and
unique threats for renewables
— Remote access

— Diverse stakeholder
ecosystem

RECONMAISSAMCE

* Framework uses Lockheed Cyber
Kill Chain

| COMMAND & CONTROL (C2)

ACTIONS DM DBJECTIVES




CyberStrike STORMCLOUD

Curriculum

Unencrypted HTTP Connection

STAGE 1 — Cyber Intrusion Attempt

Brute forced password (ended up being hardcoded
defaults)

Cracking PW for a single panel means that any
panel with same default login compromised

Allowed access to configuration changes, such
as altering maximum tolerances and limits,
which could cause shut down

Found that there were matching devices on
Shodan that could be hacked from public
internet

Code Signing

Acthentication Required

wnarvame

Code signing is a method of using a certificate to place a digital
signature on a final to guarantee that the file or software has

not been tampered with or compromised.

—_—

hashed
Using hashing

Hash of
code

Compare hashes,
=D et ara vt

the signature is valid

Hardware

Exercises

¢« C @ github.com/sandiala
[ Files
¥ main -
Q Go
v @ CyberStrike-Lab-Workbook-Solar
v [ docs
> M img
v @ lab-1
D over_labl.md
D targets_shodan_labl.md
O vuin_google_tab1.md
v @ lab-2

D brute force ssh2.md
[ over

D recon_nmap2md

> M iab-s
> M labs
> I Isb-7
> I 1ab-8
> I ovenview
> B setup
D .0s_store
D aboutmd
D indexmd
> I site
O mkdocsyml
D gitignore
D ucense
D) ReADMEmd

rstrike_stormclou b/main/CyberStrike-Lab-V ook-Solar/docs/lab-2/brute_force_ssh2.md e x »02

rike-Lab-Workbook-Solar / docs / 1ab-2 / brute force_ssh2.md

cyberstrike_stormcloud / Cyber

Preview | Code | Blame 77 lines (48 loc) - 3.21 KB

G] Writing restore file final worker threads did not compl
//github.com)/vai ~the/thc-hydra) finished at

Clear Output

7. Let's see if this password works. Open a terminal and enter the following
ssh deruser@@10.10.0.100
If prompted to accept the key fingerprint, type: yes
Enter the password: secret

You will see that you're now logged into the DER system as the deruser. This is bad for the asset owner because the
hacker now has access to the unencrypted data on the DER, user accounts, software, and programs the deruser has

access to

8. Let's see if you have access to the users and passwords files that are located in /etc/passud and /etc/shadow in the
DER device. Enter the following in the ssh session:

sudo cat /etc/passud
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Il STORMCLOUD Kit Design
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- CyberStrike Storm Cloud Demo Kit

HMI

Solar “inverter” —
Raspberry Pi
emulator

Industrial controller to be
used for wind

Network switch for
the DER system

Single-axis solar

Open platform design to
allow wind turbine to blow

IDAHO NATIONAL LABORATORY

Space for EV
model




- CyberStrike Storm Cloud Demo Kit - Networking

5V power supply

Raspberry Pi

Network switch

Inverter

emulation
Industrial
controller for
wind

Arduino board
governing solar tracker
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- CyberStrike Storm Cloud Demo Kit — Solar module

Arduino program
uses photo-resistor
output to determine
an angle for the
mount.

Photoresistor
measures
output

3D-printed Nylon
custom frame
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- CyberStrike Storm Cloud Demo Kit — HMI

Touch screen Wind mockup
HMI :

display
Separate tabs No current
for each icati

applications
resource

for solar (not

representative
of industry)
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- CyberStrike Storm Cloud Demo Kit - Software

Lab manual on VM
images for easy
access

Workstation is a Kali
Linux machine

Two VMs used to

run the exercises

« Attacker Kali VM

« DERMS Windows
VM

Lab exercises
currently developed:
« Uses real solar
firmware images
» Uses real solar
protocols
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Cybersecurity Tools

Shodan
Xhydra
NMAP
Wireshark
Ettercap

+

O & 10.10.0.100

# Kali Tools = Kali Docs N Kali Forums « Kali NetHunter

Firmware

Inverter Status

ive Power

Voltage

= Voltage simulator

Exploit-DB

Calculator

Frequency

- Lab Interfaces and Tools

DER Interfaces

Google Hacking DB

Grid Information

Custom web interface
VNC Viewer

SSH

unSpec MOD

IEEE 2030.5

Cap phon

AOA© +RBAR 2 ¢« »n «>H
A [modbus.
Source Destination

645594632 10.10.0.50
645992917 10.19.9.1680

19613 299, 651644330 10.10.0, 106
19614 250 654226801 10.16.0.58
.655539085 10, 10,8, 160
€61897786 18
19618 265, 662926406 18.18.8, 166 18.18.6.58

9519 299.663471762 10.10.0.50 10.10.9.108
9628 299664314431 10.10.6. 108 18.19.9.58
.660585440 10.10.0.50 10.10.0.108
670159154 10.10.0.18 10.16.8.50

7241444 10.19.0.50 10.10.4.100

679395288 10.18.0. 180 10.18.8.50
682063327 10.16.0.50 10.16.6.106
687783029 18.10.8. 188 18.18.8.58
683439047 10.10.0.50 10.10.8.188
.684244333 18.18.8.188 10.18.8.58

19636 200,
19637 798
19638 200
19638 798,
19648 299
19641 286,
19642 299,
19643 295,
19644 299
13545 208

687344849 10

888247982 18
.692331160 10
.893096943 16
696356791 10

856358978 10
696357027 10
696357872 18
600535256 18
788431882 18
783809448 18
764061151 16
796484176 10
767273787 10
769208516 10
700844144 10

16.0.58
16.8. 188
10.9.58
16.6.168
10.0.50
16.0.100
10.9.50
18.8.188
18.0.58
10.9.188
16.8.58
16.0.168
10.8.58
16.0.160

.10.9.58

16.0.160

P
ModbuE/TCP
modbus./ TCP

./TC]

Modbus/ 6P
Modbus/TCP
Modbus/TCR

Modbus/TCP
Modbus/TCP
Modbus/TCP
Modbus/TCR
Modbus/TCP
Modbus/TCP
modbus/ TCP
Modbus/TCP
modbus/ TCP
Modbus/TCP
Modbus/ TCP

Query: Trans
pesponse: Trans

Query: Trans:
Response: Trans
Query: Trans:
Response: Trons
uery: Trans 0
5 Response :
& Query

65 Response: Trans
66 Query: Trans
esponse - Trans:

</

1 TOY T2 T3 Vo4 TOS  TO6

¥ DER AC Measurement [DEFMaasuaAiT)
Mads! ID
Mcxcher g

DER Oparational
Acinee Powes
Apparunl Power [V

Raactrm Powr

Pt Fascton
Total AC

Voltage LL
Voltage LN (LM

Toals

g 7

Ll
153

fo]
san2
4351

L]

Help

o ™

712

713
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Read
Read
Rea
Read
Reai
Read
Reait

HaLding
Holding

Holding
Helding
Holding
Helding
Holding
HieLding
Holding

Read H
R

Read
Read
Read
Read
Read
Read
Read
Reat
Read
Rea
Read
Read
Read
Reag
Read
Reag
Read
Read
Read
Rea
Read
Read

Holding
Holding
Holding
Holding
Holding
Holding
Hold ing
Holding
Hald ing
Holding
Holding
Holding
Holding
Holding
Halding
Holding
Halding
Holding
Halding
Holding

Holding Re

Registers
Rogistors

Registers
Registers
Rogisters
Registers
Registers
Registers
Registers
Registers

sters
Registers
Registers
Registers
Registers
Repisters
Registers
Repisters
Registers
Registers
Registers
Registers
Registers
Registers
Registers
Registers
Registers
Repisters
Registers
Registors
Registers
Registors
gisters




& C @& github.com/sandialabs/cyberstrike_stormcloud/blob/main/CyberStrike-Lab-Workbook-Solar/dacs/lab-2/brute_force_ssh2.md e A »0O 2

™ [ Files cyberstrike_stormeloud / CyberStrike-Lab-Workbook-Solar / docs / lab-2 / brute force_ssh2.md + Top
La b Exe I c I Ses | Preview | Code = Blame 77 lines (45 loc) - 3.21 kB R D & | S
P main - |[a  Preview
Q Gotofile
.
[ ] Re( :OI l n a I Ssa I l ( :e v B CyberStrike-Lab-Workbook-Solar
v docs

— OSINT demo e
[ over labl.md

— NMAP port scanning D) e s o
D vuin_google lzb1.md ssh deruser@le.10.6.108

* Brute-forced passwords e
— Password cracking tools

* Denial-of-service .

~

Let's see if this password works. Open a terminal and enter the following:

O over_lab2m Enter the password: secret

O recon_nmap2.md You will see that you're now logged into the DER system as the deruser. This is bad for the asset owner because the
hacker now has access to the unencrypted data on the DER, user accounts, software, and programs the deruser has

— Network flooding
- Malicious firmware updates S

— Code signing and certificates E
* Web exploitation e

— SQL injection 5

— Code injection 0 woens __ L
° App inspection T

~ Credential harvesting B e P S S e 9 e e
* Replay and Man-in-the-middle

— ARP spoofing and packet modification https://github.com/sandialabs/cyberstrike_stormcloud/
« Defense

— Host-based firewall rules

Documen « Share feedback
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- FY24 Plans

* Virtualization
— Virtual platform allows students to take the training on their own time.
— Interaction with hardware occurs through virtual machines and |IP cameras
watching the hardware.
» Updated curriculum with 2023 events and vulnerabilities
— Keep content relevant
— Update based on feedback from industry events

* Industry engagement

— Target workshops at relevant industry events to continue rollout and solicit
feedback
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ldano National oborotory

Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research
in each of DOE's strategic goal areas: energy, national security, science and the environment.

WWW.INL.GOV




