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What is CyberStrike?

 CyberStrike is a training program designed to enhance the ability of
energy sector owners and operators to prepare for a cyber incident

impacting operational technology .



What is CyberStrike STORMCLOUD?

• Renewables focused
− Solar
− Wind (coming soon)
− EVs (coming soon)

• Emphasis on emerging and
unique threats for renewables
− Remote access
− Diverse stakeholder

ecosystem

• Framework uses Lockheed Cyber
Kill Chain

 The CyberStrike STORM CLOUD training workshop was designed to
enhance the ability of renewable energy and operators to prepare for a

cyber incident impacting industrial control systems with specific
considerations of the architectures and limitations of renewable energy.



CyberStrike STORMCLOUD

Curriculum Hardware Exercises



STORMCLOUD Kit Design



CyberStrike Storm Cloud Demo Kit

Open platform design to
allow wind turbine to blow

HMI

Network switch for
the DER systemSingle-axis solar

Solar “inverter” –
Raspberry Pi
emulator

Industrial controller to be
used for wind

Space for EV
model



CyberStrike Storm Cloud Demo Kit - Networking

Raspberry Pi
inverter
emulation

5 V power supply

Network switch

Industrial
controller for
wind

Arduino board
governing solar tracker



CyberStrike Storm Cloud Demo Kit – Solar module

Photoresistor
measures
output

Arduino program
uses photo-resistor
output to determine
an angle for the
mount.

3D-printed Nylon
custom frame



CyberStrike Storm Cloud Demo Kit – HMI

Touch screen
HMI

Separate tabs
for each
resource

Wind mockup
display

No current
applications
for solar (not
representative
of industry)



CyberStrike Storm Cloud Demo Kit - Software

Workstation is a Kali
Linux machine

Two VMs used to
run the exercises
• Attacker Kali VM
• DERMS Windows

VM

Lab manual on VM
images for easy
access

Lab exercises
currently developed:
• Uses real solar

firmware images
• Uses real solar

protocols



Lab Interfaces and Tools

Cybersecurity Tools
• Shodan

• Xhydra

• NMAP

• Wireshark

• Ettercap

DER Interfaces
• Custom web interface

• VNC Viewer

• SSH

• SunSpec MODBUS

• IEEE 2030.5



Lab Exercises
• Reconnaissance

− OSINT demo
− NMAP port scanning

• Brute-forced passwords
− Password cracking tools

• Denial-of-service
− Network flooding

• Malicious firmware updates
− Code signing and certificates

• Web exploitation
− SQL injection
− Code injection

• App inspection
− Credential harvesting

• Replay and Man-in-the-middle
− ARP spoofing and packet modification

• Defense
− Host-based firewall rules

https://github.com/sandialabs/cyberstrike_stormcloud/



FY24 Plans

• Virtualization
− Virtual platform allows students to take the training on their own time.
− Interaction with hardware occurs through virtual machines and IP cameras

watching the hardware.

• Updated curriculum with 2023 events and vulnerabilities
− Keep content relevant
− Update based on feedback from industry events

• Industry engagement
− Target workshops at relevant industry events to continue rollout and solicit

feedback



Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research

in each of DOE’s strategic goal areas: energy, national security, science and the environment.
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