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The potential for an unwanted outcome resulting from an 
incident, event, or occurrence, as determined by its likelihood 
and the associated consequences.

Sources: 2013 National Infrastructure Protection Plans (NIPP) & DHS Lexicon

Risk Defined



Can your team list three critical systems, including their 
priorities, cyber and physical dependencies (internal/external), 
degree of IT/OT convergence, key stakeholders 
(internal/external), and incident response and recovery plans?

How well do you know your operational risks?



Source: www.investopedia.com

Operational Risk

Operational 
Risk

Threats

Vulnerabilities 

Consequences

• Captures “the uncertainties and hazards a 
company faces when it attempts to do its 
day-to-day activities.” 

• Results from “breakdowns in internal 
procedures, people, and systems,” and 
focuses on “how things are accomplished 
within an organization.”

• Determined by analyzing the 
consequences, vulnerabilities, and threats 
within its procedures, workforce, and 
systems. 

Before an organization can consider vulnerabilities within and threats to 
its operations, it must first have a solid understanding of 

the consequences existing inside it’s infrastructure environment.



Understanding your infrastructure environment

Operational 
Risk

Threats

Vulnerabilities 

Consequences

Human

Cyber

Physical

Considerations:

• Infrastructure vs. 
Critical Infrastructure

• Security vs. Resilience

• Dependency vs. 
Interdependency



Where can an entity focus their efforts to gain a foundational 
understanding of the infrastructure environment to better understand 
risk with a focus on consequence? 

PrioritizeBinIdentify

Approach

Analyze physical and cyber 
dependencies and 
interdependencies

Identify points of 
convergence

Gather internal and 
external stakeholders and 
subject matter experts

Identify cyber and 
physical components

Group like things 
together



• Facility Engineer/Maintenance and Security Manager have as much to 
contribute to understanding the cyber and physical infrastructure 
environment as the Operations Manager/Director and Chief Information 
Officer.

• People (internal/external) involved in directing, operating, maintaining, and 
supporting the cyber and physical infrastructure environment are essential 
to understanding and ultimately enhancing security and resilience.

Thoughts on Operational Risk
Reality

Most entities know all the 
components to be binned, their 
connections, their complexities, and 
their potential consequences.

Challenge

Knowledge is fractured 
into operational silos within the entity 
and/or all the right people needed 
to contribute to understanding the 
infrastructure environment are not part 
of the process.



Thoughts on Operational Risk (cont.)

Different challenges 
for each individual 

organization

Explosive growth 
of Internet of Things (IoT) 
and Industrial Internet 
of Things (IIoT) 
including potential attack 
surfaces

Future complications

Evolution of wireless 
technology such as 5G 
over the next several 
years and eventually 6G in 
the future

Significant benefits 
and significant 
vulnerabilities

5G technology 
brings significant 
benefits to critical 
infrastructure
stakeholders but 
also potential 
vulnerabilities

Potential consequences
posed by identified 

points of convergence 
as part of risk

Influenced by technology 
advancements and
adaption factors now and 
foreseeable future



Image source: INL.gov*Source: https://www.cisa.gov/what-are-dependencies



Physical Dependencies
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