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Passive high explosive neutron
inspection (PHENIX): a new
method to confirm the presence
or absence of high explosives
for nuclear treaty verification

David L. Chichester”, James T. Johnson, Jay D. Hix & Edward H. Seabury

Advanced instruments and methods need to be developed now to create a technical basis to support
the negotiation of future nuclear arms control treaties. One new capability that is anticipated is the
ability to confirm either the declared presence or declared absence of high explosive (HE) material

in the presence of special nuclear material (SNM). Towards this goal, Passive HE Neutron Inspection
(PHENIX) has been developed and demonstrated as a method for confirming the presence or
absence of HE in the presence of plutonium. The method exploits the inherent presence of neutrons
associated with the decay of plutonium as an internal probe source for performing prompt gamma-ray
neutron activation analysis (PGNAA), searching for the presence of HE as revealed by the emission of
characteristic gamma rays following neutron absorption in hydrogen and nitrogen which are building
blocks of present-day, military-grade HE. Tests using stoichiometrically-correct hemishells of mock
HE with plutonium show that a system can be expected to positively confirm the presence or absence
of these signatures, supporting determination of HE presence or absence with Pu, in a few hours. To
protect other potentially sensitive gamma-ray signatures from a treaty accountable item, an analog
information barrier has been conceptualized and tested which physically prevents the collection

of gamma-ray spectral data outside of user selected energy windows strategically chosen to view
only narrow spectral regions corresponding to the hydrogen (2223.2 keV) and nitrogen (9807.2 keV,
10,318.2 keV, and 10,829.2 keV) PGNAA signatures.

In contrast with the New Strategic Arms Reduction Treaty', future arms control agreements may require more
intrusive technical verification measurements to support verifying objects presented for inspection either are
or are not nuclear warheads. In this context, passive methods for verifying the presence or absence of high
explosives (HE) in the presence of plutonium in sealed containers and/or warheads can be used as one part of a
verification regime for confirming a treaty accountable item (TAI) either is (HE present) or is not (HE absent)
a nuclear warhead”™. Such techniques should be suitable for on-site inspections inside nuclear warhead storage
facilities, as well as in portal monitors located at facility entrance/exit points. This capability, a confirmatory
verification technology, is needed to provide options to negotiators of future arms control treaties. It can support
assessments that confirm an item is a warhead, verify the declared operational readiness of a warhead, verify
that a TAI belongs to a certain class of TAISs, verify that special nuclear material (SNM) has been separated from
HE, and verify that warhead dismantlement has occurred. An important aspect of this need is that technical
solutions must protect sensitive design information.

Today there are no accepted measurement technologies that use passive methods for determining the pres-
ence or absence of HE material with SNM in sealed containers and/or warheads. (Passive in this sense means
that no external radiation sources, e.g., neutrons or x rays, are used to induce signatures in TAIs.) One approach
that has been proposed for this problem is to use the difference in count rates between different rows of a
polyethylene-moderated helium-3 neutron detector, this is called the “row ratio” method®. The row ratio method
was originally developed to assess the presence and impacts of moderating materials around plutonium in safe-
guards coincidence counting but its use can be extrapolated for assessing the presence of HE near Pu. Related to
this is a detector called “SSPN10”, a multilayer neutron detector constructed by the Research Institute of Pulse
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Technique, Moscow, Russia’. This detector provides neutron energy spectral information for incident neutrons
in a five-channel histogram and is intended for use in a template-matching scheme. In general, these detectors
measure the ratio of slow neutrons to fast neutrons emanating from an item or container and can be used to
infer the absence of HE with Pu in some cases.

As a complement to these approaches, a new passive HE neutron inspection (PHENIX) method based on
prompt gamma-ray neutron activation analysis (PGNAA) has been developed and tested to meet this need.
The PHENIX approach uses prompt gamma-ray neutron activation analysis (PGNAA) to measure the charac-
teristic neutron-capture gamma rays and associated signatures from nitrogen, hydrogen, and potentially other
key components found in military HE (see Table 1)8-1°. (For HE presence verification, this signature serves as a
presumptive screening technique, since an elementally-correct mock (fake) HE would provide the same signature
as real HE. For HE absence verification, this signature serves as a confirmatory technique). Passive in this sense
means that no external radiation source is used to induce the PGNAA signatures, in contrast with measurements
where an external neutron source such as *>Cf or an electronic neutron generator are used. The use of PGNAA
with an external neutron source for HE detection, identification, and characterization is well known'"'2. This
approach relies on the use of the neutrons naturally produced in the decay of 2*°Pu or other actinide isotopes,
and any additional neutrons inherently produced through assembly multiplication.

Prior work exploring aspects of the PHENIX approach has been presented elsewhere. A joint research effort
between the Massachusetts Institute of Technology and Lawrence Livermore National Laboratory concluded that
“...passive detection of the expected high-energy gamma signal is not feasible...,” attributing the difficulty to “..
competing backgrounds produced by neutron-source interactions with surrounding materials”?®. In contrast,
a computational study by researchers from the Institute of Applied Physics and Computational Mathematics,
China, bolsters the theoretical feasibility of the PHENIX approach'®. That paper concluded that the passive
PGNAA measurement approach should work. While that effort was purely computational and did not contain
experimental verification measurements, and although their simulation work failed to properly address the
impact of background interferences in the PGNAA measurement, the conclusion was still compelling.

Methods

To demonstrate the feasibility of using PHENIX measurements for HE absence or presence verification a set
of laboratory experiments was performed to study the PHENIX signatures, look for interferences, and assess
signal intensities to establish bounding limits on detection sensitivity and measurement times. The tests used a
metallic disk of plutonium (to mimic the application and to ensure the presence of relevant gamma rays) coupled
with extra 22Cf sources, to boost the neutron signature. Gamma-ray emissions from this assembly were then
measured using sets of mock HE hemishells of varying thickness and composition.

The PGNAA signatures

As seen in Table 1, typical high-energy—-density explosives relevant for arms control verification contain the ele-
ments C, H, N, and O. The PHENIX approach focuses on measuring the gamma-rays emitted from the capture
of thermal neutrons in hydrogen and nitrogen. For hydrogen, the reaction 'H(n,y)?H produces a characteristic
gamma-ray at 2223.2 keV. For nitrogen, the reaction *N(n,y)*N produces many gamma rays, including strong
emissions at 1884.8 keV (18.8%), 3677.4 keV (14.5%), 4508.7 keV (16.7%), 5269.2 keV (29.9%), 5297.8 keV
(21.2%), 5533.4 keV (19.6%), 5562.1 keV (10.7%), 6322.4 keV (18.2%), and 10,829.1 keV (14.3%). In practice
the highest energy emission at 10,829.1 keV often produces the signal with the best signal-to-noise ratio. In addi-
tion to this gamma ray, spectroscopy also allows interpretation of the single escape (SE) artifact at 10,318.1 keV
and the double escape (DE) artifact at 9807.1 keV. As shown below, while the most intense nitrogen PGNAA
gamma-rays occur at lower energies, their spectroscopic interpretation suffers due to the presence of compet-
ing gamma-rays and their associated artifacts (Compton continua and escape peaks), most notably due to the
presence of iron (e.g., at 7631.1 keV, 7645.5 keV, and several lower energies) which will likely be present in the
warhead itself, handling gear, and nearby structures.

Nl Elemental composition, wt. %
Material Formula gcm™ C H [N o Other
Comp-B | CyosH, N, 140567 171 243 |27 [304 [426 |-
HMX C,HN,O4 1.89 162 |27 |378 |432 |-
PBX-9501 | C, ,7H, 5N 6O 1.84 177 |29 |364 |430 |-
PBX-9502 | Cy10H,25N5210521ClogssFous | 1.90 276 |22 [31.0 |354 ;3:1:2_15'3
PBX-9503 | C; 16H526N520226Clooss 1.88 266 |24 [325 371 |Cl14
PETN CHN,O,, 1.76 190 |26 |17.7 |607 |-
RDX C,HN,O, 1.8 162 |27 |378 |432 |-
TATB CHNO, 1.88 279 |23 [326 |372 |-

Table 1. Summary of density and elemental composition for several HE materials®~°.
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Test items

For SNM a doubly-encapsulated disk of metallic plutonium was used for the basis of the test item. The outer
diameter of the disk was 73.6 mm and its thickness was approximately 2.9 mm. Considering self-attenuation,
this thickness is essentially “infinitely thick” for the 129.3 keV gamma rays from **Pu and the 59.5 keV gamma
rays from > Am". The total mass of plutonium was 195.2 g, its isotopic composition was: 0.0131 wt.% >**Pu,
93.9 wt.% *Pu, 5.91 wt.% 2*°Pu, 0.104 wt.% **'Pu, and 0.0409 wt.% ***Pu. The disk also contained 0.1 g of **!Am.
Using methods proposed by Fetter et al.!é, the neutron emission rate from this disk was estimated to be 1.08 x 10*
neutrons s~'. To boost this in order to represent a more realistic level for this problem, two ***Cf sources were
placed behind the disk, so that the total neutron emission rate was 3.08 x 10° neutrons s™', roughly equivalent
to the emission rate expected from 5.5 kg of the same type of Pu. This corresponded to approximately 0.69 of a
‘significant quantity’ (SQ, 1 SQ =8 kg) of plutonium, as defined by the International Atomic Energy Agency"’.
The assembly of Pu and Cf was held within a low-density foam half-sphere, orientating the plane of the Pu disk
normal to the measurement system, with the Cf sources behind the Pu (Fig. 1).

In all measurements the test item was placed within a two-part steel cylinder, 6.4 mm thick, serving to mimic
additional structure for a TAI or a storage container. In addition to measuring PGNAA gamma-rays from this
bare PuCf assembly, measurements were taken with this assembly encased within two different sets of nest-
ing shells of mock HE (Fig. 1). Each set included three pairs of 20-mm thick hemishells, with inner diameters
of 120 mm, 160 mm, and 200 mm. One set (900-19) was made to mimic the elemental composition of high
explosive PBX 9502, it had an atomic composition of C: 28.4%, H: 2.3%, N: 29.5%, O: 33.9%, F: 4.0%, and Cl:
2.0%, with a density of 1.67 +0.02 g cm™. The other set (905-05) mimicked the elemental composition of the
high explosive COMP-B, it had an atomic composition of C: 30.2%, H: 2.7%, N: 30.6%, and O: 36.6%, with a
density of 1.64+0.02 g cm™. The masses of the 900-19 assemblies were 2031.8 g, 5351.8 g, and 10,336.0 g for
total thicknesses of 20 mm, 40 mm, and 60 mm. The masses of the 905-05 assemblies were 1995.8 g, 5333.2 g,
and 10,354.0 g for the same thicknesses.

Measurement system and analog information barrier

Gamma-ray emissions for the experiments were measured using an n-type, high-purity germanium (HPGe)
gamma-ray spectrometer (ORTEC, Oak Ridge, Tenn., USA) with an efficiency of 50% relative to a 3" x 3" Nal
scintillator. The detector has a wide-range amplifier to allow it to operate up to 12,000 keV, permitting it to
record the highest energy gamma ray from the PGNAA thermal capture reaction in nitrogen. The detector was
surrounded with ~ 50 mm of lead on its sides, top, and bottom. Often, direct gamma-ray spectrometry of plu-
tonium is challenging due to the high flux of lower-energy x-rays and gamma rays from the Pu and associated
Am isotopes. To reduce this impact, 2.1 mm of tungsten was placed between the front face of the detector and
the test area (Fig. 1).

Direct gamma-ray spectrometry of a TAI can reveal sensitive information about the composition of SNM in
the device, and possibly other information as well. To address this for arms control verification, spectrometry
measurements are often planned to be used in conjunction with an “information barrier,” a combination of
hardware and software technology that (a) only allows non-sensitive information to be revealed to the operators

Clad Pu disk

Lead
shield

Tungsten
filter

: Mock HE
| nesting hemishells

T /

| 2Cfsources |

Figure 1. Photographs of the test set up. Close-in photograph (left) showing the Pu disk and Cf sources used
for the test item and wider photograph (right) showing the test item within half of three layers of the nested 900-
19 hemishells, placed in the bottom half of the steel cylinder, with the detector and its shielding on the right.

Scientific Reports |

(2024) 14:9814 | https://doi.org/10.1038/s41598-024-58839-5 nature portfolio



www.nature.com/scientificreports/

and (b) ensures that the revealed information accurately reflects the measured conditions'®. To address the need
for this in the PHENIX implementation described here, a new type of analog information barrier (aIB) was
developed using discrete nuclear instrumentation module (NIM) electronics. A schematic representation of the
alB is shown in Fig. 2. The signal from the HPGe detector is split and sent (a) to a spectroscopy amplifier and
(b) to a set of user-configurable single-channel analyzers (SCAs) that work to define region-of-interest (ROI)
windows that limit the final observed spectrum. The amplified full spectrum signal is then split and sent (a)
directly to a multi-channel analyzer (MCA) for calibration, certification, and authentication analyses, and (b)
sent to a gated amplifier, which rejects signals not falling in the pre-defined ROI windows, after which the signal
is also sent to an MCA for analysis.

The idea for using an analog, hardware-based information barrier (alB) approach is inspired by a concept
proposed by Buhler et al.'®, where they incorporated an IB within the analog-to-digital conversion circuitry of an
MCA at the chip level. The PHENIX approach differs by using simple, analog modules, with a goal of reducing
susceptibility to the digital “side-channel attacks” identified by Buhler et al. in their approach. A key extra benefit
of the approach outlined in Fig. 2 is that, while the pile-up rejection “busy” signal is sent to the MCA for the full
spectrum analysis, it is not sent to the MCA for the ROI windowed spectrum. Thus, the true dead time for the
measurement, and thus the true live acquisition time information, is lost and not available for analysis. Because
of this, it is not possible to correlate gamma-ray signal intensities to true emission rates from the TAI, which
therefore precludes the ability to infer isotopic information or masses about the Pu in the TAL In our tests the
deadtime (as determined from the full spectrum data) varied from 78.5% for the bare PuCf assembly, to 44.3%
for the bare PuCf assembly with a 2.1 mm W filter, to 25.9% for the measurements of 3 shells of 905-05 plus the
W filter. In practice, a host nation could also vary the thickness of the W filter without informing the inspecting
party, adding additional protection against learning a measurement’s true live acquisition time.

During calibration, testing, and authentication and certification®, the operators would observe both the full
spectrum and the ROI windowed spectrum using a non-sensitive calibration aid, such as a cylinder made of
mock HE that contains a 2>Cf source. With this they would be able to confirm the ROI windowed data matched
the full spectrum, and verify the system can detect H and N. When a TAI is analyzed, the cable passing the full
spectrum data from the spectroscopy amplifier to the MCA (the dotted line in the figure) would be physically
removed, eliminating the ability of the operator to observe sensitive spectral information from the decay gamma-
rays of Pu, Am, or other signatures which are not present in the ROI windows. This aIB concept presents several
desirable attributes®! for authenticating an arms control measurement system, including: simplicity; ease of
inspection; transparency (using all commercial components); the ability to randomly choose components from
a pool of components; the ability to perform tests of the system against known, non-sensitive objects during a
measurement sequence; having an open and closed model; using modular and minimally-functional parts; and
having the ability to maintain continuity of knowledge of the system following initial authentication.

Results
An example gamma-ray spectrum from the measurement of the full set of three mock HE 905-05 shells is shown
in Fig. 3, including the full spectrum (top) and expanded views of the hydrogen and nitrogen regions of the ROI
windowed spectrum (bottom). Spectra from mock HE 900-19 are similar to this. Many features are present in the
full spectrum, including the gamma rays from isotopes of Pu and Am, and a variety of thermal-neutron capture
gamma rays and inelastic neutron-scattering gamma rays from structural components in and near the test item.
Long measurement acquisition times of greater than twelve hours were used to collect all spectra, to ensure good
peak fitting and counting statistics. Recognizing that measurement times this long would not be practical, the
data was reduced to counting rates, to allow scaling to different measurement durations.

Both sets of data show progressively weaker H and N signatures as the mock HE mass is reduced, as seen in
Fig. 4. For the test cases used here the signal rates for the total nitrogen signature (the photopeak plus the SE and
DE peaks) from one-shell of 900-19 are too weak for analysis.

Spectroscopy Pllo-up
Signal AmpI|f|er Rejection
. "Busy" Multi-
| Timing [_ Channel
SCA -1 T i~ Analyzer
Spectrum
Delay Line Timing Delay Gated Multi-
Detector Amplifier SCA-2 Generator amplifier ROI Channel
Windowed
Fast signal ° Logic pulse Spectrum Analyzer
conditioning (4 stretching
[ ]
[ ]
[ ]
" Timing
Window- — —
setting SCA-n
- electronics ROI windows
Figure 2. Schematic representation of the analog information barrier.
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Discussion

It is clear that passive PGNAA measurements of hydrogen and nitrogen serve as strong signatures for the pres-
ence of HE (or elementally-similar mock material) in the presence of Pu, and that their absence serves as an
equally strong indicator of the absence of nitrogen-bearing HE in the presence of Pu. While both are important,
and hydrogen is the more intense signal to be measured, nitrogen provides the HE-specific fingerprint in this
application. The question that remains is to consider the practical feasibility for using this in arms control for
treaty verification.

For peaks in the high-energy nitrogen window, empirical observations show that a net signal of approxi-
mately 30 counts, with a signal-to-noise (S:N) ratio of 0.1 or better, is needed to positively confirm the presence
of a photopeak, or SE or DE peak. (In this measurement geometry, the SE peak is always the strongest of these
three peaks and the first to become detectable above background.) These two criteria can be used to assess the
measurement time needed to confirm (presumptively) the presence of HE (numerous other approaches could
also be used). If we consider the cases with two shells, both mock HE materials met the S:N criteria. For net
signal, the measurement geometry used here resulted in a net nitrogen SE signal rate of 0.0018 counts s for
900-19 and 0.0028 counts s™! for 905-05. These compete with a background signal of ~0.0005 counts s™*. A plot
illustrating how these net signatures evolve over time is shown in Fig. 5. The time needed to reach a net signal of
30 counts for 900-19 is 4.60 h (5357 g), for 905-05 it takes 2.98 h (5533 g). If these two masses were accepted as
the minimum detection limit needed for presumptive presence confirmation and true absence confirmation, then
these times would be the measurement times needed for these two types of mock HE. Noting that the H signal
is more intense than the N signal with the mock HE, the potential use of the H:N ratio could also be used as a
secondary vote of confidence for confirming the presence of HE. Other spectral fiducials, such as the **Fe(n,n’y)
or "*Ge(n,y) lines, might also be chosen for this purpose.

For 900-19 the practical, absolute minimum detection limit is greater than the one-shell case used here, since
that arrangement did not produce a measurable signature after 14.9 h. For 905-05, the one-shell configuration was
measurable and the S:N (0.46) met the first criteria. However, the time needed for that arrangement to reach the
30-count criteria would be much longer, at 36.1 h. If a minimum detection limit of two-shells was again chosen
as the criteria for confirming the absence of HE then the counting times shown above would again be valid. To
reduce the measurement time it would be reasonable to consider using additional detectors. Using four detectors,
still with a goal of a two-shell minimum detection limit, would allow the measurement to be performed in 1.15h
for 900-19 and 0.75 h for 905-05. These times are considered reasonable by experts in this field. Additional time
might be needed for a measurement protocol to account for using a stand-off distance—in the work presented
here the detector apparatus was at the surface of the test item. Also, additional margin might be desired to account
for errors in positioning, or to add confidence to the results. Nevertheless, it is clear that passive PGNAA can be
used in a reasonable time to presumptively confirm the presence or positively confirm the absence of HE in the
presence of Pu for some types of future arms control treaty verification measurements.

Referring again to Fig. 3, the performance of the aIB is observed to completely mask spectral signatures from
the full spectrum that are outside of the two ROI windows—meeting the goals for protecting sensitive informa-
tion present outside of the ROIs. However, the energy regions outside of the ROI windows are not completely
empty. The source for count events in these areas is not fully understood but is believed to be due in part to
imperfect optimization of the gate windows in the “window-setting electronics” section shown in Fig. 2, leading
to energy clipping of events from within the windows. Also worth noting is that the upper and lower energy
edges of the ROI windows have a gradual roll off, rather than hard edges. This too is due to the analog nature
of the counting system and associated time pick-off jitter. Optimization would likely also help improve this, to
make these edges steeper, but it would not likely be able to completely eliminate the fall off. If a sensitive signal
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Figure 5. Net signal increase over time for the N SE peak, for one detector (this is for the two-shell
configurations).
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was observed to be present on one these shoulders, then the ROI window would need to be narrowed to ensure
it was not present in the ROI windowed spectrum.

Data availability
The datasets generated during the current study are available from the corresponding author on reasonable
request.

Received: 29 September 2023; Accepted: 3 April 2024
Published online: 29 April 2024

References

1. “The Treaty between the United States of America and the Russian Federation on Measures for the Further Reduction and Limita-
tion of Strategic Offensive Arms,” also known as the “New START Treaty”; the text of this treaty may be found at U.S. Department
of State, Washington, D. C., http://www.state.gov/t/avc/newstart/c44126. htm.

2. MacArthur, D. W,, Hauck, D. K. & Smith, M. K. Confirmation of Nuclear Treaty Limited Items: Pre-Dismantlement vs. Post-
Dismantlement, LA-UR-13-23004 (Los Alamos National Laboratory, 2013).

3. Phase 1. Summary Report: Creating the Verification Building Blocks for Future Nuclear Disarmament, International Partnership for
Nuclear Disarmament Verification (Nuclear Threat Initiative, 2017).

4. Acton, J. M., MacDondald, T. D. & Vaddji, P. Reimagining Nuclear Arms Control A Comprehensive Approach (Carnegie Endowment
for International Peace, 2021).

5. National Academies of Sciences, Engineering, and Medicine. Nuclear Proliferation and Arms Control Monitoring, Detection, and
Verification A National Security Priority Interim Report (The National Academies Press, 2021). https://doi.org/10.17226/26088.

6. Langner, D. G. Active/passive Multiplicity Analysis of Weapons Components and Process Materials, Safeguards and Security Research
and Development Progress Report, LA-13250-PR 13-14 (Los Alamos National Laboratory, 1997).

7. Kerr, P. L., Koenig, Z. M., Ignatjev, G. N. & Udalov, V. P. Evaluation of a multilayer neutron detector for nonproliferation and arms
control. In Proc. 42nd Ann. Inst. Nucl. Mat. Manag., Indian Wells, Calif. (2001).

8. Dobratz, B. M. Properties of chemical explosives and explosive simulants. In UCRL-51319, Rev. 1, Lawerence Livermore National
Laboratory, Livermore, Calif. (1972).

9. Dobratz, B. M. & Crawford, P. C. LLNL explosives handbook, properties of chemical explosives and explosive simulants. In UCRL-
52997-Chg. 2, Lawerence Livermore National Laboratory, Livermore, Calif. (1985).

10. Keshavarz, M. H. A simple approach for determining detonation velocity of high explosive at any loading density. J. Haz. Mater.
A 121, 31-36. https://doi.org/10.1016/j.jhazmat.2005.01.028 (2005).

11. Caffrey, A.]., Cole, J. D., Gehrke, R. J. & Greenwood, R. C. Chemical warfare and high explosive identification by spectroscopy of
neutron-induced gamma rays. IEEE Trans. Nucl. Sci. 39, 1422-1426. https://doi.org/10.1109/23.173218 (1992).

12. Seabury, E. H., Chichester, D. L., Wharton, C. J. & Caffery, A. J. A comparison of neutron-based non-destructive assessment
methods for chemical warfare materiel and high explosives. AIP Conf. Proc. 1099, 928-931. https://doi.org/10.1063/1.3120193
(2009).

13. Robinson Snowden, M. Nuclear warhead monitoring: A study of photon emissions from fission neutron interactions with high
explosives as a tool in arms control verification, Ph.D. Dissertation, MIT. http://dspace.mit.edu/handle/1721.1/7582 (2017).

14. Meng, H., Jianyu, Z., Jun, W. & Rui, L. A passive method for the detection of explosives and weapons-grade plutonium in nuclear
warheads. Sci. Glob. Secur. 26, 57-69. https://doi.org/10.1080/08929882.2018.1517431 (2018).

15. FRMAC Gamma Spectroscopist Knowledge Guide. SAND2019-9768 R (Sandia National Laboratories, 2019).

16. Fetter, S. et al. Detecting nuclear warheads. Sci. Glob. Secur 1, 225-302. https://doi.org/10.1080/08929889008426333 (1990).

17. TAEA Safeguards Glossary 2022 Edition. International Atomic Energy Agency, Vienna, Austria (2022).

18. Huo, Y, Xu, P, Li, S. & Han, F. The applied research of information barrier in the arms control and verification system. Appl. Mech.
Mater. 336-338, 2397-2400. https://doi.org/10.4028/www.scientific.net/ AMM.336-338.2397 (2013).

19. Buhler, E. N., Wehe, D. K. & Flynn, M. P. A secure measurement unit for an inspection system used in nuclear arms-control veri-
fication. Nucl. Inst. Meth. Phys. Res. A 982, 164577. https://doi.org/10.1016/j.nima.2020.164577 (2020).

20. MacArthur, D. W,, Hauck, D. K. & Thron, J. L. Simultaneous authentication and certification of arms-control measurement systems,
LA-UR-12-22774 (Los Alamos National Laboratory, 2012).

21. Thron, ]. et al. Designing a 3rd generation authenticatable measurement system, LA-UR-09-03569 (Los Alamos National Laboratory,
2009).

Acknowledgements

This work was funded by the Key Verification Assets Fund (V Fund) at the U.S. Department of State, Bureau
of Arms Control, Verification and Compliance, Office of Strategic Stability and Deterrence Affairs; thanks to
Dr. Aaron Miles for guiding and managing this project. This information was prepared as an account of work
sponsored by an agency of the U.S. Government. Neither the U.S. Government nor any agency thereof, nor any
of their employees, makes any warranty, expressed or implied, or assumes any legal liability or responsibility
for the accuracy, completeness, or usefulness, of any information, apparatus, product, or process disclosed, or
represents that its use would not infringe privately owned rights. References herein to any specific commercial
product, process, or service by trade name, trademark, manufacturer, or otherwise, does not necessarily constitute
or imply its endorsement, recommendation, or favoring by the U.S. Government or any agency thereof. The views
and opinions of authors expressed herein do not necessarily state or reflect those of the U.S. Government or any
agency thereof. Idaho National Laboratory is a U.S. Department of Energy National Laboratory operated by Bat-
telle Energy Alliance, LLC. Approved for unlimited release, INL-RPT-23-74614. Special thanks to Dr. Mareena
Robinson Snowden and Dr. Richard Lanza who provided insightful background information and suggestions.

Author contributions

D.C. conceived of the overall effort, led the effort to secure funding, led the design of experiment, conceptual-
ized the analog information barrier, and performed data analysis. J.J. contributed to the design and execution of
the experiments, led the detailed design of the analog information barrier, and contributed to data analysis. J.H.
contributed to the design and execution of the experiments, and contributed to data analysis. E.S. contributed

Scientific Reports |

(2024) 14:9814 | https://doi.org/10.1038/s41598-024-58839-5 nature portfolio


http://www.state.gov/t/avc/newstart/c44126.htm
https://doi.org/10.17226/26088
https://doi.org/10.1016/j.jhazmat.2005.01.028
https://doi.org/10.1109/23.173218
https://doi.org/10.1063/1.3120193
http://dspace.mit.edu/handle/1721.1/7582
https://doi.org/10.1080/08929882.2018.1517431
https://doi.org/10.1080/08929889008426333
https://doi.org/10.4028/www.scientific.net/AMM.336-338.2397
https://doi.org/10.1016/j.nima.2020.164577

www.nature.com/scientificreports/

to the effort to secure funding, and contributed to the design of experiments. All authors contributed to writing
and reviewing the manuscript.

Competing interests
The authors declare no competing interests.

Additional information
Correspondence and requests for materials should be addressed to D.L.C.

Reprints and permissions information is available at www.nature.com/reprints.

Publisher’s note Springer Nature remains neutral with regard to jurisdictional claims in published maps and
institutional affiliations.

Open Access This article is licensed under a Creative Commons Attribution 4.0 International

= License, which permits use, sharing, adaptation, distribution and reproduction in any medium or
format, as long as you give appropriate credit to the original author(s) and the source, provide a link to the
Creative Commons licence, and indicate if changes were made. The images or other third party material in this
article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the
material. If material is not included in the article’s Creative Commons licence and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

© Battelle Energy Alliance, LLC 2024

Scientific Reports |  (2024) 14:9814 | https://doi.org/10.1038/s41598-024-58839-5 nature portfolio


www.nature.com/reprints
http://creativecommons.org/licenses/by/4.0/

