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This information was prepared as an account of work sponsored by an
agency of the U.S. Government. Neither the U.S. Government nor any
agency thereof, nor any of their employees, makes any warranty, expressed
or implied, or assumes any legal liability or responsibility for the accuracy,
completeness, or usefulness, of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately
owned rights. References herein to any specific commercial product,
process, or service by trade name, trade mark, manufacturer, or otherwise,
does not necessarily constitute or imply its endorsement, recommendation,
or favoring by the U.S. Government or any agency thereof. The views and
opinions of authors expressed herein do not necessarily state or reflect
those of the U.S. Government or any agency thereof.
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- INL is One of DOE’s Multi-Program
National Laboratories
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- Addressing Energy and Security Challenges at Scale

$1,630 M FY22 Total Operating Cost
5,500+ Employees
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- National & Homeland Security History
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INL has supported national security research
for nearly 80 years.
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Il National and Homeland Security Focus Areas

Infrastructure National
Resilience Defense
Strengthening infrastructure Advancing defense community

solutions through materials
science, armor development, Workforce

explosives.and radiolt_)gical Development
materials analysis

resilience through dependency
analysis, risk assessments, Nuclear
and visualization tools ' Security

Industrial
Cybersecurity

Improving infrastructure
security through cyber threat
analysis, vulnerability
assessments, and
engineer expertise

Preventing the illicit use of
nuclear or radiological
materials through detection,
forensics, security,

and safequards

Accelerating the talent )
pipeline through /
collaborative research
programsandnew  /
education models £
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- Industrial Cybersecurity

Training
Development

: and Delivery
Integrating
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Computer
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Innovating, developing, and applying control systems cybersecurity solutions.
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- Infrastructure and Risk Analysis

All Hazards
Risk Analysis

Dependency &
Interdependency Management

Analysis
Nationally

Recognized
Infrastructure
Studies

Advancing infrastructure and risk analysis to create a more secure and resilient world.
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Wireless Security

Dynamic
Spectrum Sharing
Innovations

Modeling &
Simulation
Digital
Engineering 5G, Mobile
Design & oy — Broadband, loT
Architecture /2w Capabilities

Creating and deploying wireless technology solutions.
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Workforce Development

Cyber
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Addressing workforce development needs to protect the nation’s critical infrastructure
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Infrastructure, Ranges, and Capabilities
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- Deploying our cyber-physical capabilities
Current Programs and Tools

Cyber-Informed Engineering (CIE) - “engineer out” cyber risk throughout the
design and operation lifecycle, rather than add cybersecurity controls later

Cybersecurity for the Operational Technology Environment (CyOTE™) -

asset owners improve identification of adversarial techniques within
operational technology (OT) environments

CyTRICS™ - cyber vulnerability testing, forensics, and digital subcomponent

enumeration
Improves cybersecurlty Uses expert testlng Identifies common- Partners with Relationships &
supply chain for ICS : mode vulnerabilities : vendors and asset :  Continuing

owners :  Engagement
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- National & Homeland Security’s Vision for the Future

Scale Cyber-Informed Engineering

All-Hazards Infrastructure Resilience

Increased Supply-Chain Security

Secure Wireless Communication

Nuclear Nonproliferation Risk Reduction

Next Generation Materials Science

Aligning and adapting our capabilities to meet evolving
national security challenges.
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Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research
in each of DOE’s strategic goal areas: energy, national security, science and the environment.




