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A POWERFUL NETWORK TRAFFIC ANALYSIS TOOL SUITE
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Streamlined deployment

Industry-standard tools

Expanding control systems visibility

Dedicated sensor appliance

• Suitable for field use (hunt or incident response) or SOC deployment. Runs in Docker on Linux, macOS
and Windows platforms. ISO installer for bare metal installations. Cloud-deployable with Kubernetes.
Provides easy-to-use web-based user interfaces.

• Uses Arkime and Zeek for network traffic capture, Logstash for parsing and enrichment,
OpenSearch for indexing and Dashboards, and Arkime Viewer for visualisation. Also
leverages OpenSearch Anomaly Detection, Suricata IDS, YARA, capa, ClamAV, CyberChef, and
other proven tools for analysis of traffic and artifacts.

• Analyses more protocols used in operational technology (OT) networks than other open-
source or paid solutions. Ongoing development is focused on increasing the quantity and
quality of industrial control systems (ICS) traffic.

• Hedgehog Linux, a hardened Linux distribution for capturing network traffic and forwarding its metadata
to Malcolm.

https://idaholab.github.io/Malcolm

FREE AND OPEN-SOURCE€

https://idaholab.github.io/Malcolm
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ORIGINS AND MILESTONES
 2018.Q2 – Development begins on project (later dubbed
“Malcolm”) under CISA work agreement

 2018.Q3 to 2019.Q2 – Field testing at USBR facilities

 2019.Q2 – Initial public release

 2020 – Collaboration begins with Germany’s Federal
Office for Information Security

 2021.Q1 – First thousand st★rs on GitHub

 2021.Q4 – Migration from Elastic to OpenSearch

 2022.Q3 – First Malcolm-based simulated engagements
at INL’s ICS Control Environment Lab Resource (CELR)

 2022.Q3 – Malcolm discussed during session of the U.S.
House of Representatives Homeland Security Committee

 2022.Q4 – NetBox added for network modelling and
asset interaction analysis

 2023.Q1 – Kali announces “Purple” bundling Malcolm

 2023.Q2 – Cloud deployable with K8s
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WHAT CAN IT DO FOR ME?
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Get to know your network: Malcolm
characterises traffic by devices and the
protocols they use to communicate.

Understand risks and threats: Malcolm
identifies active exploits, potential
attack vectors, and vulnerable devices
and protocols.

 Increase visibility: Malcolm highlights
inbound, outbound, and internal
communications to inform decisions
and improve security posture.
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SIMPLIFIED NETWORK DIAGRAM
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SUPPORTED PROTOCOLS
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COMPONENTS
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Traffic is
visualised in
OpenSearch

Dashboards and
Arkime Viewer

Alerts are sent
over email,
webhooks,

Slack or
Amazon Chime

Machine
learning

algorithms
identify

anomalies

Logs are
enriched and

stored in
OpenSearch

Logs are
securely

forwarded to
Malcolm

Traffic is
collected

passively by
sensor device

running
Hedgehog

Linux

DATA PIPELINE
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DASHBOARDS: FOCUS ON SECURITY



EFFICIENT.EFFECTIVE.RESPONSIVE.

DASHBOARDS: FOCUS ON OT
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ARKIME: PACKET-LEVEL FORENSICS
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ASSET INTERACTION ANALYSIS
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TOWARDS THE FUTURE
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 Community Building
 Official DHS-hosted Slack channel
 Prepackaged training modules
 Additional tutorial videos on YouTube

 Vulnerability/IOC sharing, identification (CSAF),
and exploitation visibility (KEV)

 Improve asset inventory capabilities
 Passive auto-population
 Active scanning

 Further analytics, rule, and ML development
 Improve cloud deployment
 Improve integration of 3rd party/host logs
 Increase OT/ICS protocol support

 HART-IP, IEC 61850 GOOSE, ANSI C12.22,
PROFINET-IO CM, …
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REACH OUT
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Malcolm is Copyright © 2024 Battelle Energy Alliance, LLC, and is
developed and released as open-source software through the
cooperation of the Cybersecurity and Infrastructure Security

Agency of the US Department of Homeland Security.

https://idaholab.github.io/Malcolm

• downloads
• documentation and tutorials
• project status
• issue tracker
• … and more!

Email: malcolm@inl.gov

https://idaholab.github.io/Malcolm

